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Support

Fax Hotline Number

Internet Mail Address

NCP offers support for all international users by me-
ans of Fax and Internet Mail.

+49 911 99 68 458
support@ncp.de

When contacting NCP with your problems or queries
please include the following information:

— exact product name

— serial number

— Version number

— Accurate description of your problem

— Any error message(s)

NCP will do its best to respond as soon as possible,
but we do not guarantee a fixed response period.
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SECURE ENTRY CLIENT PRODUCT OVERVIEW

1. Overview

This manual describes Installation, Configuration, Features and User Interface of the
NCP Secure Entry Client and its Components

The NCP Secure Client Software works according to the principle of Ethernet LAN
emulation and supports the routable protocol TCF/IP.

Additional information on upgrades and product variants are available on the NCP
website: http://www.ncp.de

1.1 Using this manual

The structure of this manual is presented below to help you quickly find what you need
in this documentation.

The manual is subdivided into seven larger sections that offer step-by-step descripti-
ons, or that describe the structure of the graphic user interface according to the respec-
tive object. Two appendices providing additional information and definitions of specia-
lized terms follow these sections.

1. Product overview with brief description of the performance range of the software

2. Installation instructions

3. Description of the graphic user interface

4. Description of the configuration possibilities in the monitor

5. Description of the parameters listed in the telephone book

6. Description of a connection establishment

7. Examples and explanations, particularly for 1Psec

— Appendices with a glossary (abbreviations and terms) and an index
Cross references appear in the text in parenthesis and cite the reference with the title,
or after a comma, with the subtitle. An exclamation mark in the margin indicates that
the text so marked is of particular significance.

Naturally the software also offers context-sensitive help.
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1.2 NCP Secure Entry Client — Universal IPSec Client

The NCP Secure Entry Client can be used in any VPN environment. The client commu-
nicates on the basis of the |Psec standard (see — Examples and explanations, Security,
I Psec) with the gateways provided by a wide variety of vendors* and is the alternative
to the uniform IPsec client technology offered on the market. The Secure Entry Client
has additional features that introduce the user into a holistic remote access VPN solu-
tion.
The NCP Secure Entry Client offers:

M Support of all major operating systems

M Dial-in over all transmission networks

[V Compatibility with VPN gateways from a wide variety of vendors*

M Integrated personal firewall for more security

VI Dialer protection (no misuse by third parties)

M Higher speed in the ISDN (channel-bundling)

M Saving telephone charges (charges and connection management)

M Convenient operation (graphic interface)

M Central management**

*) Compatibility list available on the NCP website www.ncp.de
**) optional

14 © NCP engineering GmbH
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1.3 Secure Entry Client
The NCP Secure Entry Client communicates with VPN gateways supplied by a wide
range of manufacturers, on the basis of the IPSec standard. This involves client soft-
ware that can be used as an alternative to the software clients offered on the market in
the firewall and router area.

The Secure Entry Client is differentiated from other 1PSec clients through its feature
set and through its software architecture.

Secure Entry Client advantages:
L1 Support of all major Windows operating systems, including Windows CE
[ Dial-in over all public data transmission networks
LI Compatibility with virtually all VPN gateways on the market
L Integrated personal firewall
LI Dialer Protection

L1 Intelligent Line Management for minimizing transmission costs and increasing transpa-
rency (Charge Manager)

[J Channel bundling for high transmission speed in ISDN

LI Graphic user interface
Like all NCP Secure Communications Products, the Secure Entry Client supports the
use of digital certificates in a Public Key Infrastructure (PKI). An upgrade to the NCP

Secure Enterprise Solution with high-performance, central management is available as
an option.
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Technical Data

] LAN-Emulation

Ethernet adapter with NDIS interface

| PC Operating Systems
Windows 98se, Windows NT (V4.0 SP5), Windows 2000, Windows ME, Windows XP
Prof.

| Network Protocols
-1P

— IPSec VPN: Supports Pre-Shared Key and certificates, central configuration of 1PSec
proposals, e.g. the central VPN gateway determines the policies (for IKE, 1PSec Phase
2) for the Secure Entry Client.

— IPSec in accordance with RFC 2401-2409, additionally the drafts (XAUTH, IKE-
Config, DPD, NAT-T, IP-Comp) are supported for optimization in Remote Access en-
vironments (see RFCs and Drafts below*).

— EAP-MD5, EAP-TLS Extensible Authentication Protocol, extended authentication
relative to switches and access points (Layer 2)

| Encryption

— Triple DES (128, 192 Bit)

— Blowfish (128 Bit)

— AES (128, 192, 256 Bit)

— RSA (1024, 2048 Bit)

— Hash processes

— SHA1 (Secure Hash Algorithm 1)
— MD5 (Message Digit 5)

| Personal Firewall

— IP-NAT Network Address Translation

— Stateful Inspection

— Filter rules assigned to applications and certain connections
— Filter rules assigned to certain protocols, ports and addresses
— ldentification of friendly networks

— Automatic hotspot logon

— Extensive logging options

[ | Filtering

| P Broadcasts, Netbios over IP
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] PKI

— Public Key Infrastructure in accordance with X.509 v.3 standard, Entrust (Entrust
Ready)

— Smartcards: PKCS#11, TCOS 1.2 and 2.0-CardOS M4 (via CT-API or PC/SC)

— Soft certificate: PKCS#12

—PIN policy: Administrative specification for PIN entry of any complexity

— Revocation lists: Checking the CRL (Certificate Revocation List) and ARL (Authori-
ty Revocation List)

— Certificate control: Verification and notification of a certificate’s validity period

[ ] One Time Password

convenient entry by separating PIN and password (RSA-ready)

DynDNS (Dynamic DNS)

Accessing the central VPN gateway with changing public IP addresses, query of the
current |P address via a public DynDNS server

[ | IP Adress Allocation
DHCP Dynamic Host Control Protocol

[ | Point-to-Point Protocols

— PPP over ISDN

— PPP over GSM (V.110)

— PPP over PSTN (Modem)

— PPP over Ethernet (xDSL)

—PPP LCP Link Control Protocol

— PPP IPCP I P Control Protocol

— PPP MLP Multilink Protocol

— PPP Call Back negotiation in the LLCP

— PPP PAP Password Authentication Protocol

— PPP CHAP Callenge Handshake Authenication Protocol

[ | Dialer

—NCP Dialer
— alternatively: Microsoft RAS-Dialer for ISP access via dial-in script

[ | Line Management
Short hold, timeout (time-controlled and charge-controlled)
[ ] Channel Bundling in ISDN

Dynamic, freely configurable threshold value
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[ ] Client Monitor
Configuration of the teleworkstation, connection control and monitoring
[ | Connection Manager

For international access. Support for: Gric, Infonet, UUNet

1.4 Secure Entry CE Client

Technical Data

[ | LAN Adapters

— Ethernet-Adapter with NDIS Interface
— Wireless LAN-Adapter

| Operating Systems

Mobile end device: Windows CE 3.0 (Handheld PC 2000, Pocket PC 2002), Windows
CE.net 4.2 (Windows Mobile 2003 for Pocket PC)

Configuration PC: Windows 98se/ NT 4.0 from SP5/ 2000/X P

[ | Network Protocols

-1P

— IPSec-VPN: support of Pre-Shared-Key and certificates, central configuration of 1P-
Sec proposals, e.g. the central VPN gateway determines the policies (for IKE, IPSec
Phase 2) for the Secure Entry Client.

— IPSec in accordance with RFC 2401-2409, additionally the drafts (XAUTH, IKE-
Config, DPD, NAT-T, IP-Comp) are supported for optimization in Remote Access en-
vironments (see RFCs and Drafts below?*).
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[ ] Encryption

— Triple DES (128, 192 Bit)
— Blowfish (128 Bit)

— AES (128, 192, 256 Bit)
— RSA (1024, 2048 Bit)

Hash Process

— SHA1 (Secure Hash Algorithm 1)
—MD5 (Message Digit 5)

[ | Firewall Functionalities

— IP-NAT Network Address Translation
— LAN adapter protection PC protection against access from other systems at VPN con-
nection

[ ] Filtering

— | P broadcasts
— Netbios over |P

| PKI
— Public Key Infrastructure in accordance with the X.509 v.3 standard
— Smart cards: TCOS 1.2 and 2.0 — CardOS M4 (PC/SC)
— Soft certificate: PKCS#12
[ | IP Adress Allocation
DHCP Dynamic Host Control Protocol

[ ] Point-to-Point Protocols

—PPP LCP Link Control Protocol

— PPP IPCP IP Control Protocol

— PPP CCP Compression Control Protocol

— PPP PAP Password Authentication Protocol

— PPP CHAP Callenge Handshake Authenication Protocol
— PPP ECP Encryption Control Protocol

u Compression Process
Stac
[ | Line Management

Short Hold, Timeout (time-controlled)
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[ ] Client Monitor

— The PDA is configured on a standard PC via the Client Monitor
— The “PDA Monitor” is used for status display and for dialing the destination

[ ] Dialer

— NCP-Dialer
— Microsoft RAS-Dialer

[ ] Options

— Central NCP Secure Enterprise VPN/PKI Gateway
— Upgrade to NCP Secure Enterprise Solution with central Management Tool and High
Availability Services

[ ] RFCs and Drafts

RFC 2401- Security Architecture for the Internet Protocol

RFC 2403 — The Use of HMAC-MD5-96 within ESP and AH

RFC 2404 — The Use of HMAC-SHA-1-96 within ESP and AH

RFC 2406 — | P Encapsulating Security Payload (ESP)

RFC 2407 — The Internet |P Security Domain of Interpretation for ISAKMP
RFC 2408 — Internet Security Association and Key Management Protocol (ISAKMP)
RFC 2409 — The Internet Key Exchange (IKE)

RFC 3947 — Negotiation of NAT Traversal in IKE

RFC 3498 — UDP Encapsulation of IPSEC ESP packets

DRAFT — Draft-beaulieu-ike-xauth-05 (XAUTH)

DRAFT — Draft-dukes-ike-mode-cfg-02 (IKECFG)

DRAFT — Draft-ietf-ipsec-dpd-01 (DPD)

DRAFT — Draft-ietf-ipsec-nat-t-ike-01 (NAT-T)

DRAFT — Draft-ietf-ipsec-nat-t-ike-02 (NAT-T)

DRAFT — Draft-ietf-ipsec-nat-t-ike-03 (NAT-T)

DRAFT — Draft-ietf-ipsec-nat-t-ike-05 (NAT-T)

DRAFT — Draft-ietf-ipsec-udp-encaps-06 (UDP-ENCAP)
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2. Installation

A Setup program performs the installation of the Client Software quickly and smooth-
ly. The following text describes the procedures for installing the Client Software under
Windows 98/M E and Windows NT/2000/XP.

@\ Prior to executing Setup be sure that the following prerequisites are fulfilled.

© NCP engineering GmbH 21



SECURE ENTRY CLIENT INSTALLATION

2.1 Installation Prerequisites

System Requirements

In order to be able to communicate with the Client Software it is essential to have ei-
ther Microsoft Windows 98, Windows ME, Windows NT (4.0 or later) with the service
pack 5.0 (or later), Windows 2000 or Windows XP installed on your PC (min. 32 MB
RAM). During the installation you are asked to have your or disks ready, as these will
be needed for updating your PC’'s driver database files. Please insert these when
prompted to do so.

Remote Destination

The parameters of the remote destination must be entered in the profile settings. In or-
der to communicate with the remote destination it must support one of the following
media types: ISDN, PSTN (analog modem), LAN over IP or PPP over Ethernet.

Local System
One of the following communication devices and its respective drivers must be proper-
@ ly installed on the Client Software PC.

[ ] ISDN adapter (ISDN)

The device (e.g. internal or external adapter) must support the ISDN CAPI 2.0 Kernel
Mode standard. When using PPP Multilink the software can bundle up to 8 ISDN B-
Channels. Any ISDN device supporting the ISDN CAPI 2.0 can be used. Please check
your device to be sure that such adriver is available. The Client Software does not sup-
port TAPI based ISDN devices.

[ | Analog Modem (Modem)

The Client Software can communicate with any industry standard analog PC modem,
provided that it and the modem drivers have been properly installed and the modem in-
itialization string and the COM port definition for the modem is correct. The modem
has to support Hayes AT commands.

Mobile (cellular) telephones can also be used for data communication, after the asso-
ciated software has been installed that presentsitself to the client precisely asif it were
an analog modem. The serial interface, IR (infrared) interface, or Bluetooth can be
used as interface between mobile phone and PC. The opposite side must have the
appropriate dial-in platform depending on the transfer rate (GSM, v.110, GPRS or
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HSCSD). The initialization string in the Secure Client modem configuration must be
obtained from the I SP or the manufacturer of the mobile (cellular) phone.

[ | LAN adapter (LAN over IP)

When the communication medium LAN has been defined the Client Software may be
used as a IPSec client in a LAN that communicates across a LAN network and associa-
ted router to a central site VPN Gateway. When defined as a LAN Client, the Client
Software can also be used as a VPN or VPN/PKI plugin for Microsoft's RAS (Dial-Up
Network) client.

[ ] xDSL Broadband Device (PPPOE)

Cable modems, splitters (e.g. for ADSL), etc. can be used in conjunction with PPP over
Ethernet (PPPOE), which is supported by the Client Software.

] xDSL (AVM - PPP over CAPI)

If an AVM Fritz DSL card is to be used then this communication medium may be se-
lected. AVM specific initialization strings may be entered in the field “Destination
phone number” (“Dial-Up Network” group) for the connection.

It is recommended to use the standard setting “xDSL (PPPoE)” with Windows operat-
ing systems as this provides direct communication over the network interfaces.

No additional network card is necessary with the AVM Fritz! DSL card.

[ ] Multifunction Card (GPRS/UMTS)

If you are using a multi-function card, special features of the mobile computing can be
used depending on the card characteristics (see the appendix of the handbook “Mobile
Computing). Due to the direct support of the multi-function card for
UMTS/GPRS/WLAN through the Secure Client, installation of management software
from the card implemented, is not necessary. The VPN connection is established via
the integrated NCP Dialer independent of the Microsoft data communications network.
Currently supported multi-function cards:

— T-Mobile Multimedia NetCard

— Vodafone Mobile Connect Card

— KPN Mobile Connect Card

—T-Mobile DSL card 1800

[ | WLAN adapter under Windows 98/NT (LAN over IP)
Adapters for a wireless LAN (WLAN adapter) are handled exactly like normal LAN

adapters. “LAN (over IP)” must also be selected for WLAN. In this case the manage-
ment tool of the WLAN card, or the Microsoft tool must be activated.
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[ | WLAN adapter under Windows 2000/XP (WLAN)

Under Windows 2000/XP the WLAN adapter can be operated with the link type
“WLAN”. In the monitor menu the special “WLAN settings” menu item is displayed
where the access data for the wireless network can be saved in a profile. If this“WLAN
configuration” is activated, then the management tool of the WLAN card, or the Micro-
soft tool must be deactivated. (Alternatively the management tool of the WLAN card or
the Microsoft tool can be used as well.)

If the link type WLAN is set for the destination system in the phonebook, then under
the graphic field of the Client Monitor an additional area is shown where the field
strength and the WLAN network are displayed.

Please read the description of the parameters “Link Type” in the section “ Configuration

parameters / Profile Settings”.

[ | Automatic Media Detection

If various link types could be used, the client detects automatically which link type ac-
tally can be used und selects the fastest one.

On the basis of a pre-configured destination system, those link types that are currently
available for the Client PC are detected and implemented, and if multiple alternative
transmission paths are available, the fastest will be selected automatically. The link
type priority is specified in the following sequence in a search routine: 1. LAN, 2.
WLAN, 3. DSL, 4. UMTS/GPRS, 5. ISDN, 6. MODEM.

The configuration is executed in the phonebook with the link type “Automatic media
detection” under “Destination system”. If desired, all destination systems for the VPN
gateway that are pre-configured for this Client PC can be assigned to this automatic
media detection. This renders manual selection of a medium (WLAN, UMTS, LAN,
DSL, ISDN, MODEM) from the profile entries superfluous. Input data for the connecti-
on to the ISP are transferred from the available profile entries in a manner that is trans-
parent for the user.

Please note the description “Destination System / Link Type”.
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Prerequisites for Strong Security

If you are using the Client Software with certificates (X.509), then the following pre-
@ requisites must be fulfilled:

[ | TCP/IP
The protocol TCP/IP must be installed on your PC.
[ | Smart Card Reader

The Client Software supports all Smart Card readers that are PC/SC conform. Sub-
sequently such readers will only be entered in the Client Software Smart Card reader
list after the Smart Card reader including the associated driver software has been in-
stalled on the PC. The Client Software detects the Smart Card reader automatically af-
ter the PC has been booted. The Smart Card reader can then be selected as described
above and used accordingly.

In order to use the features of the Smart Card, configure the Smart Card by selecting
“Configuration —Certificates” in the pull-down menu of the Client Software Monitor.
When you insert your Smart Card in the Smart Card reader, you can enter your PIN.

[ | Smart Card Reader (CT-API conform)

Please note the following instructions when using a Smart Card reader that is CT-API con-
form:

M The current software includes drivers for the Smart Card readers SCM Swapsmart and
SCM 1x0 (PIN Pad reader). These Smart Card readers can be set in the Monitor under
“Configuration —Certificates’. If, however, the Smart Card reader does not work with
the drivers, which are included in the software, or a Smart Card reader is to be used,
which does not show up in the configuration selection of supported readers, then ask
the supplier or producer of the Smart Card (or the respective website) reader for the
current hardware driver and install it. In this case the client software requires some
modifications:

M Use an ASCII editor to edit the NCPPKI.CONF file. You find this file in the WIN-
DOWS\SY STEM directory (Windows 95/98) or in the SY STEM 32 directory (Windows
NT/2000). Enter the name of the connected Smart Card reader as “ReaderName” (xyz)
and the name of the installed driver as DLLWIN95 or DLLWINNT respectively. The
default name for CT-API conform driversis CT32.DLL.

Important: Only those drivers that have been appropriately set with “visible = 17 will
@ be displayed in the list!

M odulname = SCM Swapsmart (CT-API) —Xyz
DLLWIN95 = scm20098.dlI —ct32.dll
DLLWINNT = scm200nt.dll —ct32.dll
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V1 After rebooting the PC the new “ReaderName” is displayed in the Monitor under “Con-
figuration —Certificates —Smart Card reader”. Now you select that Smart Card reader.

] Smart Cards

Currently, the following Smart Cards are supported:
— Signtrust

— NetKey 2000

—TC Trust (CardOS M4)

— Telesec PKS SigG

] Soft Certificates (PKCS#12)

Instead of a Smart Card you can also use soft certificates or tokens.

u Smart Cards or Token (PKCS#11)

Drivers in the form of a PKCS#11 library are supplied with the software for the card
reader or token. This driver software must first be installed. Then the NCPPK|.CONF
file must be edited.

VI Edit the NCPPKI.CONF file located in the windows\system directory (Windows 95/98)
or system32 directory (Windows NT/2000), with an ASCII editor by entering the name
of the connected reader or token (xyz) as “module name”. The name of the DLL must
be entered as PKCS#11-DLL. The associated “Slotindex” is manufacturer-dependant
(standard = 0).

Important: Only those drivers are visible in the list that have been set to visible with
@\ “visible=1".

Modulname =Xyz

PKCS#11-DLL = Name of the DLL

Slotindex =

M After rebooting the PC the new “ReaderName” is displayed in the Monitor under “Con-
figuration —Certificates —Smart Card reader”. Now you select that Smart Card reader.
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2.2 Installing the Client Software

The initial installation steps for the Client Software are ailmost the same for both Win-
@ dows 98/ME and Windows NT/2000/XP. Please note that there are some differences

when installing from a hard disk, CD or removable disk.

Installation and Licensing

First the NCP Secure Entry Client isinstalled as atest version. If you posess a license,
you can enter the license data after a reboot of the software by selecting the monitor
menu option “License Info and Activation”. The test version is valid for 30 days. Wi-
thout software activation or licensing it will no longer be possible to setup a connection
after this 30-day period expires. When 10-days validity remain, a message box will be
displayed to remind you that the software has not yet been licensed. For licensing the
software please refer to the chapter “Licensing” in the handbook.

Please note when installing the Software under Windows XP:

Microsoft Windows XP informs the user as soon as a driver software is being installed
which is not licensed by Microsoft. Windows XP runs a Microsoft specific “compatibi-
lity test” and warns the user not to install the software. This test does not check the
compatibility of the software with Windows XP. Since the client software is not licen-
sed by Microsoft, the warning occurs when the client is installed on a Windows XP ma-
chine. What to do:

M You can modify the Windows X P default settings so that any software can be installed
without the Microsoft compatibility check. Open the Windows Control Panel and then
“System (Properies) - Driver Signing”. Set the install procedure to “Install the software
anyway and dont’t ask for my approval”!

M You can ignore the warning when installing the client. After the warning pops up you
click on “proceed Installation” Windows XP will let you install the client adapter. The
installation will not have any negative effect on the operating system.

2.2.1 Installing from a hard disk (e.g. 30 day limited test version)

If you want to install the Client Software after downloading it, first extract the data.
Extracting the data in directory “Disk1" will be made automatically. Then start the in-
stallation with Setup.exe from directory "DISK1". All further installation steps are the
same as described in the following text under “Installation from removeable disk”
when the window “ Choose Setup Language” appears.
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2.2.2 Installing from CD

After inserting the CD in the drive of your PC, the welcome window appears on the

monitor.

Click on “Install Products” and then select the Client Software version to be installed.
All further installation procedures are identical with the installation procedures for
installing from removable disk, from the window “ Choose Setup Language”.

2.2.3 Installing from removable disk

Install Program From Floppy Disk or CD-ROM x|

Insert the praduct's first installation floppy disk or CO-ROM,
and then click Nest.

< Back Cancel |

Run Installation Program x|

If thiz is the corect installation program, click Finith. To
start the automatic search again, click Back. To manually
search for the installation program, click Browse

Browse... |

< Back I Finish I Cancel

To install the Client Software
select in the windows main
menu: Start —Settings —
Control Panel. Select
“Add/Remove Programs” in
the Control Panel and then
click on the “Install” button.

Insert the removable disk with
the Client Software in the PC
if you have not already done
so and then click “Next”.

When SETUP.EXE appears
click on “Finish”.

—continue next page
“ Choose Setup Language”
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x| " Choose Setup L anguage’

Select the language faor the installation from .
g the choices below. A window appears where you
' can select the language to be
used for the installation and
then click “OK”.

ak Cancel |

The“Install Shield Assistant”
is now started. It will guide

MCP Secure Entmy Client Setup is preparing the InstallS hield

v wizard, which will guide vou through the rest of the setup yOU through the | nStaI I at| on.

process. Please wait.

MCP Secure Entry Client - InstallShield Wizard x| Read the terms of the
Welcome window carefully
"CP NCP Secure Entry Client 8.30 Build 57 Setup and click on “Next”.
BECLRE COMMUNIE carions W

The InstallShield® Wizard will install NCP Secure Entrp
Client on pour computer. To continue, click Mext.

o
o
b
o
£
o
L
>
o
o=
=
o
@
b
=
o
=

< Back Cancel |
NCP Secure Entry Client - InstallShield Wizard 5' T he neXt W| ndOW d| Spl ayeS the
License Agreement Software Licensed Agreement.
Flease read the following license agreement carefully. "cp

In order to proceed with the
installation of the licensed
version click on “Yes'.

MCP Engineering Software License Agreement ﬁl CI | Ck| ng “ Non W| | | StOp the
Th f the i f b , the end ferred H H

Poreinaor a8 o ioanant) o N st s 55 ke installation process.

By reading and accepting this notice, you agree to these terms and

condtions, so please read the text below carefully and completely.
If you do not accept the terms of this agreement, you cannot use the

SECURE CoMMUNICATIONS B

Press the PAGE DOWH key to zee the rest of the agreement.

software.
Terms of agieement LI
Do you accept all the temns of the preceding License Agreement’? |f vou select Na, the setup
will cloze. Toinstall NCF Secure Entry Client, you must accept this agieement RN Contl nue neXt page
Irstal Shigld
< Back Yes —

© NCP engineering GmbH 29



NCP Secure Entry Client - InstallShield Wizard | |

Setup Type " cp

BECURE ComMMUNCATIONS B

Select the zetup type that best suits pour needs.

Click the type of setup you prefer.

Progiam will be installed with the most common options. Becommended
for most users.

" Custom

‘Y'ou may select the options you want to install. Recommended for
advanced users.

Destination Folder
’7 E:SwINMTYhcple

Browse... ”
< Back | Mext > I

IrstallStizld

Cancel |

NCP Secure Entry Client - Installshield Wizard | x|

NCP

SECURE CoMMUMICATIONS B

Select the setup type that best suits your needs.

Click the type of setup pou prefer.

Program will be installed with the most common options. Recommended
for most users

" Typical

“r'ou may select the aptions vou want ta install. Recommended far
advanced users.

Destination Folder
’7 E: ¥/ IMMT nicple

Browse... | ‘
< Back | Hest » I

Iristal|Shield

Cancel |

NCP Secure Entry Client - InstallShield Wizard | x|

Select Program Folder “cp

BECURE CommurscaTions B

Please select a program folder.

Setup will add program icons to the Pragram Folder listed below. “You may type a new folder
name, or select one from the existing folders fist. Click Mext to continue.

Program Folder:

Ezisting Falders:

NCP Management
NECP Management Server

IrstallShield

Heut > I

< Back Cancel

SECURE ENTRY CLIENT INSTALLATION

Undependently of “Typical” or
“Custom” installation you can
select any folder for the
software installation by
clicking on “Browse”. Thisis
particularly important if the
user should have no rights on
the system root directory.

If you select “Typical” in this
window the installation will
continue automatically and the
setup is finished.

Selecting the “Custom*
Installation you can define
settings according to your
requirements.

In the following window of the
“Custom" installation you
define the programmfolder for
the client software. (Default
setting “NCP Secure Client”)

— continue next page
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[NCP Secure Entry Client - InstallShield Wizard x| Moreover you can have the
program icon displayed on the

Program icon
“cp desktop.

BECURE coMmuUrecATIONS B

Dizplay the Program lcon of the MCP Secure Entry Client on the Desktop.

Please contact your system

I o the Frogram [eon on Deskion administrator or your internet
service provider for additional
information about your
communication gateway.

IrstallShizld

< Back | Mext » I Cancel

Following are a list of minor differencesin theinstallation procedures for
Windows 98/M E and Windows NT/2000/XP.
—for Windows 98/ME
continue 2.2.4

—for Windows NT/2000/XP
continue 2.2.5
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2.2.4 User defined Installation and Completion
under Windows 98/ME

INCP Secure Entry Client - InstaliShicld Wizard x| Communication with DHCP
DHCP settings (Dynamic Host Control
ESPMM. Protocol) means that a
IP adsess defrtion temporary |P Address will be

assigned automatically for
each communication session.
If required, click on “Obtain
an |P Address from DHCP
Server”.

* {Obtain an IF address from a DHCP Server

" Specify an IP addiess

IristallEhield
< Back | Mext > I Cancel |
If you “Specify an IP
NP secur Enry Cent - nstalisld wizard x| Address’, enter the IP address
Metwaik settings "c? | n th' S W| ndOW Defa.ult

Gateway: If a network adapter
with a Default Gateway is

se by tha NCP Seeure EntyClere Lo Emutaion - already installed, you will

have to delete this Default

SECURE CoMMUNCATIONS B

;p:ddwk : Gateway Address. Itis not
possible to have more than one

Defaul Gatomay | network adapter with a Default

DNG Addess: | Gateway. DNS Address: You

should only enter aDNS
Address if you have been
Instaltield assigned one from your system
administrator or | SP.

P Sevure Entry Cient - Tnsalshield wizard x| [If youalready have the
Setup Status software installed on your PC,
ES?MM_ this will be detected by the

installation program. Y ou will
be prompted and asked if you
wish to “Update” the current

MCP Secure Entry Client is configuring your new software installation.

(e 7] Secure Client or if you wish to
cancel the installation (see —
IIREEEERERERRRRRREERENEENRNEDEENR “Update and Uninstalling”).]
Now the data will be loaded
and copied.
IrstallShield

End of User defined Installation!
— to complete continue next page
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NCP Secure Entry Client - InstallShield Wizard After al I data from the CD or
N CP Diskette have been loaded,
1 lIS hield Wizard Compl i “Cinich”
B R%E™  InstalShickdWizard Complete click on “Finish” to complete
The InstallShield Wizard has successfully installed MCP Secure the Setup

Entry Client. Before you can use the program, you must restart
your computer.

% ¥es, | want to restart my computer nowe

7 Mo, | will restart my computer later.

Remaove any disks from their drives, and then click Finish to
complete setup.

)
i
el
o
=
@
=
>
)
i
=
o
@
v
==
2
=

< Back Finish I Carice! |

x|| Now you will be prompted to
install the driver. To proceed,
click on the “OK” button.

@ Mows, only the driver for pour M CP Secure Client needs to be installed |

Click the "0K" button to open the windowfor “Metwork, Settings".

Then click the “Add" button, select “Adapter” and then click “4dd" again.
Under manufacturer select "MCP" and then click "0K" in order

to imstall the MCR Secure Client driver. You can add the protocols

and clientz az required.

— continue next page
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[ Afer clicki ng OK .the
Network window will appear.
Configuration | Identificationl brooess D:ntroll Click on “Add” ...
The follmwing petwork, components are installed: (Under Windows ME a

= - . «
Client for Microsoft Metwarks correspondend dial ogue add

hardware” is displayed).

i
L

Eemowve I Braperties |

Prirmary Metwork, Logon:
Client for Metware Metwarks j

File and Print Sharing... |

Description

Ok | Cancel |

Select Network Component Type . Z]xl] Select Network Component
and then click on “Add” again.

Click, the type of netwark, companent wau want ta install:

| Client Add.. |
[~ Protacol Cancel |

@] )
Service

A netwark, adapter iz a hardware device that physically
connects pour computer to a netwark.

Under “Manufacturer” select

Click. the Metwork adapter that matches pour hardware, and then click DK If NCP and then Sel ect the drl ver

pou have an installation disk for thiz device, click Hawe Disk. “NCP Secure Client” in the
window on the right. Click on
Marufacturers: Network Adapters: “OK” in order to install the
3} NCP Secure Client driver. This completes the

installation of the Client
Software with setup under
Windows 98/ME.

Have Disk... |

— continue next page

oK I Cancel |
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Metwork 7]x]| Upon doing so thedriver will
— be installed and displayed in
Canfiguration | Identificationl Access Contmll the list of adapters in the

Network window. TCP/IP will
also be installed and bound to

= o - = .
Client far Mlcro@fl Metworks the NCP Secure Client.
MNCP Secure Client

TCPAP -» MCF Secure Client

-
1] | »

The following network, components are installed:

Eemove | Eroperties
Primary Metwark, Logon:
Client for Metware Metworks j
File and Frint Sharing. .. |
Dezcription
] | Cancel |
Insert Disk Thereafter it will be necessary

to copy files from the
operating system in order to
update the driver data base.

Insert the respective CD o

Source: enter the path for the operating
Windows 35 Disk 19 system.

Destination:
Scanning ...

Click "Yes' and wait till you

are prompted to reboot your
system.

“ou must restart your computer befare the new settings will take effect.

Do pou want bo regtart vour computer now?

| we |

© NCP engineering GmbH 35



SECURE ENTRY CLIENT INSTALLATION

2.2.5 User defined Installation and Completion
under Windows NT/2000/XP

NCP Secure Entry Client - InstallShield Wizard

DHCP settings

=

NC?

BECURE ComMurcATions W

IP address definition

* {Obtain an IF address from a DHCP Server

" Specify an IP addiess

IristallEhield

< Back | Mext > I

Cancel

MNCP Secure Entry Client - InstallShield Wizard

Metwork settings

Iristal Shisld

‘r'ou can now enter any IP address properties that are to be
uzed by the NCP Secure Entry Client LAN Emulation.

IF &ddress : |

Subnet Mask : |

Defaul Gateway I

DS Address: |

x|

NC?

SECURE commumCATIoNS B

¢ Back

Cancel |

Communication with DHCP
(Dynamic Host Control
Protocol) means that a
temporary |P Address will be
assigned automatically for
each communication session.
If required, click on “Obtain
an |P Address from DHCP
Server”.

If you “ Specify an IP
Address’, enter the |P address
in this window. Default
Gateway: If a network adapter
with a Default Gateway is
already installed, you will
have to delete this Default
Gateway Address. It is not
possible to have more than one
network adapter with a Default
Gateway. DNS Address: You
should only enter aDNS
Address if you have been
assigned one from your system
administrator or | SP.

—continue next page
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x| [Under Windows NT you can
: and Servi define any additional protocols
ESPMM, and servicesto be installed. Be
sure to have the operating
Metwark Protocols and Services SyStem CD or D | SketteS
1 o available, as you may need a
[ sl /5P Pretacal driver for the installation.
F Micrazoft Workstation Service Cl |Ck on “ Next,, tO COﬂC| Ude
Install Client for M M k . .
rtal Ehentfar Hsare et the User defined Installati on.]
™ MetBIOS Interface
™ Microsoft Metwork Server
IristallShield
<Bask [ Mew> | caeal | | End of User defined Installation!
x| Thereafter you can define
Windows logon options “cp Whether a |OgOﬂ tO a remOte
b | domalln §hou| d occur gfter
Entering passwords and PIM before the ‘Windows Logon Screen appears enables you ta login eStabI | Shl ng a ConneCtI on to
at the domain server without zaving passwords, the I’emote destl nat| Ony s NAS,
I dnaquire unsaved passwords and PIN befare Windows [ogoré Wh| Ch may necess| tate ente” ng

the PIN for your certificate
and/or your Password (if not
already stored in the Client
Software). After establishing a
connection to the remote
destination’s NAS, you can
IrstalSheld logon to the remote domain.
<ok [ Het> | cawsl | | Thislogon will be encrypted.

"] Please note: Activate this option before the Windows logon, thus the NCP Gina will
also be automatically installed. The logon options can also be used only if the NCP
Ginaisinstalled after the Windows Gina - which is possible in this setup window.
These logon options can be set via the Monitor menu of the Client under
“Configuration”.

5

§ If the logon option is not activated here, and if it will be used at a later point in time,
then the NCP Gina can be permanently installed after this setup using the command
rwscmd /ginainstall

See the description “ Secure Client Services” in this regard, in the appendix of this
manual.

— continue next page
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NCP Secure Entry Client - InstallShield Wizard x|
Setup Status “cP

SECURE CoMMUNICATIONS B

MCP Secure Entry Client is configuring your new software instal ation.

Creating folder and icons.

Iristal|Shizld

Cancel

NCP Secure Entry Client - InstallShield Wizard

"cp InstallShield Wizard Complete

SEcieE CowunicATioNS B

The InstallShisld ‘Wizard has successfully installed NCP Secure
Enty Client. Before you can uze the program, pou must restart
Your computer.

@ Ses, | want to restart my computer now.

" Mo, | will restart my compter later.

Femave any disks from their drives, and then click Finish ta
complete setup.

g
@
=
o
E
@
“
>
frany
=
=
o
@
v
=
=)
o=

< Back | Finizh I

[ance|

SECURE ENTRY CLIENT INSTALLATION

The data of the Client
Software will now be copied.

The associated network
components will now be
installed.

This completes the installation
of the Client Software under
Windows NT/2000/XP. Click
the “Finish” button. Before
using the Client Software it is
necessary to reboot your PC.
Click on “Yes, | want to restart
my computer now” and then
click on “Finish” to reboot
your PC.

Refer to the section “Using the
Client Software under
Windows NT/2000/XP” to find
notes for User Rights.

38
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2.2.6 Using the Client Software under Windows NT/2000/XP

In order to use the Client Software without having administration rights,
read/write rights must be set for the following files and directories:

1. All files of the installation directory (default: subdirektory NCPLE) require read rights
(under Windows NT).

2. The NCPBM.DAT filerequires read and write rights (Statistics, Budget Manager)
3. Thefile NCPPHONE.CFG requires read and write rights.

4. The file NCP.DB in the installation directory (default: subdirektory NCPLE) requires
read and write rights.

5. Under Windows XP the installation directory (default: subdirektory NCPLE) requires
full rights.
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2.3 Initial Configuration Assistant

Once you have installed the Client Software and rebooted your PC, the Client Monitor
will be automatically displayed on your PC. The “Initial Configuration Assistant” will
also be displayed, provided that you have installed the Client Software for the first
time on your PC and that no previous Phonebook exists from an earlier Client Soft-
ware. It islocated in the installation directory.

NCP Secure Entry Client = |7 ] If you do not use the assistant
Connection  Configuration Log  Window  Help for creati ng such test
Profile : Outside Line : destinations, then no entries
[ = will be added to the

phonebook. In this case you
will have to create your own
phonebook entries, as
described in the chapter
“Client Monitor” under “New

[Eonnest | Fiseammest | "cp Entry/Destination”.

Statistics:
Time anline: 00:00:00 Timeout (sec). 0
Mzt (Twtin Fudas N Mivartinn: _

Initial Configuration Assistant If you use the assi stant, click
Create test connections on “Next”. If Sel eCted then an
"CP IPSec test destination will be
added to the client’s

Wwiould pou like to create test connections to a Secure Server? This assiztant wil

prompt pou for information needed to define a 'Destination’ which then can be phonebook and the assistant
uzed for test purposes. . .
will guide you through the
¥ iTest connections should be made definition of generi C

parameters. The following
access data are created
automatically: VPN protocol is
IPSec, the Tunnel Endpoint of
the VPN gateway is:

o> | Comal | 62.153.165.62, XAUTH
userID and Password is

Initial Configuration Assistant “ nCpi psecnatl Ve" . The I I nk
o typeis LAN. If aconnection
Select certificate type "cp ;
via an | SP should be
[ established, the parameters for
For mawimum security you can use S5L with Certificates. dia -up must be confi gured in
Far the initial tast connection you can use the test certificate pravided with this . .
installation. the profil settings.

The PIM far this test certificate is "1234".

Do not use a certificate

~
' Configure a smart card reader Setti ng up the variant with
 Other PKCS#12 files should be used Strong Security you can use a

test certificate.
< Back | Mest » I LCancel |

40 © NCP engineering GmbH



Information

(i)

Later you will be prompted for the PIN of the certificate.
The PIM ig: "1234"

Initial Configuration Assistant

Test connection finished

The configuration iz now completed. Y'ou may add additional destinations in the
phonebook, if this is required.

Flease select the destination to be used for
test purposes

Test connection IPSec native j

Test |

LCancel |

. MCP Secure Entry Client ==

Connection  Configuration  Log  ‘Window  Help

Prafile : Qutzide Ling

Server

Chent

FIM &

Connect | Dizconnect HCP
Statigtice:
Time anline: 00:00: 265 Timeaout (sec): 100 =sec
Dats (Tx)in Byte: 284 Direction: ot
Dats (Rx)in Byte: 35 Link Type: L&
Speed (KByvtedz) 0116 Encryption: AFEZ 192
Software has not been activated (valid for another 30 days)

SECURE ENTRY CLIENT INSTALLATION

The PIN of the test certificate
is“1234" and must be entered
wenn establishing the
connection.

Once you have saved the test
configuration, you can set up
immediately atest connection
(in LAN mode) by clicking the
“Test” button.

After the connection is
established the monitor is
displayed like shown on the
left side.

For further configuration of any profile refer the descriptions under “Client Monitor,
Profile Settings” and “Configuration Parameters, |PSec General Settings”.

© NCP engineering GmbH
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2.4 Updateing and Uninstalling

If you are already using a previous version of the Software it will be detected when at-
@ tempting to install the new Client Software. If thisis the case, then you will be asked if
you wish to update your current Client Software to the newer version now in your pos-

session. During the update the current profile settings, certificate data and call control
manager statistics will be applied to the new client.

In order to uninstall the Client Software go to: “Start” —" Settings” —* Control Panel”.
Now click on “Add/Remove Software” and then select the client from the list of pro-
grams and then click on the “Add/Remove” button. The Uninstall Shield Program will
now delete the client software from your PC.

\ Important: After the removal of the software components, the profile and configuration

@ settings are still saved and can be restored in the event a newer version of the client is

installed. In order to completely delete everything; manually remove the installation di-
rectory (default \Windows\ncple).
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2.5 Upgrade to the Secure Enterprise Client

Y ou upgrade from a Secure Entry Client to a Secure Enterprise Client by replacing the
licensing and the software. This can be done manually on-site, or via an Update Server.

For a manual upgrade the software is reinstalled from the CD, and “NCP Secure Enter-
prise Client” is entered as the product to be installed. In this process the install pro-
gram recognizes that a software version has previously been installed and executes an
update after appropriate confirmation. Then the new activation key with serial number
must be entered in the Pop-up menu.

For an upgrade via an Update Server - the |P address of the Update Server is entered in
the client’s telephone book (see — DNS / WINS). In this case the Secure Client soft-
ware will be downloaded automatically the next time the client dials into the corporate
network. At the next dial-in with this new software a CNF file (profile settings) with
licensing key will be downloaded. This concludes the update process.
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For your notes —
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3. Client Monitor

Once you have installed the Client the Monitor should appear automatically on PCs
screen. To manually display the Monitor click on: Start / Programs / NCP Secure Client
/ Secure Entry Client Monitor. The Client Monitor will be loaded and displayed on the
screen or in the task bar.

| Note: When the monitor is loaded it will either be displayed on the screen (as well as
the taskbar) or if it is not displayed but loaded it appears in the taskbar.

HCFP Secure Entry Client |0 =]

Connection  Configuration  Log  “indow  Help

Deztination ; Dutzide Line ;

o

Client
Connect | Digconnect “CP
Statistics:
Time online: 00; 0000 Timeout (sec): ]
Data (Tx)in Byte: 0 Direction: -
Dats (Rx) in Byte: 0 Link Type: IS0
Speed (KBytesz). 0,000 Encryption:

The Client Monitor serves 4 important purposes:
M to display the current communications status
M for selection of communication medium
M for definition of call control parameters

M for definition of profiles and associated destination and security parameters
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3.1 The Client Monitor User Interface

3.1.1 Operating and Display Field

The Client Monitor consists of:

L1 A title header indicating the

) . ) i ®
security version of the client, NCP Secure Entry Client !EI-

[ the main menu bar, Connection  Configuration Log  Window  Help |

L1 A display of the selected Ciestination : Dutzide Line Prefis :
Profile and a window for RlETE j ID
Outside Line Prefix,

[ the graphic status field,
displaying the communi-
cation status,

Client

The field that displays signal g —
strength only opens for Signal UMTS GRS
e el el e | e | i | -

connection types Excellent ActiveHetwork  []
UMTS/GPRS/WLAN,

I the button bar with Connect Dizconnect “cp

“connect” and “disconnect”

. . Statistics:
Hand the statistics field Time anline: 0:01:15 Timeowt: ]
Data (Tx)in Bytes: 0 Direction: oLt
Data (Fx) in Bytes: 0O Lirk Type: (2{Bl ]
Speed (KBytess): 0,000 Encryption:

The user interface is conform Windows standards, and operation is similar to that of
other Windows applications. The monitor can either be operated by using pull down
menus from the menu bar, or by using buttons from the button bar, or via the context
menu (right mouse button).
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3.1.2 The Apperance of the Monitors

The monitor can be displayed in different sizes according to the setup in “Window”
from the monitor menu (see — 3.2.5 Window).

HCP Secure Entiy Client = {0 x| .The communlcanor-] medlum
is shown in the statistic

window or can be entered
Headquarters [ISDN]) by defining the profile so
that is displayed in the
status field as well.

Connection  Configuration Log  Window  Help

Digcaonnect “cp
Statiztics:
Titne anlire: 000000 Timeout (sec): 0
Data (Tx) in Byte: 295 Direction: -
Data (Rx) in Byte: 0 Lirk Type: 1=0
Speed (KByteis). 0,000 Encryption:

Modification of the Interface
" The monitor appearance can be modified by the administrator. This is particularly re-
levant for the menu choices “Link Information”, “ Certificates”, “Link Control” and
“Logon Options”. Also the administrator can suppress profile parameter fields and can
suppress individual parameters or set them to “non configurable”. The suppressed and
deactivated features and parameters simplify software operation, they do not influence
the performance of the software or your work. Refer the section 3.3 Configuration,
3.3.8 Configuration Locks.

© NCP engineering GmbH 47



SECURE ENTRY CLIENT CLIENT MONITOR

3.1.3 Status Displays

The following status displays are shown in the graphic field next to the connection se-
tup icons (see — Setting up a connection) and are extended by tool tips (quick info),
when the cursor points to an icon.

Client |8 FIH . B

[ | Smart Card

If a smart card has been installed (see Monitor menu — Configuration / Certificate)
then the icon for a smart card will be displayed. It is displayed in light blue if the smart
card has been configured, but not inserted, the icon is displayed in green if the smart
card isinserted and has been detected.

| PIN Status

A check mark always indicates that the PIN number has been entered correctly. Incor-
rect PIN entries are indicated by error messages. The green PIN check mark indicates
that the entered PIN isvalid, even if a connection has not been setup. If you want to en-
sure that an unauthorized person cannot set-up a connection in your absence, then the
PIN must be reset (see Monitor menu — Connection / Reset PIN), or the function “PIN
query for each connection setup” must be activated under Configuration / Certificate".

[ ] Endpoint Policy

If endpoint security policies are used between Client and VPN Gateway, then the po-
licy icon is displayed while the connection is being set-up. During verification of the
policy, after the connection has been set-up, it is displayed with a yellow check mark,
if the policies are satisfied it is displayed with a green check mark, if the policies are
not satisfied, then the policy icon is displayed with ared check mark.

[ | Firewall Option

The firewall icon is always visible if afirewall is activated. If the global firewall (per-
sonal firewall) is active with defined rules and the link-specific firewall is not active,
then the icon will be displayed without arrows. With an activated link firewall the icon
is displayed with arrows, regardless of whether the global firewall is active or inactive.
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If the Link Firewall in the phonebook is switched active with “ Activate Stateful 1nspec-
tion — always” and is configured so that communication is only permitted in the tun-
nel, then the firewall icon is displayed with two red arrows. If the option “Only allow
communication in the tunnel” is switched off, then the icon will be displayed with a
green arrow and a red arrow. If Stateful Inspection is only activated for an existing
connection, then the icons only appear after a connection setup.

[ | Friendly Net Detection

If a Friendly Net (e.g. corporate network) has been defined by the administrator, and
the Secure Client accesses this Friendly Net, then the Firewall icon is displayed in
green. Friendly Net Detection is configured in the Monitor configuration menu under
“Firewall settings/ Friendly Nets’, either by specifying static network routes, or by ac-
tivating the automatic detection of Friendly Nets. See the description under “Firewall
settings / Configuration field — Friendly Nets” for more information.

[ | EAP Status

An extended authentication with MD5 or TLS prior to tunnel setup is indicated with
“EAP” The color yellow indicates the EAP negotiation phase, green indicates success-
ful authentication with EAP, red indicates failed authentication.

Double click on the EAP icon to reset the EAP. Subsequently a new EAP negotiation
will be executed automatically. If there is successful authentication relative to a net-
work component, the other side will respond back specifying which protocol (MD5 or
TLS) was used.

Extended authentication can be configured in the phonebook (for LAN or WLAN con-
nections) under “Authentication before VPN”. If EAP authentication is selected, then
in the monitor menu under “Configuration / EAP options” the Extended Authentication
Protocol for LAN must be activated, and user ID and password must be entered. The
EAP icon isdisplayed only after these steps have been executed.
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3.1.4 Dialing-up und selecting the Profile

Once the software has been installed and a profile has been configured correctly (see —
3.2.3 Configuration), you are ready for dialing up to the selected destination.

Connection  Configuration Log  “Window  Help

MCP Secure Entry Client = 0] %]

Deztination ;

Outzide Line ;

- |

ation

Connect

2 v Headguarters

NCP

Disconnect
Connect
— = Exit

Stahistics:
Time anline: 00:00:00 Timeout (zec):
Data (Tx)in Byte: 0 Direction:
Data (Fx) in Byte: 0 Lirk Type:
Speed (KBytess): 0,000 Encryption:

1]

ISDr

HCP Secure Entry Chent M =] E3

Connection  Configuration  Log  Window  Help

Headquarters [ISDH]

Connection

Dizconnect |

Client

Server

NCP

The profile can be selected
in two ways: either from the
pull-down menu, or from
the pop-up menu invoked by
clicking on the right mouse
button. (see illustration)

In order to establish a
connection it is therefore
not necessary to start the
client monitor itself or to
dial-up manually. The only
software that must be
started is the desired
application software (Email,
Internet browser, terminal
emulation, etc.). The
connection will then be
established automatically
(see —Line Management,
Connection Mode,
automatically).

It isalso possible to
manually establish the
connection to a selected
destination by selecting
“Connection” in the main
menu and click on
“connect” Alternatively
you can click on the
“connect” button in the tool
bar.

7 When the connection is established (see —illustration above), the monitor displays a
thick green bar from the Client to the Server under which the text “Connection is estab-
lished” is displayed. At the same time, the traffic lights change from red to green. The

green traffic light denotes an established connection and occuring costs.

50
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4. Using the Client Monitor

The description follows the menu items in the menu bar.
The menu-bar consists of the following items from left to right:
L] Connection
L1 Configuration
[ Log
L Window

L Help

© NCP engineering GmbH 51



SECURE ENTRY CLIENT CLIENT MONITOR

4.1 Connection

With this choice you will find commands for Link establishment and Link break-off. You will
also find information windows displaying the current link establishment and the implemented
certificates. In addition Link control statistics can be read here and if required the Link con-
trol barrier can be deleted if a threshold value that you have set is exceeded.
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4.1.1 Connect

This command is used to initiate a connection. A connection can only be made if a pro-
file has been properly defined and selected in the Profile Settings (see —Profile Set-
tings, Basic Settings). The selected profile is displayed in the “Profile” field of the mo-
nitor.

Selecting the function “ Connect” the connection will be established manually to the de-
stination system. Whether the link is built manually or automatically depends on the
“Connection Mode” defined for the profile in the Line Management folder of the profi-
le settings as well as the communication medium being used (see —Profile Settings,
Line Management, Connection Mode).

4.1.2 Disconnect

A connection can be terminated manually by clicking on “Disconnect” in the Connection
pull-down menu or by clicking the right mouse button. As soon as the connection has
been terminated, the “traffic light” switches from green to red.

4.1.3 HotSpot Logon

Requirements: The user must be in the receiving range of a hotspot, with an activated
WLAN card. There must be a connection to the hotspot and the wireless adapter must
have an assigned |IP-address. (Windows XP provides you with the needed configurati-
ons concernig access to WLANS).

The clients firewall makes sure that only the |P-address assignment is being done by
DHCP without any further possibilities of access to or from the WLAN. The firewall
has intelligent automated processes for clearing the ports of one or more https so as to
make logins and -outs to the hotspot available. Durig this process only data traffic to
the hotspot server is possible. In thisway a public WLAN can only be used for connec-
ting VPN to the central data network, direct internet access is excluded. For opening
the homepage of a hotspot in the browser a possible existing proxy-configuration must
be deactivated.

At present the clients hotspot access works only with those hotspots, that redirect in-
quiries with the help of browsers to the homepage of the public WLAN provider (for
example T-Mobile or Eurospot).

Under previously described conditions a click on the menu option “HotSpot Logon”
opens the website to log into the standard browser. After entering the access data the
VPN-connection to, for example, the company’s headquarters can be established and
safe communication is possible. If hotspot logon has not been executed by the client
the user gets the message “HotSpot could not be found”. In this case it must be
checked wether a general problem exists in conjunction with the implemented mecha-
nisms relative to the hotspot operator.
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4.1.4 Connection Info

Upon selecting the menu parameter “Connection Info” link statistics are displayed.
The window also displays the type of security features being used as well as the IP ad-
dresses that have been assigned between the 1PSec client and the destination resulting
from the PPP negotiation. The information in the connection info window is “read-
only” and has no influence on the functionality of the IPSec client.

| The field “Connection Info” could be suppressed by the administrator. In this case the

menu item could not be activated.

Connection Info If the connection info is faded,
e — the most important i nformation
ISP IP &ddress : Profile : Headquarters concerni ng daIa tl'anSfere,

VPN IP Address Time online 00:00:00 Hp H
DMS Timeout [sec 0 sec StatIStI c and Securlty can be
WPN Endpaint Direction : out 1 1<t i
b e D000 kel seen in the stati stic field of the

Data Transfered Mad.ial.ype: ISDN monitor (See —> W| ndOW, ShOW
et o MR O Statistics).
IP a a
Total i 0 | Secunty

Encryption :

Security Maode

: Help I Llose
| Time Online

Time Online indicates the total amount of time that the PC is actually connected to the
destination, regardless of any timeouts (disconnects). The value is reset to zero (0) ei-
ther as aresult of (re)booting your PC or when you change the destination.

] Timeout

The Client Monitor displays the time remaining until the next timeout (disconnect) oc-
curs, which begins immediately following the last exchange of data over the Link (in-
cluding any handshaking). (See — Phonebook, Line Management).

] Direction

Direction indicates the current direction of communications as follows:

Out = outbound or outgoing call is currently being executed.
In = inbound or incoming call is currently taking place.

| Speed
The displayed number varies according to the current data throughput.

[ ] Multilink

If a connection is established via several ISDN-B channels, the statistic showes “on”.
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] Media Type

The following Media Types are supported: ISDN, Modem, LAN over IP, xDSL
(PPPOE), xDSL (AVM — PPP over Capi), GPRS and PPTP.

u Compression

Compression is always defined by the gateway. |PSec compression is displayed with
“1PSec Compression (LZS)".

[ ] Encryption

The used encryption type is diasplayed. Following types of encryption are supported:
AES, Blowfish, 3DES. The encryption type is assigned by the central site (gateway).

[ ] Key exchange

Display what Session Key exchange method is used:

Static Key = The same Static Key must be used at both endpoints of com-
munication. It is entered under “Profile Settings — I dentity”
IKE (I1PSec) = To transfer the Session Key, the encrypted Control Channel

of Phase 1 negociation is used.

[ ] Rx and Tx Bytes

Rx and Tx Bytes indicates the amount of data being sent (out) and received (in) for
each protocol and for each communications session. The amount of datais expressed in
Bytes (1 byte = 1 character). The total amount of data sent and received for all proto-
colsis also displayed.

4.1.5 Available Communication Media

The purpose of this window is only to inform about

the available communication media and the
currently used communication medium. On the

Available Communication Media

L LEN[overlF] basis of a pre-configured destination system, those
© wien link types that are currently available for the Client
@ D5LPPPeE) PC are detected and implemented, and if multiple

alternative transmission paths are available, the

€ UMTS /GPRS ' :
fastest will be selected automatically.

(.  ISDN

¥ G The available communication media are displayed

with yellow signal lamps and the automatically
selected with a green signal lamp.

For configuration purposes note the description of “Automatic Media Detection” in the
parameterfolder “Destination System” of the phonebook.
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4.1.6 Certificates

m View lssuer Certificate

Yiew Client Certificate
Wiew Incoming Certificate
Dizplay CA Certificates

In the pulldown menu “ Connection” you will find the entry “ Certificates” which consgts of the
following submenus “ Configuration” , “ View Issuer Certificate”, “ View Client Certificate”,
“View Incoming Certificate” and “ Display CA Certificate’ .
Certificates are normally created by a CA (Certification Authority) utilizing some sort of PKI-
based architecture and they may be implemented on a Smart Card in addition to a digital si-
gnature(s). Such Smart Cards represent an individual “ personal identity card” .

[ | View Issuer Certificate

In order to view the Issuer Certificate select “Connection — Certificate — View |ssuer
Certificate”. Upon doing so the individual assigned data will be displayed (read-only)
for your review purposes.

Certificate Authority The CA and the issuer of a Issuer Certificate are normally

(CA) identical (self-signed certificate). The CA of the Issuer Cer-
tificate has to be identical with the CA of the Client Certifi-
cate (see — View Client Certificate).

Serial Number

The serial number of the certificate can be compared with
the registered serial number in the Revocation List of the
Certification Authority.

Validity = The validity of certificates is limited. Normally the validity
of a Issuer Certificate is longer than the validity of a Client
Certificate. Upon expiration of the Issuer Certificate, the va-
lidity of the Client Certificate of the same CA expires as
well.

Fingerprint Hash value. The Hash value is the signature of the certifica-
te. The Hash value is encrypted with the private key of the

CA.
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[ ] View Client Certificate

In order to view the Client Certificate select “ Connection — Certificate — View Client
Certificate”. Upon doing so the individual assigned data will be displayed (read-only)
for your review purposes.

Certification Authority = The CA and the issuer of a Client Certificate is normally

(CA) = identical (self-signed certificate). The CA of the Client Cer-
tificate has to be identical with the CA of the Issuer Certifi-
cate (see —Issuer Client Certificate).

Serial Number

The serial number of the certificates can be compared with
the registered numbers in the Revocation List of the Certifi-
cation Authority. (see — strong Radius Authentication)

Validity = The validity of certificates is limited. Normally the validity
of alssuer Certificate is longer than the validity of a Client
Certificate. The expiration of validity erases the functionali-
ty of certificates.

Fingerprint Hash value. The Hash value is the signature of the certifica-
te. The Hash value is encrypted with the private key of the

CA.

[ ] View incoming Certificate

Display of the certificate that is communicated in the SSL negotiation from the other
side (Secure Server). You can see, for example, whether you have accepted the issuer
displayed herein the list of your CA certificates (see below).

If the incoming user certificate is one of the CAs not known from the list “Display CA
Certificates”, then the connection will not take place.

If no certificates are stored in the Windows directory NCPLE\CACERTS), then no ve-
rification takes place.
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[ | Display CA Certificates

Multiple issuer certificates
are supported with the client
L Eidizet _ software (multiple CA

\/ /C=DE /S T=Bapem/L=Muemberg/0=T est/OU=Test/CH=MNCPF Test CA/Email=infol@incp.o Support) ) The issuer
certificates must be
collected in the Windows
directory
NCPLE\CACERTS\ for
this. In the client monitor
the list of CA certificates
read in is displayed under
a | || the menuitem “Connection
— Certificates — Display
CA Certificates”,

CA Certificates

Help

If the issuer certificate of another sideis received, then the client determines the issuer,
then searches for the issuer certificate, first on Smart Card or in the PKCS#12 file, and
then in the NCPLE\CACERTS\ directory.

If the issuer certificate is not known, then the connection will not be established (No

Root Certificate found). If no CA certificates are present in the Windows directory
NCPLE\CACERTS), then a connection that implements certificates is not permitted.

] Display and analysis of extensions for
incoming certificates and CA certificates

Certificates can contain extensions. These serve for the linking of additional attributes
with users or public keys, that are required for the administration and operation of the
certification hierarchy and the revocation lists. In principle, certificates can contain any
number of extensions, including those that are privately defined. The certificate exten-
sions are written in the certificate by the issuing certification authority.
Three extensions are significant for the IPSec client and the gateway:

[ extendedK eyUsage

LI subjectK eyl dentifier

LI authorityK eyl dentifier
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Display of extensions

Subject Key ldentifier

Authority Key [dentifier [Key]
Authority Key |dentifier [Serial Mumber)

24:AE:60:BF:D1:FR62FE14:AFCF:35:10:FD:BS
24:AE:60:BF:D1:FR62FE14:AFCF:35:10:FD:BS
oo

CLIENT MONITOR

To display the extensions of
an incoming or CA
certificate you have to
proceed as follows:

The Ca certificate which
extension should be
displayed, has to be opened
by a doubble click in the
window of Ca certificates.
Upon doing so the next
window with general
information is opened.

For the incoming certificate
this window is already
opened after “View
incoming certificate” was
selected in the certificate
menu.

The window “ General”
displays the general
certificate data

The window “Extensions”
displays the certificate
extensions if available.
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Extension checks
KeyUsage

If the KeyUsage extension is contained in an incoming certificate, then it will be veri-
fied. The following KeyUsage bits are accepted:

— Digital Signature

— Key Encipherment (key transport, key management)

— Key Agreement (key exchange process)

If one of the bitsis not set, then the connection is interrupted.

extendedK eyUsage

If the extendedK eyUsage extension is present in an incoming user certificate, then the
Secure Client checks whether the defined extended application intent is “SSL Server
Authentication”. If the incoming certificate is not intended for server authentication the
connection will be refused. If this extension is not present in the certificate, it will be
ignored.

Please note that the SSL server authentication is direction-dependent. This means that
the initiator of the tunnel establishment checks the incoming certificate of the other
side, which, if the extendedKeyUsage extension is present, must contain the intended
purpose “SSL Server Authentication”. This applies also for a callback to the Client via
VPN.

Exception: For a server call-back to the client after a direct dial-up, without VPN but
with PKI, the server checks the client certificate for the extendedK eyUsage extension.
If thisis present, then the intended purpose “ SSL Server Authentication” must be con-
tained otherwise the connection will be rejected. If this extension is not present in the
certificate it will be ignored.

subjectK eyl dentifier / authorityKeyldentifier

A key identifier is an additional ID (hash value) to the CA name on a certificate. The
authoritykeyidentifier (SHA1 hash over the issuer’s public key) on the incoming certi-
ficate must agree with the subjectKeyldentifier (SHA1 hash over the public key of the
owner) on the corresponding CA certificate. If no CA certificate is found then the con-
nection is rejected.

CDP (Certificate Distribution Point)

The URL for downloading an CRL is stored in the CDP. If the CPD extension is con-
tained in the certificate, then after the connection is setup, the CRL is downloaded via
the specified URL and checked. If the system determines that the certificate is invalid
the connection is disconnected. During this process the CRL is stored in the ncple\crls
directory, under the common name of the CA.
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4.1.7 Enter PIN

The PIN entry can be executed before establishing a connection, after the monitor has
been started. If a connection requiring a certificate is established at a later time, then
the PIN entry can be omitted — unless the configuration for the certificate requests it
(see — Configuration, Certificates).

NCP Secure Entry Client _[ofx]| !f you have configured the IPSec client

Conmection  Configuration  Log  Window  Help for the use of a Smart Card or of a

Headquarters [ISDM] PKCS#11 module (see — Configuration,
Certificates), then alight blue symbol for
the Smart Card appears in the status field.
If you have inserted your Smart Card in
the card reader, the symbol color changes
from light blue to green.

If the PIN has not been entered before a

connection establishment, then the PIN
Flease enter your PIN entry dialog appears when the first

g connection requiring the use of a

certificate is to be established to a

PIN: [~ destination at the latest. Thereafter the

PIN entry can be comitted in the case of

= Concel | repeated manual connection

establishment, if this has been configured

(see — Configuration, Certificates).

Enter PIN

Using a soft certificate the PINcan have
of 4 digits. Using a Smart Card it must
have at least 6 digits.

Incorrect entries and incorrect PINs are
acknowledged with the error message
“Incorrect PIN!" after approximatly 3
seconds. At this point a connection
establishment is not possible. Please note
that a Smart Card or atoken can be
blocked after multiple incorrect PIN
entries. In this case, please contact your
remote administrator. An established
connection will, by default, be

=] B plisconnected if. the Smart Card or token
is removed during the operation.

CHC)

MCP Secure Entry Client
Connection  Configuration Log  ‘Window  Help

Headquarters [ISDH) . .
i The connection establishment can only be

executed after correct PIN entry.

WPN Dial-up

Client PIM & Server
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Safeguarding PIN Use

If you activate the function, “PIN request at each connection”, in the certificate confi-
guration, then the PIN can no longer be entered via the “Enter PIN” Monitor menu op-
tion. The menu option “Enter PIN” is thus switched to inactive automatically. This en-
sures that the PIN will only be queried and can only be entered directly before the con-
nection is set-up.

Activate this function to prevent an unauthorized user from setting up an undesired
connection if the PIN has already been entered.

Likewise, if the “Change PIN” function has been switched active, then the PIN that has
already been requested in other function contexts is no longer used — i.e. when setting
up a connection, or in the “Enter PIN” connection menu. Instead you can always select
the menu option “Change PIN” and the new PIN will be automatically reset immedi-
ately after the change.

This ensures that when configuring “PIN query at every connection set-up” on an un-
authorized Client Monitor, a PIN entered previously by an unauthorized user cannot be
used at anytime to set-up a connection.

4.1.8 Reset PIN

This menu item can be selected for deleting the PIN, for making the valid PIN useless
to other users. It can be helpful for example if you leave your client temporary or if the
user changes. Afterwards a valid PIN must be reentered again for authentication.

[ ] PIN State Symbol Visible in the Client Monitor.
If avalid PIN is entered thisis symbolized by a green check next to the PIN display in
the client monitor. If the PIN has not yet been entered correctly the green check will

not appear.

[ ] PIN Handling after Logoff or Sleep Mode

When a user logs off Windows NT/2000/XP the PIN cache is cleared and must be reen-
tered at next logon. When the machine enters sleep mode the PIN cache is also cleared.

| Displaying ACE Server Messages for RSA-Token

If messages are sent by the ACE server because of the RSA token they will be dis-
played on the monitor in an input field (for example “Expiration of valid PIN”).
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4.1.9 Change PIN

The PIN for a Smart Card or
for a soft certificate can be
Flease enter your old PIM : Ixxxx Changed Under the menu |tem

Fleagze enter your new PIN : “ Change PI N" y |f the correct

NewPN: [ CofmPN: [ PIN number has previously

been entered. This menu item

The PIM must conform to the following security policies : W| I I not be actl Vated W| thout
3 must be at least 6 characters long . .
XK must contain a no-alpha character the previous entry of avalid
¢ must contain a uppercase character PIN numbef.

& must contain a lowercase character
& must contain a numberic character

¢ muszt nat repeat a character more than haft the length of password FOI‘ SeCUI’i ty reasons, after
opening this dialog the still

- valid PIN must be entered a
second time. Thisisto insure
PIN change for the authorized
user only. The digits of the PIN
are displayed in this entry field,
and in the next entry fields as
asterisks “*”.

] Then enter your new PIN and confirm it by repeating it in the last entry field. With a
click on “OK” you have changed your PIN. PIN policies that need to be complied with
are displayed under the entry field. They can be set in the main menu under “ Certificate
—PIN Policies’.

By entering anew PIN the red X will change to a green check as soon as the guidelines
are fulfilled. (seeillustration above)
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4.1.10Call Control Statistics

Call Control Statistics provide

you with an overview of your

| tocey | since 01,0800 | sicepope || COMMunications on adaily,
Tatal time arline 00241 0:02:41 0:02:41 monthly and yearly basis. It
Mo, of connects 0 ] 0 accurately displays the
No. of chargs/units 0 0 i following information:
received [Khytes) 0 0 0 —total time online
sent [Kbytes) 0 0 0 — total number of connects

(outgoing calls)

— total number of charge/units
(if available)

— total amount of data
(expressed in Bytes) sent and
received

Help

4.1.11 Call Control Reset

= If the “Limits” defined in the
NCP S Entry Chent
i =l 1= Call Control Manager have

been exceeded, the IPSec client
issues a “Warning Message’
and blocks any further
communications until such time
that the “Call Control Reset”
Client has been activated (see —
“Connection” pull-down menu
in the Monitor).

Connection  Configuration  Log  Window  Help
Headquarters [ISDH]

A connection can only be
established after clicking “Call
Control Reset”.
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4.1.12 Exit (Disconnect the Monitor)

Have you already disconnected the link, a click on this menu item or on the “Discon-
nect” button closes the monitor.

If the connection is still established, with a click on this menu item or on the “Discon-
@\ nect” button the monitor can be closed as well. Please note that closing the Monitor
does not automatically terminate the connection. If the link should be established al-
though the monitor is closed and fees may occur, the software asks you explicitly for a

prompt.
Unon selecting  No® your desktop will
- not display any icon and you will not be
@ il (o notified that the link is active and fees
: o may occur! In order to terminate the
Upon selecting "Mo'' vour desktop will not display .
any icor and pou will not be notified that the link connection correctly you would have to
iz active and fees may ocourl restart the Monitor!

In order to terminate the connection comectly
you would have to restart the Monitor!
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4.2 Configuration

| Configuratian

Prafile Settingz
Firewall Settings
WiLAM Settingz
Outzide Line Prefis
Certificates

Call Cantral M anager
EAF Sethings

Logon Optionz
Configuration Locks
Prafile Import

Praofile Settings Backup  » Create
Restore

one session, with this menu choice. Specifically this means creating profiles, configuration for
IPSec links, choosing communication media, as well as obtaining an outside line for connec-
tions to telecommunications systems.

You can specify all settings for work with the IPSec Client, which should work longer than

In addition you can individually configure precisely how certificates should be used, how the
call control manager should work and which configuration rights the user receives.
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4.2.1 Profile Settings

[ | Entries in the profile settings

After installing the Secure Client for the first time it will be necessary to define a profi-
le for your requirements in the profile settings. For this purpose there is a“Configurati-
on Assistant”, which will walk you through the configuration steps of a profile. In this
way the first profile will be created.

The profile settings provide the basis for defining and configuring destinations (pro-
files) which can be modified or reconfigured at any time according to requirements.

Upon clicking “Profile Settings” in the Monitor menu “Configuration” the menu is ope-
ned and displays an overview of the defined profiles and their respective names and the
telephone numbers of the according destinations.

Profile Settings

—Awvailable Prafile

Prafile M arne | Link type | Phone rumber | Lonfigure

Test connection IPSec native LaM
Headquarters ISDH 0311336850

MHew Entry

Duplizate
Delete
Help

Cancel

idddi;

Thereisalso a toolbar with the following function buttons: Configure, New Entry, Duplicate,
Delete, OK, Help and Cancel.

[ ] New Entry — Profile

In order to define a new Destination, click on “Profile Settings’. When the window
opens click on “New Entry”. Upon doing so the “Configuration Assistant” opens and
walks you through the configuration of a new Profile according to your requirements.
Upon entering all items in the assistant the new profile is entered in the Profile Settings
based on these parameters. All other parameters are assigned a default value.
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Using the configuration as-
o sistant, connections can be
Basic Seftings quickly established with

Define tppe of connection

Destination Wizard

the Internet or to the cor-
porate network. The profi-
leiscreated after a few
configuration questions, in
accordance with the selec-
tion of the desired basic
setting.

Below are the required data for the configuration:
Link to Corporate Network using | PSec:

—Profile Name

— Communication Medium

—Access data for Internet Service Provider (User 1D, Password, Phone Number)
—VPN-Gateway selection (Tunnel Endpoint IP address)

—Access data for VPN Gateway (XAUTH, User ID, Password)

—|PSec Configuration (Exch. Mode, PFS Group, Compression)

— Static key (Preshared Key), without certificate (IKE ID Type, IKE ID)

— P Address Assignment (1P address of the client, DNS/WINS Server)
—Firewall Settings

Link tothe Internet:

— Profile Name
— Communication Medium
—Access data for Internet Service Providers (User ID, Password, Phone Number)

The new profile is displayed now in a list of profiles with its assigned name. If no
further parameter settings are necessary you can close the profile settings by clicking
on “Ok”. The new profile isimmediately available in the monitor. It can be selected in
the monitor and via the menu “Connection —Connect” a connection to the relating de-
stination can be established.
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u Configure — Profile

If you want to change any default profile data and parameters, start by selecting the ap-
propriate profile and then click on the “Configure” button. Upon doing so a folder
opens and displays alist of the following parameter folders on the left side:

Profile Settings Headquarters BaS C %tu ngS
= — Basic Seftings D| al _Up Networ k
Dial-Up Metwork .
Line Management - IE'_::!:;;“;Z[-S M Odem
IPSec General Settings f
Identities Line Management
IP Address Assignment Connection type i
Remote Netnorks - IPSec General Settings
o * YPN connection to IPSec gateway .
Certificate Check | d tit
Firewall Settings ' Intemnet connection without WPH en y
P IP Address Assignment
Communication media
[ison T Remote Networks
™ Use Microsoft DFO-Dialer Certlflcate CheCk
™ Use this profile after every system reboot F| reNa” %{u ngS
Help | Ok I Lancel |

Upon selecting one of the folders the associated parameters will be displayed (see —4.
Configuration Parameters).

[ ] Ok — Profile

Upon clicking “OK” in the configuration window the configuration of a profileis con-
cluded. The new or modified profile is available in the monitor. It can be selected in
the monitor and via the menu “Connection —Connect” a connection to the relating de-
stination can be established.

[ | Duplicate — Profil

Y ou may want to use an existing profile for the basis of a new profile, perhaps however
with slight modifications. In order to do so first select the profile to be duplicated and
then click on the “Duplicate” button. Upon doing so the “Basic Settings’ parameter fol-
der will open. You must now enter a new name for the profile and then click on “OK”.
A new profile is now created with parameters identical to the profile that was duplica-
ted except for the Proflie Name.

Important: It is not possible to have 2 or more profiles with identical names. Each pro-
file must be assigned its own unique name.

[ ] Delete — Profile

If you want to delete a profile select the appropriate profile and then click on the “De-
lete” button.
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4.2.2 Firewall Settings

All firewall mechanisms are optimized for Remote Access applications and are activa-
ted when the computer is started. This means that in contrast to VPN solutions with
autonomous firewall, the teleworkstation is already protected against attacks before
actual VPN utilization.

The Personal Firewall also offers complete protection of the end device, even if the
client software is deactivated.

NCP Secure Entiy Client O] Plegse note that the f|re\A{aII
Connection litnnfiguratinn Log ‘window Help settings are globally valid, i.e.

Prriofile : Profile Settings they apply for all destination
I Firewall 5 ettings
WLAM Settings

systemsin the telephone book.
Outzide Line Prefix

Certificates

Call Cantral bManager
E&P Sethings

Client Logon Ophionz
Canfiguration Locks

Connect Profile [rport "cp

Frofile Settings Backup #

Outzide Line :

T

Statiztics:

Time anline: 00:00:00 Timeout (zec). O
Cata (Tx)inByte: 0 Direction; -
Cata (Rx)inByte: 0 Link Type: IS0k
Speed (KByteds) 0,000 Enc:tyption:

71 On the other hand the Link Firewall Setting that is made in the telephone book can only
be effective for the associated telephone book entry (destination system) and the con-
nection to this destination system.
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Firewall properties

The firewall works in accordance with the principle of packet filtering, in conjunction
with Stateful Packet Inspection (SPI). The firewall checks all incoming and outgoing
data packets and decides whether a packet will be forwarded or rejected on the basis of
the configured rules.

Security is ensured in two ways. First unauthorized access to data and resources in the
central data network is prevented. Secondly the respective status of existing connecti-
ons is monitored via Stateful Inspection. Moreover the firewall can detect whether a
connection has opened “ Spawned connections” — asis the case with FTP or Netmeeting
for example — whose packets likewise must be forwarded. If arule is defined for an
outgoing connection, which permits an access, then the rule automatically applies for
the corresponding return packets. For the communication partner a Stateful Inspection
connection is represented as a direct line, which can only be used for an exchange of
data that corresponds to the agreed rules.

The firewall rules can be configured dynamically, i.e. it is not necessary to stop the
software or restart the system.

The firewall settings in the configuration menu of the Client Monitor permit a more
precise specification of firewall filtering rules. They have a global effect. This means
that regardless of the currently selected destination system, the rules of the extended
firewall settings are always worked through first, before the firewall rules from the te-
lephone book are applied.

A combination of the global and link based firewall can be quite effective in certain
scenarios. However generally, the global setting possibilities should be able to cover
virtually all requirements.

Please note that the link-based firewall settings take priority over the global firewall
settings at activation. For instance if the Link Firewall is set to “Always” and “Only al-
low communication in the tunnel”, then in spite of global configuration rules that may
possibly be different, only one tunnel can be set-up for communication. All other traf-
fic will be rejected by the Link Firewall.

Configuration of the firewall settings

The filter rules of the firewall can be defined application-based as well as (additional-
ly) address-oriented, relative to friendly/unknown networks.

To avoid any conflict between the rules of the Link Firewall in the phonebook and the
global firewall, we recommend to switch off the Link Firewall when using the advan-
ced global firewall. The IP addresses of the respective links (to the VPN gateway) can
be inserted in the filter rules of the global firewall.

© NCP engineering GmbH 71



SECURE ENTRY CLIENT CLIENT MONITOR

[ ] Configurationfield Basic Settings

Firewall Settings I n the bagc gtl ngS you

T m—— - decide how the extended
firewall settingswill be
used.
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Disable Firewall

If the extended firewall is deactivated, then only the firewall configured in the telepho-
ne book will be used. This means that all data packets will only be worked through via
the security mechanisms of this connection-oriented firewall, if they have been confi-
gured.

Basic locked settings (recommended)

If this setting is selected, then the security mechanisms of the firewall are always acti-
ve. This means that without additionally configured rules all IP data traffic will be
suppressed.

The exception are the data packets that are permitted (permitted through) by the separa-
tely created active firewall rules (Permit Filter). If a characteristic of a data packet
meets the definition of a firewall rule, then at this point the work through of the filter
rulesis ended and the IP packet is forwarded.

In the blocked basic setting mode in a convenient manner an L2Sec/IPSec tunnel con-
nection is released.

For this, the data traffic can be globally permitted in the configuration field “Options”,
via VPN protocols (L 2Sec, 1PSec).

Basic open settings

In the open base setting all IP packets are first permitted. Without additional filter rules
all IP packets are forwarded.

The exception are the data packets that are filtered out (not permitted through) by the
separately created active firewall rules (Deny Filter). If one of the characteristics of an
IP packet coming into the server/client meets the definition of a Deny Filter, then at
this point the working through of filtering rules ends, and the IP packet will not be for-
warded. Data packets that do not meet a suitable Deny Filter are forwarded.
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u Configurationfield Firewall Rules
Therules for the extended
Basic Settings 25 3| Friendly Netwnrksl Dptinnsl Lnggingl fl relva” are brought toge—
ther in this configuration
“Wiew Seltings : H H
@ e field. The display options
¥ Unknown networks ¥ Rules without Applications are al I aCtIVE‘ by defaU|t
'lg ifﬁﬂyeﬁlt;\;orks ¥ Rules for Applications and COI’I’ESpOI’]d tO the se-
M ame | State | Metworks | Application IeCted ne’[WOI’ ks’ fOI‘ WhICh
bek. Auiven_ bekarniz the respective rule can be
DNS Ak tivierl unbekannte i i
licmp | [Jeal-:ti'-«iert |_1r'|hE=I-:.anr|E= ] defl ne_d, and Whether thls
moz Deaktiviert unbekannte mozila. exe rul ewl ” be Va] | d regard—
waet Deaktiviert unbekannte wiel.exe Iess Of appl | Cat| on:
— Unknown networks
. — Friendly networks
—'—'_ — VPN networks
- S ZE W — Rules with applications
o [ ] omes || T without applications

These selection fields for the displays of rules are only for overview purposes and have no ef-
fect on the application of a filter rule. The most important characterigtics are displayed for
each defined rule:

— Name

— State

— Networks
— Application

Clicking on these characteristic buttons sorts the displayed rules.

Creating a firewall rule

Use the buttons underneath the display line to generate or edit the rules. To create a
firewall rule click on “New”. A filter rule is created via four configuration areas or
tabs:

— General: In this configuration field you specify the network and the protocol for
which the rule will apply.

— Local: Enter the values of the local ports and |P addresses in this configuration field.
— Remote: Enter the port and address values of the other side in the remote field.

— Applications: In this configuration field the rule can be assigned to one or more app-
lications.
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[ ] Firewall rule / General

The created ruleis always execu-
ted as an exception to the basic
setting (see — Basic Settings).

Firewall Rule Entry

Enabled ki
Bidiectional 3]

Rule name

The rule appears under this
name in the display list.

State
The rule will only be applied to

data packets, if the statusis “ac-
tive".

Direction

With the direction you specify whether this rule will apply for incoming or outgoing
data packets. According to the Stateful Inspection principle, data packets are received
that come in from a destination, to which data packets may be sent and vice versa.
However Stateful Inspection is only used for TCP/IP protocols (UDP, TCP).

You can switch to “incoming” for instance if a connection will be set-up from the re-
mote side (e.g. for “incoming calls” or administrator accesses).

The “bi-directional” setting is only practical if Stateful Inspection is not available, e.g.
for the ICMP protocol (for a ping).

Apply ruleto following networks

When creating arule, at first do not assign it to any network. A rule can only be saved
if the desired allocation has been made and if a name has been assigned.

Unknown networks

—are all networks (1P network interfaces), that can neither be allocated to a known nor
VPN. These include for example connections via the Microsoft remote data transmissi-
on network or also direct or unencrypted connections with the integrated dialer of the
client, as well as Hotspot WLAN connections. If a rule will apply for unknown net-
works then this option must be activated.
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Known networks

— are defined in the tab of the same name in the “Firewall settings” window. If arule
will apply for known networks then this option must be activated.

VPN networks

— are all L2Sec or IPSec connections in the set-up condition. Moreover under this
group there are also all encrypted direct dial-in connections via the client’s integrated
dialer. If arule will apply for VPN networks then this option must be activated.

Protocol

Select the appropriate protocol depending on the application:

TCP, UDP, ICMP, GRE, ESP, AH, IGRP, RSVP, IPv6 or IPv4, all

Line management

Use this parameter to influence the type of connection.

For example, you select the option that the rule configured here “is only valid at inacti-
ve VPN connection”, if you an Internet connection with concurrently present VPN con-
nection to be excluded, otherwise the Internet connections to unknown networks should
be allowed. For this, thisrule for “unknown networks” must be used, i.e. this rule must
permit access to unknown networks.

The option, “no automatic connect” is only practical if in the telephone book the con-
nection set-up has been set to “automatic” in the “Line Management” parameter field.

For the data packets defined via this rule, automatic connection set-up does not take
place when activating this function, it does for other data packets.
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[ Firewall rule / Local

Firewall Rule Entry On thistab thefilter are set for the lo-
cal IP addresses and IP ports.

General  Local |F|em0te| Applicationsl

@ Local IP Addresses If the basic setting is blocked then
those data packets will be let

through to the outside by the

firewall whose source address

et {0000 agrees with the address under
“Local IP address” or is within the
range of validity. Of the incoming

el data packets those are | et through

Yo whose destination address agrees

' Several ports or ranges with the address under “Local IP

P | ~ addresses” or is within the validity
area.

The same is true for blocked basic
setting with the IP ports. Those
Hep | | ces || data packets are permitted outside
by the firewall whose source port
falls under the definition of the local port. Of the incoming data packets those are let
through whose destination port falls under the definition of the local port.

Any IP address

—includes all source IP addresses of outgoing packets or destination | P addresses of in-
coming packets, regardless of the local network adapter.

Explicit IP address

— is the IP address defined for the local network adapter. It can be assigned to the ad-
dress of the Ethernet card, the WLAN card, or it can also be assigned to the VPN
adapter.

Several |P addresses

— designates an address range or pool. For example this can be the IP address pool,
from which the address assigned by the DHCP server to the client originates.

Any port

— allows communication via all source ports for outgoing packets and destination ports
for incoming ports.

Explicit port

— This setting should only be used if this system makes a server service available (e.g.
remote desktop on port 3389).

Several ports

— This setting should only be used if the local ports can be combined in arange, that is
required by a services that will be made available on this system (e.g. FTP ports
20/21).
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[ ] Firewall rule / Remote

On thistab thefiltersare set for
the remote |P addresses and |P
ports.

Firewall Rule Entry

If the basic setting is blocked
then those data packets will be
let through to the outside by the
firewall whose destination
address agrees with the address
under “Local IP address” or is
within the range of validity. Of
the incoming data packets those
are let through whose source
address agrees with the address
under “Local |P addresses” or
iswithin the validity area.

The same is true for blocked basic setting with the IP ports. Those data packets are per-
mitted outside by the firewall whose destination port falls under the definition of the
local port. Of the incoming data packets those are let through whose source port falls
under the definition of the local port.

With the settings under remote | P address you can specify the remote | P addresses with
which the system may communicate.

Any IP address

— permits communication with any |IP address of the other side, without limitation.
Explicit P address

—only allows communication with the | P address on the other side specified here.
Several IP addresses/ IP ranges

— permits communication with different |P address on the other side according to the
entries.

With the settings under remote ports, you can specify the ports via communication with
remote systems is permitted.

Any port
— sets no limitations whatsoever relative to destination port for outgoing packets or
source port for incoming packets.
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Explicit port

—only allow communication viathe specified port, if this port if it is present al destina-
tion port in the outgoing data packet, or if it is present a source port in the incoming
packet. If for example a rule only permits Telnet to a different system, then port 23
must be entered here.

Several ports/ ranges

— can be used if multiple ports will be used for arule (e.g. FTP port 20/21).
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[ ] Firewall rule/ Applications

Assign rule to a certain
application

Firewall Rule Entry

— this means that with blocked
(basic setting) for this
application a connection is
possible. It is selected via the
“Select application” button a
local installed application, such
’— as ping.exe, thus only this
application can communicate.
In this case according to this
rule only pings can be executed.

In this example you should also
note that ICMP is permitted
from the protocol.

Please note that the assigned
Port has als to be selected. For
e-mail application port 80.

ftp [21] http [30] |
op [109)

80 © NCP engineering GmbH



SECURE ENTRY CLIENT CLIENT MONITOR

u Configurationsfield Friendly Networks
If in “Firewall rules’

Basic Settlngsl Firewall Rules  Friendly Networks IDptlonsI Loggmgl you have defl ned n the

configuration field, that

g T arule will be applied to

™ chivate automatic fiendly netwark detectiort Connectl ons W| th known
IP netiorks network, then thisruleis

IP netwark. | Metwork mask | DHCP server | DHCP MAC address | Description | aIWa.ys used If a

network can be
identified as known
network according to the
criteriathat is entered
here, e.g. the LAN
adapter isin aknown
network.

Edit Hew Delete |

Help | 0K I LCancel |

The LAN adapter of the client is considered to be in a known network if:
[IP network and Network mask]

— the IP address of the LAN adapter originates from the specified network range. If for
example the IP network 192.168.254.0 is specified with the mask 255.255.255.0, then
the address 192.168.254.10 would effect an allocation to the known network.

[DHCP server]

— the IP address has been assigned by the DHCP server that has the IP address speci-
fied here;

[DHCP MAC address]

— if this DHCP server has the MAC address specified here. This option can only be
used if the DHCP server islocated in the same I P subnet as the DHCP client.

The more of these conditions that are fulfilled the more precise the verification that a
known network is involved.

The allocation of an adapter to unknown or known network is automatically logged in
the log window of the Client Monitor and in the log file of the firewall (see — Log-

ging).
Activate automatic friendly network detection

About automatic friendly network detection please refer the parameter field on the fol-
lowing page.
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[ ] Automatic detection of Friendly Nets
The administrator
B asic SElIingsl Firewall Fules  Friendly Metworks I Dplinnsl Logging | Central Iy SpeCIfI es What
constitutes a Friendly

Friendly networks Net A Frl endly Net |S

W Activate automatic: iendly network detection | nd| CaIed | n the monl tOI’
1P address for friendly netwark detection service : by the F| re\/\/a] I | Con,
| which is green as soon
User [0 Paszword

| | as the Client has
dialed-in to a Friendly
Net.

Incoming certificate’s subject :

|ssuer's certficate fingerprint :

Help | ok I LCancel

I P address of the Friendly Net detection service

A Friendly Net Detection Server (FNDS) is required; this is an NCP software compo-
nent that must be installed in a network that is defined as “Friendly Net”. This Friendly
Net Detection Server must be reachable via IP, and its IP address must be entered
here.To increase redundancy the IP address of a second FND server can be entered af -
ter the first |P address, after acomma. The IP address of the first available FND server
will be selected automatically for friendly net detection.

User ID, Password (FNDS)

The Friendly Net Detection Server is authenticated via MD5 or TLS. The user ID and
password entered here must agree with those that have been stored on the FNDS.

Incoming certificate’s subject (user)

The incoming certificate of the FNDS is checked for this string. It a Friendly Net only
if there is agreement.

Issuer’s certificate fingerprint

In order to offer maximum security against counterfeiting, the fingerprint of the issuer
certificate must be capable of verification. It must agree with the hash value entered
here.

Friendly Net Detection via TLS

If the Friendly Net will be detected via TLS, (including authentication via the issuer

certificate fingerprint), then this issuer certificate must be located in the “ CaCerts” pro-
gram directory, and its fingerprint must agree with the fingerprint configured here.
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u Configurationsfield Options
With blocked basic
Baszic Settlngsl Firewall Hulesl Friendiy Networks  Options I Loggmgl Settl ng the Set-up Of
: VPN connections via the
Bl e : “Options’ tab can be

All data passing through the VPN protocols [L25ec and IPSec] can globally be permitted or .
denied globally permitted. The
V' Pemit communication aver 25 ec protocol [UBF 1701} fol I 0W| ng prOtOCOI S and

¥ Permit communication over |PSec protocol (ESF, UDP 500)

ports required for the

In the event that the client is not completely loaded or i manually stopped, it is possible to tunnel set- up are
kesp the firewall functionalities active.
In this case, all raffic passing thraugh the netwark interfaces will be blocked, thereby disabling I‘e| eased per generaled
all data traffic. .
filter:

™ Keep firewall active even after client has been teminated
[ATTEMTIOM: Far activate this function, please reboot vour spstem]

For L2Sec:
UDP 1701 (L2TP),

UDP 67 (DHCPS),
e [ ok ] g | UDP 68 (DHCPC)

I Allow hatspot logon with external dialer

For IPSec: UDP 500 (IKE ISAKMP), IP-protocol 50 (ESP), UDP 4500 (NAT-T), UDP
67 (DHCPS), UDP 68 (DHCPC)

This global definition saves you the set-up of dedicated single rules for the respective
VPN variants.

Please note that only the tunnel set-up is enabled with this. If no additional rules exist
for VPN networks, that permit a communication in the tunnel, then no data transfer can
occur viathe VPN connection.

Continueto activate firewall with stopped client

The firewall can also be active if the client is stopped, if this function is selected. In
this state however each incoming and outgoing communication is suppressed, so that
no datatraffic at all is possible, aslong as the client is deactivated.

If the above mentioned function is not used and the client is stopped, then the firewall
will also be deactivated.

Allow HotSpot logon for external dialers

If this function is activated, then HotSpot logon can be executed via an external dialer.
You must call the command line interface rwscmd.exe for this. (See the description in
the “Services” Appendix in this manual for more information in this regard!) With the
command

rwscmd /logonhotspot [Timeout]

the firewall will be released for ports 80 (HTTP) and 443 (HTTPS). This generates a
dynamic rule that allows data traffic until the transferred timeout (in seconds) has elap-
sed.
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[ ] Configurationsfield Logging

Firewall Settings

The activities of the
firewall are written to
log file depending on the
setting. The default
location of the “Output
directory for log files’ is
in the installation
directory under:

<windows>\ncple\log

The log files for the firewall are written in pure text format and are named Firewal-
lyymmdd.log. They contain a description of “rejected data traffic” and or “Permitted
data traffic”. If neither of these options has been selected then only status information
on the firewall will be logged.

The log files are written at each start of the firewall. The maximum number is main-
tained in the log directory, as has been entered as number of the “Days for logging”.

Note: Activating the Logging will decrease the performance. For each packet corre-
sponding to this setting, an according log text has to be written.
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4.2.3 WLAN Settings

Integrated WLAN configuration for Windows 2000/XP

Under Windows 2000/X P the WLAN adapter can be operated with the connection type
“WLAN" (see — Phonebook / Parameters / Destination system). In the monitor menu
“Configuration / WLAN settings” the access data for the wireless network can be saved

in aprofile.
u Search networks
If this “"WLAN Configuration”

is activated, then the

Search networks | Profiles | Statistcs |

management tool of the WLAN
o card must be deactivated.
% AdssE : : (Alternatively the management
IW'LAN 201211 802.11b+g Wireless LAN [Micrasoft's Packet Scheduler) j
tool of the WLAN card can
WA netuores also be used; in this case the
g S50 | Signal | Encryption | Metwork thpe | 7 i 1
. hicptest2003 72 %91 dBm] Mo Infrastrukture WLA N COI’]fI guratl onin the
NCP-0G4 57 % (91 dBm] Mo Infastrukture monitor menu must be
TKIP1 E8 % [-69 dBm] Yes Infrastukture deactl Vated )
Search
WLAN prafile
WLAN prafile:
Al i - Adapter
A%
[ i 1] i P
If a WLAN adapter is installed,

then it will be displayed.

Cloze

WLAN networks

After an automatic scan process that takes a few seconds, (this can also be triggered
manually by clicking on the “Scan” button), the currently available networks will be
displayed with data on SSID, field strength, encryption, and network type. These va-
lues can be configured accordingly in an associated profile:

SSID The name for the SSID (Standard Security) is assigned by
Field strength the network operator and is displayed under the graphic field
Encryption of the Monitor, in the same manner as the field strength (Fig.
Network type below). After double clicking on the network to be selected

the SSID is automatically transferred into a WLAN profile
for this adapter, if a profile has not yet been created for this
network (see below — WLAN Profiles/ General).

Signal 7 LA

e ] el e ] sl | | | v el e el

Excellent ncptest2003 []
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[ ] WLAN Profiles

WLAN Sellings & Previously created profiles for the
' adapter selected above are
displayed in alist. Network type,
encryption, and SSID must agree
st klute with the above network

i e parameters. A new profileis

T — generated by clicking on the

THIF2 e Inrasnne “New” button, or by double

EE dep vt clicking on the corresponding
network in the previous window,

or by clicking on the right mouse

button. Profiles can also be edited

or deleted via the buttons.

WLAN Configuration G ener a.l Pr 0f| I e Settl ngS

The name can be freely assigned,
and for a new profile generation
after double clicking on the
scanned network, it isinitially
identical with the SSID of this
network. The procedure is the
same with the network type, which
must be identical with the network
type that is sent in the broadcast of
the wireless network.

ncptest2003
neptest2003

Infrastructure =]

The network type must then be switched to “Ad-hoc” manually if you want to set-up a
profile for a direct connection from PC to PC. If the WLAN adapter permits this then
the Energy Mode can be selected for it.

WLAN Configuration x| E ncr ypt | on

The encryption mechanism must
r be specified by the Access Point

(WLAN router) and communicated
[Openpsten 3] by the administrator.

[EE

i i

ASCI charact = If WPA isused with EAP (TLS),
poocooooopoa | i

000000000000 then the EAP OpthnS must be

activated in the configuration
menu of the monitor and a
certificate must be configured (in
the monitor menu under
“Configuration / Certificates”).

u
[
|
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IP Addresses

WLAN Configuration

Configure the I P address of the
WLAN card in this window.

The settings made here are only
effective if the WLAN
configuration has been
activated as described above. In
this case the configuration
entered here will be transferred
into the Microsoft
configuration of the network
connections. (See — Network
connections / Properties of
Internet protocol (TCP/IP)).

WLAN Configuration A ut h ent | cat | on

The access data for the HotSpot
must be entered in this window.
These user data are only used
for this WLAN profile.

Authentication can be executed
by entering user 1D and
password, or via script. The
script automates the logon to
the HotSpot operator.

tor. Y ou must agree to the terms and conditions of the HotSpot operator in order to set

@ Please note that there are charges associated with the connection via a HotSpot opera-
up the connection.
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Statistics

Search nelwolksl Profles  Statistics |

Statistics

Parameter | Walue |
551D : noptest2003
Feldstarke [dBm) - -5 dBrn
Feldstarke [%] : 72
Geschwindighkeit : 11.0 Mbps
BSSID [MAC Addi] - 00 0e:84:83:62:19
Metzwerkiyp : Infrastrukture
Werschluisselung : WEP
Authentisierung Open System
Algorithrmus © WEP
Frequenz : 2.4420 GHZ
Charnel : 7
Unterstiitzte Faten : 54748/ 36/24/18/12/9/6/41.
Benutze DHCP : Ein
IP-Adresse 0.0.on
Subnetzmaske : n.0on
Standardgateway : 0ono
1. DNS-Server : 17216.11.20
2 DNS-Server: 172161116

Close

MCF Secure Entry Client M=l E3

Connection  Configuration  Log  Window  Help

Profile :

Outzide Line :

|Headquarters

B

Server

Connect Disconnect “cp
Statiztics:
Time online: 00:00:00 | Timeouk (sech: O
Data (Tx)in Byte: 0 Direction: -
Data (R} in Byte: 0 Link Tvpe: ISDM
Speed (KBvtels): 0,000 Encrypkion:

The statistics window for the
WLAN settings shows the
status of the connection to the
Access Point in plain text.

The statistics window
completes the graphical
displays in the monitor with
additional data. The connection
state is not concerned!
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4.2.4 Outside Line Prefix

A special number or dia prefix is

generally required when
communicating viaa PBX in order to
acquire an outside line. The number
entered in this field, depending on the
Help | QK I Lancel | type of PBX, will then be used for all
outgoing calls until changed or
deleted. This eliminates the need for
modifying the destination phone
number(s) in the phonebook,
particularly when travelling.

Outzide line prefix ||

The outside line prefix within the
graphical user interface or the NCP
logon is limited to the numbers 0 to 9
and the characters “#" and “*”.

By entering the comma*“,” you can
configure adial pause through the
outside line.
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4.2.5 Certificates |Configuration

you want to use the certificates, and thus the “ Extended Authentication” , and where you want
to store the user certificates. The PIN entry policies and the interval of validity are specified
in a second parameter field.

By clicking on the menu item “ Configuration — Certificates” you can first determine whether

Certificates are normally created by a CA (Certification Authority) utilizing some sort of
PKI-based architecture and they may be implemented on a Smart Card in addition to a digi-
tal signature(s). Such Smart Cards represent an individual “ personal identity card” . You can
use certificates with the length of the private key up to 2048 Bits.

The system monitors whether the PKCS#12 file is present. If, for example, thisfile is stored
on USB stick or an SD card, then after pulling out the SD card the PIN is reset and an exi-
sting connection is disconnected. This process corresponds to the “ Connection disconnect
when smart card is removed” , which can be set when using a smart card, under “ Configura-
tion, Certificates’ in the monitor menu. If the SD card is later re-inserted, then the connecti-
on can be restored, after another PIN entry.

The environment variables (users) of the operating system can be inserted in the certificate
configuration. The variables are changed when closing the dialog, and when copying the tele-
phone book, and they are written back into the configuration. If an environment variable does
not exist, then it is removed from the path when converted, and a log entry is written into the
logbook. If a % sign (syntax), is missing then the variable remains, and a log entry is written,
as above.
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u User Certificate | Configuration

User Certificate I PIN Policy | Certificabe renewall

Certificate : from Smartcard |E|
" . none
Select Certificate : fiom Smartzand
. from PKCS#12 File
Smartcard Reader : PECSHTT Module
Fot : A utomnatic j

[ Do not disconnect when Smart Card iz removed

™ PIM request at each connection

Help | |4 I Lancel

Certificate

By clicking on the menu item “Configuration — Certificates” you can first determine
whether you want to use the certificates, and thus the “Extended Authentication”, and
where you want to store the user certificates.

The PIN entry policies and the interval of validity are specified in a second parameter
field.

None: By choosing “Certificate” from the submenu you can deter-
mine whether or not you want to use the certificate and thus
use the “Extended Authentication”. The default value is
“None”.

from PKCS#12 File: In order to use a Soft Certificate select “from PKCS#12
File’ and then define the directory (path) in which the
PKCS#12 file is stored for access purposes. Normally you
will receive this file (encrypted) from your network admini-
strator or your CA (Certification Authority).

from Smart Card: In order to use Smart Card based Certificates select “from
Smart Card” and then select the Smart Card Reader from the
list of supported Smart Card Readers. (see also —Enter PIN)

PKCS#11-Module: Select “PKCS#11-Module” from the list in conjunction with
“Extended Authentication” in order for the respective Certi-
ficate to be read from a Smart Card in a Smart Card Reader
or from a Token.
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Smart Card Reader

In order to use the Smart Card’s Certificate with your card reader, select the respective
Smart Card reader from the list (see also —PIN Entry).

Smart Card Reader (PC/SC conform)

The Client Software automatically supports all PC/SC conform Smart Card readers.
The Client software automatically recognizes the Smart Card reader each time the PC
is re-booted. Thereafter the installed Smart Card reader can be selected and used as re-
quired.

Smart Card reader (CT-API conform)

Together with the current Client Software the following drivers are included for: SCM
Swapsmart and SCM 1x0 (PIN Pad reader). In the event that the Smart Card reader
does not work together the drivers that are included or another Smart Card reader isin-
stalled, then please contact the respective manufacturer. Also make the following set-
tingsin the Client Software: With an ASCII Editor edit the file NCPPKI.CONF, which
islocated in the Directory \WINDOWS\SY STEM (Windows 95/98) or in the Directory
SYSTEM 32 (Windows NT/2000) by entering the “ReaderName” of the Smart Card rea-
der (xyz) connected to your PC and enter as DLLWIN95 or DLLWINNT the name of
the installed driver. (The default name for CT-API conform driversis CT32.DLL).

Important: Only those drivers that have been appropriately set with “visible = 1" will
@\ be displayed in the list!

ReaderName = SCM Swapsmart (CT-API) -> Xy=z
DLLWINSS5 = scm20098.d11 -> ¢ct32.d1l1
DLLWINNT = scm200nt.dll -> ct32.d1l1

The “ReaderName” will be displayed in the Monitor Menu after re-booting.

Port

If the Installation has been executed correctly, the card reader will automatically be as-
signed a port. Should problems arise, COM Ports 1-4 can be manually assigned.

Certificate Selection

1. Certificate ... 3.: (Standard = 1) Up to 3 different certificates, located on the
Smart Card, can be selected from the list. The number of cer-
tificates on the Smart Card is dependent on the Registration
Authority that has issued the Smart Card. For further infor-
mation please contact your System Administrator.
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The Smart Cards issued by Signtrust and NetKey 2000 come with three certificates:
(1) for digital signing,

(2) for encryption and decryption,

(3) for Authentication (optional with NetKey 2000)

PKCS#12 File Name

If you are using the PKCS#12 format, then you will receive afile from your system ad-
ministrator that must be copied to your PC’s hard disk. In this case enter the path and
filename of the PKCS#12 file or alternatively after clicking the selection button select
thefile.

PKCS#11 Module

If you are using the PKCS#11 format, then you will receive a DLL from your Smart
Card reader manufacturer that must be copied to your PC’s hard disk. In this case enter
the path and filename of the driver. Instead of entering the entire directory name, it can
be dynamically defined. E.g.:

$SYSTEMRROTS%\ncple\pkcs#11.d1l1
$SYSTEMDRIVES$\winxxx\ncple\ pkcs#11.d1l1l

Important: The strings for the File Name can be entered with variables. This simplifies
@ in particular the handling of the configuration files with the Client Manager, because
the same strings including environment variables can be entered for all Users.

Edit the NCPPKI.CONF file located in the Windows\system directory (under Windows
95/98) or System32 directory (under Windows NT/2000), with an ASCII editor by en-
tering the name of the connected reader or token (xyz) as “module name”. The name of
the DLL must be entered as PKCS#11-DLL. The associated “ Slotindex” is manufactu-
rer-dependant (standard = 0).

Module name
PKCS#11-DLL
Slotindex

Xyz
Name of the DLL

After a boot process the “Module name” you entered appears in the monitor menu if the
file NCPPKI.CONF for the drivers have been set to visible with “visible = 1".

Y ou can use an assistant to search for installed PKCS#11 modules and then select the
desired module with the associated slot. For this click the button “PKCS#11-Module".
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Do not disconnect when Smart Card is removed
The connection is not necessarily broken off when the Smart Card is removed. Whether

“Do not disconnect when Smart Card is removed” occurs is set via the main menu of
the monitor under the menu item “ Configuration — Certificates’.

PIN request at each manual connect

Default: If this function is not used, the PIN request is displayed only for the first con-
nect of the VPN/PKI Client.

If this function is activated, the PIN will be requested at each connect.

Important: If the monitor has not started, then no PIN dialog will take place. In this
@ case, the connection will be established without renewed PIN entry in the case of an

automatic connection establishment.
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[ ] PIN Policy

5| Youcan specify PIN
guidelines that must be
complied with during
PIN entry or PIN
modification.

Certificates

1T RERL T

Minimum number of characters

Standard is a 6-digit PIN. An 8-digit PIN is recommended for security reasons.
Further policies

It is recommended to implement all PIN policies, other than the one specifying that
only numbers may be contained. Additionally, the PIN should not begin with a num-
ber.The specified policies are displayed when the PIN is changed, and the policies that
are only fulfilled at entry are highlighted in green (see —Change PIN).

| Certificate renewal

Certificates In this configuration

— field you can specify
whether a message is
given out that warns of
the expiration of
validity, and you can
specify how many days
before the certificate
validity expiration this
message should go out.
As soon as the set time
frame before expiration
goes into effect, a
message will appear
each time a certificate is
used, indicating the
expiration date of the
certificate.
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4.2.6 Call Control Manager | Configuration

[ ] External Applications

5| Use thisconfiguration to start
applications or batch files,
depending on the Client
Monitor. The external
applications are added as
described below. The sequence,
D:hoopyoopy. bat discan in which they are called, from
top to bottom, can be changed
with the green arrow keys.

Call Control Manager

If you want to start the standard
browser after connection
set-up, then activate this
function and enter the website
of the browser.

After you have selected the
function “ Start external
applications or batch files” you
can select an application or batch file
from the computer via the “Add”
button that, this application or batch
file will be loaded depending on the

| | startoption.

— Execute before connection has been
Execute e  conmectonesbeen eststished poseor] =]\ | - ogobliched (precon)

— Execute after connection has been
established (postcon)

— Execute after connection has been
disconnected (discon)

Application

The wait function “Wait until application has been executed and ended” can then be re-
levant if a series of batch files will be executed one after the other.

Deny the start of the “ (dis)connect.bat”

ministrator rights (system rights) is not necessarily required for a desired application.
(Please see the description in the “ Services” Appendix in the manual). The applications
(batch files) for which user rights are adequate, can be started in the Monitor menu
“External Applications...” (see above).

@ This fuction should always be activated if execution of the cited batch files with ad-
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[ ] Call Control

Call Control Manager The Call Control Manager is a
. - feature devised to help control
and limit communication costs.
The following “Limit” factors

can be defined:

— the maximum time online
— the maximum number of
connects (outgoing calls)

— the maximum number of
charge/units that may be
incurred.

il

The time period for which these
limits are to adhere to may also
be defined. It is possible to
define that a “Warning
Message” be displayed upon
reaching 90% of any limit. In
the event that the set “Limit(s)”
are exceeded, the link will be
automatically disconnected and
a“Warning Message” will be
displayed in the monitor. Any
further communicationsis
denied until the “Call Control
Reset” is activated (see —
“Connection” pull-down menu
in the monitor).
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4.2.7 EAP Settings

R | . of e Sxtended
Authentication Protocol
Message Digest version 5 (EAP
¥ Activate EAP for LAN MP5) can be specified viathe
main menu of the monitor
under “Configuration — EAP
Settings”. This protocol can
: then be used if a switch, a hub,
Sl bk I or if an access point is used,
EAP Password - | which support 802.1x and the
according Authentication Mode

| oK c | for the access to the wireless
Ll Lance LAN )

™ Use WPM Uszer ID and YPH Pazsword
i+ ilze EAP Tdentity and EAP Password

Help

Y ou can prevent unauthorized users from getting into the LAN via the hardware inter-
face with the Extended Authentication Protocol (EAP MP5).

Y ou can use either “Username” with “Password” (from the configuration field “Identi-
ty”) or your own “EAP User ID” with an “EAP Password”.

Certificate content can be automatically transferred if in the Phonebook under “ Tunnel
parameters’ VPN User ID and VPN Password are transferred from the certificate, and
if “Use VPN User ID and VPN Password” is activated in the EAP options.

Double click on the EAP icon to reset the EAP. Subsequently a new EAP negotiation
will be executed automatically. If there is successful authentication relative to a net-

work component, the other side will respond back specifying which protocol (MD5 or
TLS) was used.
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4.2.8 Logon Options

and Windows X P operating systems. (Y ou will find the corresponding parameter for lo-
gon to a remote network under Windows 95/98 in the parameter field “Line Manage-
ment” under “Logon on the network”). The logon options are only effective when the
computer has booted.

The menu option Logon options appears only for Clients using the Windows NT/ 2000

Please note that the NCP Gina must have been installed in order to use this menu opti-
on. Normally this occurs when the Client software has been installed, however it can
also be installed retroactively with the program rwscmd.exe. Please see the Appendix
“Secure Client Services” for more information in this regard.

[ ] Logon

Because the connection setup to the gateway occurs prior to the Windows logon, the lo-
gon to the remote domain is already encrypted and the firewall is activated.

Show connection dialog befor Windows logon

The NCP Gina dialogs can be hidden via the Monitor menu without de-installing the
Gina. Thus Gina concatenations that may possibly be necessary for the respective work
environment remain intact. If you want to display the Gina dialog, then note that the
NCP Ginamust be installed in any case. This can be done in three ways:

— With the software installation,

here the system asks the user if he
wants to use the Windows logon

¥ Show connection dislog before Windows lagan Vi a the N CP G| na. If yes, |t W| I I be
[MCF Gina ingtallation iz required. For further information regarding H
the installation see the on-line help] l nStal I ed

Lagan |Logoff| Ext. Applicationsl Dptionsl

— Retroactive installation is

‘Windows logon

& Manual Windows logon possible via the command line

" Automatic Windows logon with configured data interface rwscmd.exe, likewise
J= | W52 PN passyardiFar/indas Lagan retroactive de-installation is also
Uszer Mame : I pOSS| bl e.
Password : I —TheG|na|Sa|SO|nSta”ed|f an
Dormin [ appropriate phonebook is provided

via Secure Enterprise Management.

Ok | Lancel |

If the Gina dialog does not appear then the connection to the domain server cannot be
set-up viathe NCP Gina. In other words you must have the “Display dialog for connec-
tion before Windows logon” so that in the boot phase the connection to the VPN gate-
way can already be set-up. For this connection set-up you must enter access data for the
network dial-in, or PIN and SIM PIN must be entered before the Windows logon.
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Windows logon

The following Windows logon can be executed automatically or manually depending

on configuration.

“Execute manually” means that the user must enter his logon data manually in the

Windows logon screen.

“Automatically” means that the Client software will transfer the data entered here to

the Microsoft Gina without user intervention.

If you use the logon option with callback then “Negotiate PPP callback” must be acti-
@ vated (see — parameter field “Callback” in the Phonebook).

To select the destination with the logon option please see the section “ Setup a connecti-
on - Client logon” and the Appendix for Mobile Computing.

u Logoff
Logon Options xj| The Client connection to the VPN

Gateway or ISP can be maintained
when a Windows logon is executed.

This permits a change of Windows
users on the computer, without
having to disconnect the VPN
connection.

Use this configuration field to start
applications or batch files,
depending on the Client Monitor
(no Windows programs!).

The external applications are
added as described on the next
page. The call sequence from top
to bottom can be changed with the
green arrow keys.

postcon

postcon
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Application After you have selected the function
“Start external applications or batch file”

irgp"cam” | you can select an application or batch file
from the computer (see previous page),
Sl il this application of batch file is then
IExecute after a connection has been established (postcon) j loaded dependi ng on the start Optl on:
Comrunication mediurm : | Al j

[ it for domain logon to complete [postdom) - Exe('.:Ute before a connection has been
[~ it until the application is finished [wait] eStabI IShed (precon)
- Execute after a connection has been

wep [ ¢ | caee || established (postcon)

In addition, the application can be started depending on the connection type of the de-
stination system that is selected in the Gina dialog. The application always starts if the
connection type “All” has been selected.

“Wait for domain preparation (postdom)” means that after the initialization period, the
application will be started immediately. The wait function “Wait until application has
been executed and ended” can then be relevant if a series of batch files will be executed
one after the other.

[ ] Options

Logon Options x| Windows requires a certain
initialization time between net-

Logonl Logoffl Ext. Applications  Options | k | d d X |
WOrK logon and aomain togon.

Bt = gam This preparation time for the
I it Tead fine for domain s domain logon can be activated and
Duration: [45 Seconds set here. The Windows logon will

only be executed after the connect-
ion setup, after the initialization
time set here has elapsed. The
standard value is 45 seconds and
Help | ok I Cancel | can be Changed as needed.

™ PerfomEAR authentication prior to destination selection

Perform EAP authentication prior to destination selection

The standard situation is that EAP authentication takes place prior to establishing the
connection to the VPN gateway. If EAP will be used without subsequently setting up a
connection via the Client (pure EAP Client) then this function must be activated. If
EAP with certificate is implemented, then the PIN dialog for authentication appears on
the network components. Thereafter the destination can be selected. If the function is
not activated then EAP authentication will only be executed after the destination has
been selected.

| Using the Logon Options refer also the appendix “Mobile Computing via
GPRS/UMTS".
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4.2.9 Configuration Locks

Use configuration locks to modify the configuration main menu in the monitor in such
a way that the user can no longer modify the pre-set configurations, or so that selected
parameter fields are no longer visible for the user.

The configuration locks are enabled after applying the defined settings with “OK”.
Clicking the cancel button the default settings will be used.

| General | Configuration Locks

In order to effectively specify
the configuration blocks,
identification must be entered,
which consists of “User ID”
and “Password”. The password
must be confirmed thereafter.

Configuration Locks

Please note that identification
is absolutely necessary for the
configuration block, in order to
activate the blocks, or to cancel
the configuration blocks. If the
identification is forgotten there
is no other possibility to cancel
the blocks!

Now authorization to open
menu items under the main
menu item, “ Configuration”,
can be limited for the user. As
standard, the user can open all
menu items and edit the
configurations. If the check
mark is removed from the
respective menu item with a
mouse click, then the user can
no longer open this menu item.
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[ ] Profiles | Configuration Locks

The editing rights for the parameters in the profile settings are divided into two groups:

— General rights
— Visible profile parameter fields

Configuration Locks ]| General rights

The general rights refer only to
(configuration of) the profiles.
If you specify “Profiles may be
created”, then “Profiles may be
configured”, however remains
excluded, thus while new
profiles can indeed be defined
with the assistant, subsequent
modification of individual
parameters will then no longer
be possible.

U I N
KU I

Visible profile parameter
fields

The parameter fields of the
profile settings can be
suppressed for the user.

Please note as well that
parameters of a non-visible
field cannot be configured.

4.2.10Profile Import

With this function profile settings can be imported by the client. The profile settings to
be imported can be created as INI-file by the destination system or edited by hand. You
will find the files IMPORT_D.TXT and IMPORT_E.TXT in the installation directory
for example. In those files the syntax and the values of the parameters are described.
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4.2.11 Profile Settings Backup

If a secure profile setting has not yet been generated, for instance in the case of a first
installation, then a first profile setting (NCPPHONE.SAV) will automatically be crea-

MCP Secure Entry Client =l E A profile setting backup will

: o . be created after each click
Connection | Conf i Log Window Help .
Dn"gu_ra 'Dn_ on the “Create” menu item,
Profile Sethings

: . and after a confirmation
E xtended Firewall 5 ettings . .
o : guestion, that contains the
Dutzide Line Prefix . . .
. configuration up to this
LCertificates

Client Call Contral M anager [ point.
EAP Settings

Laogon Ophans

Caonfiquration Locks

[ | Restore

The last profile setting backup will be read in after each click on “Restore”. Thus,
changes in the configuration that have been made since the last profile setting backup
will be lost.
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4.3 Log

This feature automatically logs (records) all communication transactions (but not the data)
@ going via the Client. Selecting the Log function will open the window of the logbook.

Loghook =j| The contents of the log
are stored in memory
19.05.0217:17:26 - Ip Address: 000.000.000.000. 1] . .
19.05.02 17:17:26 - PriDMS Address: 000.000.000.000, and are accessible until
19.05.0217:17:26 - 5ecOMS Address: 000.000.000.000. .
19.05.02 17:17:26 IPCP - Receiving nat accepted such atime that you
19.05.0217:17:26 - |p Address: 172.016.119.234.
190602 17:17:26 - PriDMS Address: 194.025.000.129 (re) boot your PC.
19.05.0217:17:26 - 5ecOMS Address: 194.025.000.052
190502171726 IPCP - Sending negotiation request to Test connection 551 with the fallowing parameters
19.05.0217:17:26 - Ip Address: 172.016.119.234.
19.05.0217:17:26 - PriDMS Address: 194.025.000.129.
19.05.0217:17:26 - 5ecOMS Address: 194.025.000.052
19.06.0217:17:26 IPCP - connected o Test connection 5501 with IP &ddress: 172016119234, 172.016.1°
19.05.0217:17:32 LZTP:tunnel client connection closed
19.06.0217:17:34 LZTP:tunnel control connection closed
19.05.02 17:17:34 150N - dizconnecting from Test connection 55L on channel 1
190502 17:17:36 ISDN - disconnected [3400] from Test connection S5L an channel 1.
190602171736 - please look at eror codes in documentation

Clear Screen | Claze File |

Alternatively, if required, the log can also be written (stored) to afile. The log function
automatically stores all actions of the Client for a period of seven days. Log files older
than 7 online days will be automatically deleted. This is where the log files are stored
and are named NCPyymmdd.LOG (yy=year, mm=mouth, dd=date). The file can be
opened and analyzed with atext editor.

[ | Logbook
The buttons of the “Logbook” window have the following functions:
— Create File
—Close File

— Clear Screen
— Close — Logbook

Create File
Loghile =ixj| Clicking this button will open a
Saver: | nove B =1 window where you can enter the name
|1 CaCerts bungDUZ.tsv EInstSE.eke and path Of the fl Ie tO be Created for
109 8] oard. dat Elinsng eve the log feature to write (record) to
|1 Oldtan Dreutsch.dat LastReader.tmp g _ ( )
3 et (=] Egish dat Clibrece.exe (default name = ncptrace.log).
|1 phes15 Hirwgise: bt Licengl. bxt
|1 rsudata Infoengl.bat Licger.tat
budg20071 ks Infoger tat Liezmich k=t
|
File name: Save I
File type: I “lag j Cancel |
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All communication transactions (but not the data) will then be written to the file until
such a time that the “Close File” command is initiated. Creating a log file will enable
you to make a more detailed review or analysis of your communication transactions
over alonger period of time.

Close File

Clicking on the “Close” button will close the file that was established with “Create
File”. Once the file has been closed it can then be used to make a detailed review or
analysis of the communication transactions that have been stored.

Clear Screen

Clicking this button will delete the contents of the log screen and empty the buffers.

Close — Logbook

When you click on “Close” the logbook closes and returns to the monitor. Any recor-
ded data remains unchanged.
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4.4 Window
Window

Show Profiles
Show Buttons
Shiow Statistics

Alwanz on fop

inimize when clozing maximize start
Minimize when connected minimize start
Language I

Thisfeature lets you influence the way in which the monitor is displayed on your screen.

4.4.1 Show Profiles

= L eft side the minimized
=
MCP Secure Entry Client =] B3 represantation.

Connection  Configuration  Log  Window  Help

Headquarters

MCP Secure Entry Client _[E]x]| When “Show Profiles” is
activated the configured

destinations could be
Prafile : Dutside Line : selected by clicking on

IHeadquarters j I i[hf(i”_S(tje()ﬂ names (picture
ert side).

Connection  Configuration  Log  *indow Help

Chent
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4.4.2 Show Buttons

When “ Show Buttons” is
=100 x] activated the buttons

MCP Secure Entiy Client

Connection  Configuration Log  Window  Help concerning to “Connect”
Erafile ; Outzide Line : and “Disconnect” are
displayed therefore the
Headquarters - . X .
I i J Il size of the window is
larger.

Conmect | Dizconnect | "cp

4.4.3 Show Statistics

MCP Secure Entry Client ™= B When “Show Statistics”
: : . . is activated all
Connection  Configuration  Log  “findow  Help information available
Erofile : Dutzide Line from the monitor is

displayed; the size of the

IHeadquarters ; .
window will be larger.

=

Client
Connect | Dizconnect "cp
Stahistics:
Time online: 00:00:00 | Timeodt (sec): 0
Data (Tx)in Byke: 0 Direckion: -
Data (Rx)in Byte: 0O Link. Twpe: ISDM
Speed (KBykefs): 0,000 Encryption:

4.4.4 Always on top

When “Always on Top” is activated the monitor will always be displayed in the fore-
ground of your desktop regardless of what application is currently active.
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4.45 Autostart

This menu item allows to set the monitor to be started after booting. Use this menu
item to set the following options:

L1 no Autostart: after booting do not automatically start the system

L1 minimize start: after booting start the monitor and minimize the display

LI maximize start: after booting start the monitor and display it in its normal size

If you require the use of the IPSec client often and need the information displayed on

the monitor, you should select the Autostart option “maximize start”. It is, however,
not mandatory for communicating with the destination to start the monitor.

4.4.6 Minimize when closing

If the monitor is closed during an existing connection via the close button [x] in the up-
per right hand side of the (active) titel bar [Alt + F4], then a message window alerts
you that no icon (tray icon) will appear in the task bar, this means that the user then
cannot recognize on his screen whether connection charges are accrueing, how long
connection charges will accrue, or whether the connection has already ended.

(In this case, the monitor must be restarted to determine the status of the connection
and to correctly end the connection.)

The “Minimize when closing” menu item has been added under “Window”. If this
menu item is active, then the monitor is only minimized when closing via the [X] in the
(active) titel bat or via[Alt + F4]. Clicking on the close button [x] in the header has the
same effect in this setting as clicking on the minimize button [-] in the (active) titel bar.

(The possible destination system can be read and the connection can be established or
terminated with a right mouse click on the icon, or the monitor can also be ended if the
connection is terminated.

By clicking “Disconnect” in the connection menu the monitor can be terminated.
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4.47 Minimize when connected

If this menu item is activated the monitor will be minimized when the connection is es-
tablished successfully.

] Closing the monitor is only possible viathe main menu “Connection — Exit”.

4.4.8 Language

The client software has been designed for international language support. The default
language is English. In order to choose a language, click on “Language” in the Window
pulldown menu and then select the desired language. In the near future the client will
have additional language support.
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4.5 Help
| Help

Select the “ Help” menu option to open the online help context-independently with Table of
Contents and Index. Moreover you can enter the license key and read the version number of
the software here.

451 License Data and Activation

] The software version implemented,
and possibly the licensed version with
serial number, are shown under the
menu option “License Data and
Activation”.

Licenze Data

If the software is used as a test
version, then the remaining validity
period is displayed in the popup.

In order to use avalid full version that
is not subject to time restrictions, the
software must be released with the
license key and serial number
received.

Terms of the licence

The licensing process for the
software requires your
acceptance of the license
conditions; these conditions can
be viewed via mouse click.

The license data can be entered
either online or offline viaan
assistant. Please refer to the
chapter “Licensing”.
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Software Activation Assistant x| L | cense key and Sel’l al numbef
License Data can be entered after you have
Flesse ssticance das NCP | Giicked on the licens ng button.
Flease enter the following data far the NCP Secure Entry Client Software. L ater the Correctl y entered

license data is no longer
displayed at this point.

‘[g License key :

Seial nurmber :

< Back | [HEwts I Lancel

4.5.2 Search new Updates

Use this menu option to check whether updates are available for the software (test ver-
sions as well). For more information see the “License” section below.

4.5.3 Info

The info window shows the

product designation and the

version number of the software
you are using.

SECURE COMMUNICATIONS

Secure Entry Client

“erzion §.30
Build 57
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p w
£ Internet "

Wl
wl
Q
|9
|9
1y}
Q
=
(@)
£
Q
=
=
b~
| -
=,
[ &
Q
{n.
il =
ot
=

Copyright HCP engineening GmbH
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4.6 Licensing

In the “Help” Monitor menu, under the menu option “License Data and Activation”, the
software version implemented, and possibly the licensed version with serial number,
are shown.

MCF Secure Entiy Client _[cfx]| The Client software is always
installed first as a test version, if

Profile Dutside Line - Client software has not yet been
r | installed, or if thereis a previously
installed older version, then the
software has not yet been
activated. Thisalso appliesif the
older version has already been
licensed — then this older version
will be reset to the status of a test

Connect | Disconnect "CP version, and the license data must

be re-entered within 30 days via

Connection  Configuration Log  Window  Help

IHeadquartem

Client

Statistics: the activation dialog.
Time online; 00 00;00 Timeout (sec); 0O
Data (Tx)in Byte: 0 Drirection: . .. .

(Bin B _ : _ The time remaining until software
Data (Rx) in Byte: 0O Link Type: 150 . . . .. .
Speed (KByte/s). 0,000 S activation, i.e. the validity period

of the test version, is displayed in
the message bar of the monitor
next to the activation button.

Software has not been activated
(Valid for another 12 days)

In order to use a full version with no time limitations the software must be released in
the activation dialog with the license key and the serial number that you have received.
With activation you accept the license conditions that you can view in the activation
dialog after clicking on the appropriate button.

The activation dialog can be opened viathe activation button in the message bar of the
monitor, as well as the via the monitor menu “Help / License info and activation”. The
license data can be entered either online or offline via a wizard.

In the offline variant, a file that is generated after entering the license key and serial
number must be sent to the NCP web server, and the activation key that is then dis-
played on the website must be noted. This activation key can be entered in the licensing
window of the Monitor menu at alater point in time.

In the online variant, an assistant forwards the licensing data to the web server immedi-
ately after entry and thus the software is immediately released.
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4.6.2 Test Version Validity Period

The test version is valid for 30 days. Without software activation or licensing it will no
longer be possible to setup a connection after this 30-day period expires.

P2 NCP Secure Client Popup x| Aftel’ i nSta| | at' on, eaCh t| me the

software is started the validity

period will be shown in the popup
"cp window. Moreover in afooter of
&ECURE CoMMUNIEATIONS W the Monitor the system will

display how long the test version
can still be used, and when
10-days validity remain, a message
box will be displayed to remind
you that the software has not yet
been licensed. This message box
will appear once a day.

Enﬂjypti.'o

/ k.
Ao Intlerne't"

high security remote access

Error If the test phase ha_s expired, then
B only those connections to
best | . .
° F'I':ase a;fv;se o;ajn?:gtlr:l'l the software! destination SyStemS can be SEtUp

with the Entry Client software that
are used for software
activation/licensing. Thus one of
the profiles of the Entry Client can
be used to set-up an Internet
connection for licensing purposes.
Or a connection to the NCP Secure
Enterprise Management can be
established in order to download a
licensed version of the software.
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4.6.2 Software Activation

At the latest when the test phase has expired
the software must be either activated or
de-installed. For activation, select the menu
option “License info and activation” in the
monitor menu “Help”.

Here you can see which software version
you have and how the software is licensed,
i.e. you can see that the test version has
expired and that the software has not yet
been activated/licensed.

License Data

Click on the license conditions to display the
license agreement text. By activating/
licensing the software you accept the license
conditions.

Click on the “Activation” button to license
the software.

In the window that appears you
can select an online variant or
Activation Mod 1 i

W?:t’;:g';f aghveatlnn mode should be used ? an Ofﬂ Ine vari ant

Software Activation Assistant

In the offline variant, afile that
is generated after entering the
license key and serial number
must be sent to the NCP web
server, and the activation key
that is then displayed on the
website must be noted. In the
online variant, an assistant
forwards the licensing data to
the web server immediately
after entry and thus the
software is immediately
released.
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Software Activation Assistant After Sel ec‘“ ng the type Of
License Data aCtlvaII on the I | cense data Wl I I
Flease insert icense data mp be entered in the appropri ate

fields. Click on “Next"!

f—————

With the online variant the license data will be transmitted to the NCP Activation Serv-
er via an Internet connection. This Internet connection can either be established via the
Data Communications Dialer, viaDSL, or viathe Entry Client.

first be established in order to then start the activation assistant via the Monitor menu

@ If the Internet connection is not set-up via the Entry Client, then the connection must
option, “Help” / License info and activation".

Software Activation Assistant If the Entry CI | ent |S used to
Internet Connection set-up the connection on the
How b connect to the Intemet 7 I nternet, then a SUItabl e prOfi Ie

must first be established for the
Entry Client. Ensurein this
regard that port 80 is released
(for HTTP) if the firewall is

activated. (If a proxy server
Heacuaters 1] will be configured in the

_ Poysaings... | operating system, then these

settings can be transferred.)

After the profile has been
selected, click on “Next”.
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—[mj=l| The Internet connection via the Entry Client
does not have to be set-up prior to activation.
It is set-up automatically after the desired
[Testcamecton PSecraive  Z| [ existing profile has been selected in the assi-
stant for software activation, and after clik-
king on the “Next” button.

Software Activation Assistant

The software is activated
automatically in the spe-
cified sequence.

State Online Activation
Onling activation has been processed.

Software Activation Assistant

5tate Dnline Activation
Online activation has been processzed

As soon as the Activation Server
detects that you are entitled to a
newer software license and that
the license key agrees with the
installed software, then with
online activation the new license
key will be transferred
automatically (license update),
and thus the new features of the * Please see the section “ Updates” at the end of this section

software will be rele | * for more information in this regard.

License Data x|l After concluding the activation process, in
the window for the license data you can see
that you now have a correctly activated full
version.

The number of the software version and of
the licensed version can differ if the
licensing is only valid for an older version,
otherwise the licenses must be updated with
anewer license key. To do this click on the
“Licensing” button. See the description at
the end of the offline variant for more
information in this regard.
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[ ] Offline Variant

The offline variant is executed in two steps. In the first step afile that is generated after
entering the license key and serial number is sent to the NCP Web Server. The URL is:

http://www.ncp.de/english/services/license
Then an activation key will be shown on the web site, and you must note this number

in order to enter the license key in the licensing window of the Monitor menu in a se-
cond step, which can also be executed at alater point in time.

Software Activation Assistant Start the Off| | ne Va” ant V| a the
Activation Mode monitor menu “Help / License
‘what kind of activation mode should be Lsed ? Data. and A ctl Vat' Onn , a.nd

select this variant in the first
window of the Activation
Assistant. Click on “Next”.

In the second window of the
Ofline Activation Activation Assistant the two
Which step should be used ? steps of the offline activation
process are explained. The first
step, creation of the activation
file is selected automatically.
Click on “Next”!

Software Activation Assistant
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In the following window enter
License Data the license data and click on
Fleaze inzert license data “ N extu .

Software Activation Assistant

Enter name and path for the
Activation file activation file. The default is
Selact target place of activation file. the installation di rectory of the
software and the name
ActiData.txt (with serial
number).

Software Achivation Assistant

Software Activation Assistant NOW the aCtlvaII on fl I € is
. created and this file must be
State offline activation . .
Activation file has been generated transferred to the A ctivation
Server.

For this the NCP web site must
be called:

http://www.ncp.de/english/services/license
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Software activation

Pleazse copy the content of the activation file that is generated by the NCP Secure Client (offline
activation, step 1) into the text field that is provided for it. Click on the "Send” button to transmit
the file to our activation server.

Alternatively you can also upload the activation file directly to the activation server. To do this, click
on the "Browse. " button and select the file with the activation data. Click on the "Send” button to
transmit the data to our activation server.

After sending the activation data, or the file, you will receive an activation code. Continue the
software activation process in the NCP Entry Client by opening the monitor menu {Help ? License
info and activation 7 Offline activation). Under step 2 the activation code displayed below will be
queried. This step concludes the software activation process.

Content of the activation file:

Filename :

CoIMMNTwrcplebActiData, tat Browse... |
Sendl Reset |

There are two ways to transfer
the activation file to the
Activation Server. Either copy
the content of the activation
file with Copy & Paste, after
you have opened the activation
file with the Notepad (ASCI|I
editor), into the window that is
open on the web site, or click
on the “Browse” button and
select the activation file. Click
on “Send”!
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MP Home Company  Security Products Sales Services Press

SECURE coMMUNICATIONS B

New Activation Code
Activation Code: TITHVE
Mew License key: 3005

The Activation Code was successfully generated. Our system,
howewver, has detected that you are eligible for a newer software
license. In order to use the latest features, please, finish the
activation procedure and use the License Key above.

In order to finish the software activation, please, note the activation
code ahove and proceed with Offline Activation under the menu
item "Help — License info and activation" Step 2. After completing
the activation enter the new License Key under the same menu item
"Help — License info and activation".

E-Mail: support@ncp de

Then the activation code will be generated and
displayed on the web site. Note the activation
code and continue the activation process under
the menu option “Help” / License info and
activation", by executing the second step of the
activation in the offline variant.

IF the Activation Server detects that you are
entitled to a newer software license and that the
license key agrees with the installed software,
then with the online activation the new license
key will be displayed automatically. If you
want to activate the new features then note the
new license key, conclude the activation
process, and then use the new license key.
(Please see the section “ Scenarios” at the end
of this section for more information in this
regard.)
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Software Activation Assistant X| The Second Step Of the Offl | ne
Offline Activation Vari ant iS trl ggered Vi a the
Whih step should be used 7 Monitor menu “Help” “License
info and activation”. After the
offline variant has been
selected, select the second step.

An Activation Assistant
window will open where you
can enter the activation code.
After you have entered the
activation code you can click
on “Next”.

Offline activation is concluded
with the following window.

Software Activation Assistant

State offline activation
Activation has been processed
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License Data xJ| After concluding the activation process, you
will see that you now have a correctly
activated full version, in the window for the
license data.

The number of the software version and the
number of the licensed version can differ if
the licensing is only valid for an older
version.

If you have received a new license key from
the Activation Server during the offline
activation process (see above in the display
of the activation code), then enter this
license key for alicense update, by clicking
on the “Licensing” button.

Software Licensing Assistant

In next window of the
B hounse ot Assistant, enter the new license
key and click on “Next”.

Software Licensing Assistant x| The Ilcense data W| I I be
Licensing stalus verified and then transferred.

Licensing has been processed.

Click on “Finished” when the
verification has been concluded.
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In the window with the license data you will
see that the number of the software version
and the number of the licensed version now

agree.

License Data
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4.7 Updates

Under the Menu option “Check for updates” in the Monitor menu under “Help” you
can check whether a version of the software that is newer than the version you have in-
stalled is available at NCP. Thisis also possible if atest installation has been installed.
If anewer version is available at NCP, then a software update is always possible. Infor-
mation on the performance range of the latest software is always available on the web
site:

http://www.ncp.de/english/services/whatsnew/index.html

The software update always costs money if the newer version is a major release, which
isindicated by the change on the first decimal place. For example: If aversion 8.26 is
installed and the next software version has the number 8.3 then a software update from
8.26 to 8.3, as well as use of the new features, will cost money. The new license key
was activated as described above under software activation. The new license key is ge-
nerated by entering the serial number and the update key that can be purchased locally
from the reseller, on the following web site:
http://www.ncp.de/english/services/updkeys/index.html

The software update always available free of charge if the newer version is aservice re-
lease, this is indicated by the change of the second decimal place. For example: If a
version 8.26 isinstalled and the next software version has the number 8.27 then a soft-
ware update from 8.26 to 8.27, as well as use of the new features, will be free of char-
ge. The new features can be used without activation with a new license key, as soon as
the new software has been installed. A service release contains bug fixes, an extension
of hardware support and compatibility extensions.

4.7.1 Software Updates

Software Update Wizard =j| After you have selected the
Welcome to the software update Wizard menu Optl on CheCk fOI‘
Do you want search for new software updates 7 "cp updates" yOU W| | I see the
adjacent window. In order to

Software Update Wizard check for new updates you will
Thiz wizard will assist in searching for new available software need an I nternet ConneCtl on. I f
updates for the NCP Secure Entry Client saftware, the Entl’y CI | ent W| I | be Used tO
;[;zs:gc.:h for new updates a connection to the internet is Set' Up the I nternet Connecti On,

then ensure that port 80 (for
HTTP) isreleased if the
firewall is active.

o
@
e
o
E
@
fut
>
fn
-
=
o
]
w
r=
iz
o=

< Back Next LCancel
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Proxy settings x| (If aproxy server will be configured in the

operating system, then these settings can be
transferred.)
If the proxy settings are correctly

configured, then click on “OK”. The
Assistant will now search for newly
available software updates via the Internet
connection.

Software Update Wizard

g hing F i 1 i i
Searching for a:r'ailable software updates. If a SOftWare Update IS aval I abl e
then it is displayed as shown in

the next window.

(In this case the version is
differentiated only via the build
number.)

Click on “Next” if you want to
use the more current version.

The new features are described
under:

http://www.ncp.de/english/services/whatsnew/index.html

pottwaellpdatelvizad Xl This downloads the installation

Upd f download
TI’E:a :;gale software has been successfully downloaded paCkage for the ne\NeSt
software.

Click on “Finished” to end the
Monitor and start the
installation of the software
update.

After starting the Install shield
Wizard select the installation
language (as you would for the
standard installation), and then
answer the update query with
“Yes'. Then the installation
NCP Secure Entry Client - InstaliShield Wizard j| Will be executed automatically.
It is concluded when you
reboot the computer.

=
=
=
=
o
@
7]
o

R e |
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5. Configuration Parameters

] With the IPSec client you can define and configure numerous individual profiles for
corresponding destinations, in accordance with your communication requirements.

In this section all parameter descriptions are listed and they are arranged in the same
sequential order as displayed in the monitor.
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5.1 Profile Settings

Upon clicking “Profile Settings” in the monitor menu, the menu is opened with an
overview of the definied profiles and the phonenumbers of the assigned destinations.

The buttons
—twaiable Profie |Qcated to the
Profile Name | Lirk type | Phaone number | ¢ Configurs | ”ght can be used
Headquarters ISON (1911996550 to add, remove,

Test connection IPSec native LaM Mew Eribry

copy and modify
Duplicate the entries of the
profiles.

Delete

Help

il

Cancel

ok

In order to define a new profile click on “Profile Settings” in the monitor menu under
“Configuration”. Upon doing so the menu opens displaying any defined profiles. Click
on “New Entry”. Enabeling the “Configuration Assistant”, which assists in the creation
of anew profile definition. All other parameters will be assigned default values.

To edit these default values, in order to fulfill the requirements of the profile, select the
desired profile and then “Configure” to gain access to the individual parameters. (See —
Profile Settings, Configure)

In order to duplicate a profile click on “Duplicate’

In order to delete a profile click on “Delete”.
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Parameterfolders:

Parameters which specify the connection via the profile to the destinations, are found
in the configuration folders. The name of the profile appears in the titel bar (see —Pro-
file Settings, Configure). Within the configuration folder the connection parameters
pretaining to this profile can be configured.

1 Basic Settings - -
Profile Settings  Headquarters

2 Dial-Up Network [ Basic Sel

] S ettings
Dial-Up Metwork,

Line Management

3 HTTP Logon IPSec General Settings
|dentities

4 Modem IP Address Azsignment

Remate Mebworks

. Certificate Check
5 Line Management Lirk Firgvall

6 IPSec General Settings
7 Advanced IPSec Settings

8 Identities

9 IP Address Assignment

10 Remote Networks

11 Certificate Check

12 Link Firewall
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5.1.1 Basic Settings

Profile Settings  Headquarters

B tings
Dial-lp Metwork,

Line Management =)

IPSec General Setiings =)
|dentities

IP Address Aszighment

Remate Metworks

Certificate Check

Link Fireweall

In the folder “ General” enter “ Profile name” , the “* Communication type” and the “ Com-
munication medium” you wish to use and is available to Windows.

Parameters:
L Profil name
L1 Connection type
L] Communication medium
[ Use this entry for automatic media detection
[J Use Microsoft RAS-Dialer

[J Use this phonebook entry after every system reboot
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[ ] Profile name
When entering new profiles you should enter a unique name for each profile. The profi-
le name may include any character or number as desired up to a maximum of 39 char-
acters (including spaces).

] Connection type
Alternatively there are two connection types available with the IPSec client:

VPN to IPSec correspondent

In this case you dial into the corporate network (or into the gateway) with the IPSec
client. A VPN tunnel is set up for this.

Internet connection without VPN

In this case only use the IPSec client for dialing into the Internet. Here the Network
Address Translation (IPNAT) continues to be used in background so that only those
data packets are accepted that have been requested.

[ | Communication medium

Commutization madium Y ou can select the communication

[1sDN =] medium for each profile, provided that
you have the required device installed on
your PC and recognized by Windows.

tadem
L& [over 1P)

«D5L [FPPoE)

PFP ower CAFI

GFRS /UMTS

wiLaM

Autornatic media detetion
FPTP

Ext. Dialer

ol

ISDN

Hardware: ISDN device;
Network: ISDN;
Remote destination: appropriate ISDN support;

Modem

Hardware: Asynchronous modem (PCMCIA modem, GSM adapter) with COM Port
support;

Network: PSTN (also GSM);

Remote destination: Modem or ISDN device with digital modem;
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LAN (over IP)

Hardware: LAN adapter;
Networks: Ethernet or Token Ring based LAN;

xDSL (PPPOE)

Hardware: Ethernet adapter;
Networks: Broadband (e.g. ADSL);
Remote destination: Access Router in the xDSL;

xDSL (AVM — PPP over CAPI)

If an AVM Fritz DSL card isto be used then this communication medium may be sel ected.
AVM specific initialization strings may be entered in the field “Destination Phone
Number” (“Dial-Up Network” group) for the connection. It is recommended to use the
standard setting “xDSL (PPPoE)” with Windows operating systems as this provides di-
rect communication over the network interfaces. No additional network card is necessa-
ry with the AVM Fritz! DSL card.

Networks: Broadband (e.g. ADSL);
Remote Destination: Access Router in the xDSL

GPRS / UMTS

If amobile (cellular) telephonesisto be used (GRPS) then this communication medium
may be selected. Note the description under “Installation Prerequisites” to “ Analog mo-
dem”.

PPTP

Microsoft Point-to-Point Tunnel Protocol;
Hardware: Ethernet-Adapter, xDSL Modem;
Networka: xDSL;

Remote destinations: Access Router in the xDSL;
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WLAN

Hardware: WLAN adapter;
Networks: WLAN;
Other sides: Access Point;

The WLAN connection type can only be used under Windows 2000/XP. Under Win-
dows 98/NT the adapter for a wireless LAN (WLAN adapter) is handled precisely the
same as a normal LAN adapter. In other words select “LAN (over IP)” as connection
type for WLAN in this case as well. The WLAN card tool is used for this or the Win-
dows tool for configuring the WLAN connection can be used.

5

Under Windows 2000/XP the WLAN adapter can be operated with the connection type
“WLAN”. In the monitor menu the special “WLAN settings” menu option is displayed
where the access data for the wireless network can be saved in aprofile. If this“WLAN
configuration” is activated, then the management tool of the WLAN card must be deac-
tivated. (Alternatively the management tool of the WLAN card can also be used; in this
case the WLAN configuration in the Monitor menu must be deactivated.)

If the connection type WLAN is set for the destination system in the phonebook, then
under the graphic field of the Client Monitor an additional area is shown where field
strength and the WLAN network are displayed (see -> WLAN Settings).

Ext. Dialer

If this connection type is set, then a pre-configured EXE file (e.g. the iPass dialer) will
start when you press the “Connect” button. This EXE file must first set-up the connec-
tion to the Internet and then trigger the set-up of the VPN connection to the client via
“RWSCMD / connect”. In this case our dialer worksin LAN mode.

This connection type will only work with manual connection setup.

With connection type “Ext. Dialer” in order not save yourself the trouble of entering
the complete path for the dialer in the DAT file, alternatively the path can be read out
of the registry. Two new INI entries have been created to detect the path for the dialer.
Under “DialerExec” the EXE name of the dialer is all that must still be entered.

Example for Ipass:
The installation path of the Ipass dialer, “ Software\l pass\iPassConnectEngine” is loca-
ted in the registry, under “InstallPath”. The EXE file must be entered manually:

DialerInstallPathKey
DialerInstallPathvValue
DialerExec

Caption

Software\Ipass\iPassConnectEngine
InstallPath

IPassConnectGUI.exe

iPassConnect
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Automatic media detection

If different connection types are used in alternation, such as modem and ISDN, then
manual selection of the destination system with the respectively available connection
medium is not necessary, if a destination system has been configured for “Automatic
media detection”, and in each case a destination system with the alternatively available
connection types, such as modem and ISDN has been sel ected.

Profile Settings Headquarters In thisregard ensure that the
destination system with
automatic media detection is
configured with all parameters
necessary for the connection to
the VPN Gateway (particularly

[ Basic Settings

Prafile name :
IHeadquarters

Li agel

|PSec General Settings
|dentities

IF Address Assignment

Remote Networks
Certificate Check
Link. Firewsal

Connection type
PN connection to IPSec gateway
" |ntemet connection without YPM

Communication medium

IAulnmahc media detetion j

I | Wse thisprafile for automatic mediadetection
™ Use this profile after every system rehoot

the IP address of the VPN
gateway), on the other hand the
destination systems with the

Use Microsoft RAS-Dialer Inevel = aj ternatl ve Connectl on types
bp o ] e || Must be configured in such a
manner that each desired
Profile Settings  Headguarters

o
Line Management
IPSec General Settings
Identities

— Bazic Settings

PErofile name:

IHeadquarlErs

Communication medium

connection type (possibly the
modem parameters as well) is
set and the function “Entry for

IP Addiess Assighment Connection type automatic med| a detecﬂ On” IS
Remate Metworks = VPN tion ko[PS §

Cortioate Chock connection to IPSec gateway activated

Lirk Firewall = Intemet conhection withaut VPN *

[50n B || Inaddition for the respective
¥ {ze thiz profile for automatic media detectiore connection medium thei nput
™ Use this profile after every system rshoot .
Voot C ee 7 | datatothe ISP must besetin
se Microsoft BAS-Dialer : never - . .
the “Network dial-in parameter
Help | 0K I LCancel | fl el d

For connection setup the Client automatically detects which connection types are cur-
rently available and selects the fastest of these, and if there are multiple alternative
transmission paths it automatically selects the fastest. The connection type priority is
specified in the following sequence in a search routine: 1. LAN, 2. WLAN, 3. DSL, 4.
UMTS/GPRS, 5. ISDN, 6. MODEM. The incoming data for the connection for the ISP
are transferred from the phonebook entries that have been configured for automatic me-
dia detection.

[ | Use this profile after every system reboot
Normally after arestart the Client Monitor opens with the last profile used. If this func-

tion is activated, then the profile referred to here is loaded after a system re-start, re-
gardless of which profile was last used.

In order to setup a connection, this profile can also be selected manually. assumed that
the VPN parameters have been configured correctly.
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] Use this phonebook entry after every system reboot

Normally after arestart the Client Monitor opens with the last profile used. If this func-
tion is activated, then the profile referred to here is loaded after a system re-start, re-
gardless of which profile was last used.

[ | Use Microsoft RAS-Dialer

Microsoft’s RAS Dial-Up Networking can be used for dialing in to an ISP. Thisis ne-
cessary when then access point requires a dial-up script. The RAS Dial-Up Networking
supports this script. The option “Use Microsoft RAS Dialer” is located in the Client’s
Phonebook under Destination. The RAS Script file including its path and name can be
entered in the parameter folder “Dial-Up Network” (see -> RAS Script file).

With the “Never” setting the NCP Dialer is used exclusively to dial-in. If the data com-
munications dialer will be used “only for script dial-in”, then select this option. For a
dial-in point that does not require a script, the system automatically switches to the
NCP Dialer. If the data communications dialer will always be used, then the appropria-
te setting must be made.
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5.1.2 Dial-Up Network

Profile Settingz  Headgquarters

Dial-Up Metwork,

Line Management
IPSec General Settings
|dentities

IP Address Assignment
Femote Networks
Certificate Check

Link. Fireveall

0911336820

I

identify you when accessing the destination. From a technical standpoint these two items are
included as part of the PPP negotiation to the ISP (Internet Service Provider). If the Commu-
nication media “ LAN over IP” has been selected, then this folder will not appear since these
parameters are not relevant for LAN operation.

@ This folder contains the parameters Username and Password, which are needed to properly

Parameters:
[J Username
[J Password
] Save password
LI Destination phone number
LI Alternate destination phone numbers

LI RAS script file
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| Username

This parameter is used to identify yourself to the remote Network Access System
(NAS) when establishing a connection to your destination, or alternatively to your In-
ternet Service Provider (ISP) if you are communicating across the Internet. The userna-
me may consist of up to 254 characters. Normally the username will be assigned to you
by your destination (e.g. your company Headquarters, User Help Desk, Internet Service
Provider, etc.), because it must be supported and accepted by the NAS, Radius or
LDAP server for authentication purposes.

[ ] Password

This parameter is used for identifying yourself to your Internet Service Provider (1SP)
if the Internet is used. The password can include up to 128 characters. Normally the
password will be assigned to you by your destination (e.g. your company Headquarters,
User Help Desk, Internet Service Provider, etc.), because it must be supported and ac-
cepted by the NAS, RADIUS or LDAP Server for authentication purposes.

Upon entering your password all characters will be displayed as an asterisk (*) in order
to keep them from being detected by someone else. Therefore it is necessary to be very
careful that you enter your password exactly the way in which it was assigned to you
(also with regards to the use of upper case and lower case characters).

If the user chooses not to enter and save the password he will be prompted to manually
enter it with every connection attempt.

[ ] Save password

This parameter should be activated when it is desired that the Password (if entered) is
to be stored. Otherwise it will be removed from memory when (re)booting the PC or
changing the profile. Default is the activated function.

Important: For security purposes you must be aware that should some unauthorized
person use your PC, they will be able to use your password. Therefore caution should

be used when your PC is left unattended.

[ | Destination phone number

Y ou must define a phone number for those destinations using ISDN/PSTN/GSM other-
wise the Client will not be able to dial up and establish a connection to the destination
or ISP. The phone number must be entered exactly in the same manner as if you were
dialing the number from a telephone. You must enter any required prefixes, country
codes, area codes, extensions, etc. etc.
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In order to acquire an outside line when communicating viaa PBX it is necessary to de-
fine an “Outside Line Prefix” (see —Outside Line Prefix) in the monitor menu “Confi-
guration”.

Example: Making a connection from Germany to UK:

00 (gets you an international line when dialing from Germany)
44 (thisis the country code for United Kingdom)

171 (prefix for London)

1234567 (the number you want to reach)

The following number will be used by the Client for dialing purposes and it will be dis-
played in the Phonebook as follows: 00441711234567.
The destination phonenumber may include up to 30 characters.

| Alternate destination phone numbers

It could be that the destination you want to communicate with uses a Network Access
System (NAS) that is equipped with multiple phone numbers. If thisis the case, then it
may be useful to enter more than one phone number for the destination if for example
the primary Destination Phone Number is occupied. The alternate destination phone
number(s) can be entered following the primary destination phone number and separa-
ted by acolon (2).

A maximum of 30 digits can be entered in the Destination phone number field. The I P-
Sec client supports a maximum of 8 alternate phone numbers.

Example: 00441711234567:00441719876543
The first number is the primary Destination Phone Number and will always be dialed
first. The second number is the Alternate Destination phone number and will be dialed

when a connection to the primary number is not possible.

Important: This will only work if the protocol settings associated with alternate Desti-
nation phone number are the same as the primary Destination phone number

] RAS script file

If Microsoft’s RAS Dial-Up networking is to be used, the RAS script file including its
path and name must be entered.

(See —Basic Settings, Use Micosoft RAS-Dialer)
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5.1.3 HTTP Logon

Profile Settings  Headquarters

HTTP Lagon

Line Management
IPSec General Settings
|dentities

IP Address Assignment
Remate Mebworks
Certificate Check

Lirk. Firewaall

field. Centrally created logon scripts and the stored logon data can be transferred from the

@ The automatic HTTP logon can be executed automatically with the settings in this parameter
access point hotspot without opening a browser window.

You must agree to the terms and conditions of the HotSpot operator in order to set up the

@ Please note that there are charges associated with the connection via a HotSpot operator.
connection.

Parameters:
[J User name | HTTP Logon
[ Password | HTTP Logon
L1 Save Password | HTTP Logon

LI HTTP Authentication Script | HTTP Logon
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The logon at the HotSpot is automated with these data. Thisis executed as follows; for
a connection setup to the Access Point an HTTP redirect to the Client with a website
for logon is executed from the Access Point. Instead of a browser start for HTTP au-
thentication, the authentication occurs automatically in background, with the entries
made here.

For script driven logon you can use a script from the installation directory
<install>\scripts\samples

and you can modify it for other HotSpots

For the WLAN connection type the authentication data for the HotSpot are transferred

from the WLAN settings.

| Username | HTTP Logon

Thisisthe user name that you have obtained from your HotSpot operator.
[ | Password | HTTP Logon

Thisisthe password that you have obtained from your HotSpot operator. The password
is concealed with asterisks (*) when entered.

| Save Password | HTTP Logon
After the password has been entered it can be saved
[ ] HTTP Authentication Script | HTTP Logon

Click on the Browse button [...] to select the saved logon script.
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5.1.4 Modem

Profile Settings  Headquarters

Dial-Up Metwork,

I odem

Line Management
IPSec General Settingz
|dentities

IP &ddress Azsignment
Remate Mebworks
Certificate Check,

Lirk. Firevaall

This parameter field is only displayed if your selected communication medium is “ Modem”™ .
@ All necessary parametersfor thislink type arelisted here.

Parameters:
L) Modem
L] COM Port
L] Baud Rate
[J Release COM Port
I Modem Init. String
L Dial Prefix
LJAPN

LJSIM PIN
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| Modem
This field will view the modem(s) installed on your PC. Select the required modem.

Selecting a Modem causes the corresponding COM Port and Modem Init. String for
this Modem to be automatically entered in the appropriate Phonebook Link Definition
parameter fields.

All other parameters for this communication media can be configured in the control pa-
nel of your PC.

Note: We recommend that you install your Modem prior to installing and configuring
the Secure Client. In this case the Secure Client will automatically use the driver and
values installed with the M odem.

[ | COM Port

In this field you can define the COM Port to be used by your Modem. Normally when
you install a Modem under Windows the COM Port will be defined during the installa-
tion of the Modem. If you then select Modem under the Link Definition field, the COM
Port already assigned to the Modem will be automatically enter in the COM Port field.

Note: We recommend that you first select the appropriate modem in the field “Mo-
dem”. Thereafter the Secure Client will automatically import and use the pre-defined
COM Port.

[ ] Baud Rate

Baud Rate refers to the transmission rate between the PC’'s Com Port and the Modem.
If for example your Modem is able to transmit data at 14.4 Kbits, then the Baud Rate
should be set to 19200 (factory default setting).

The following rates may be selected:
1200, 2400, 4800, 9600, 19200, 38400, 57600 und 115200

[ | Release Com Port

If you are using an analog modem for communications in conjunction with the 1PSec
client, it may be desirable upon conclusion of each communications session to release
the Com Port for other communication applications (e.g. Fax, Answering Machine). As
long as this parameter is set to “OFF” (factory default setting), the Com Port will be as-
signed exclusively to the Secure Client, and no other application will be able to use it.
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u Modem Init. String

AT commands can be required, depending on the mobile (cellular) phone or modem
and the link mode. For these commands, refer to the respective user manual or obtain
the information from your telco or provider. Complete each command with <cr> (Car-
riage Return).

[ | Dial Prefix

This field is optional. Normally it will not be necessary to enter anything in this field,
provided that your modem has been properly installed and is available to the client as a
standard communications driver. However, if it is desirable to enter a“Dial Prefix”, re-
fer to your Modem manual for more detailed information.

Following are some examples of Dial Prefixes:

ATDT
ATDP
ATDI
ATDX
u APN
The APN (ACCESS PO'nt Piofile Settings  Headguarters
Name) is required for the Base Sefings [ Hodem
. . i |
GPRS and UMTS dial-in. | [z -
You obtain this name from | [[Fse aea seings o E
Identities Com Port: [T B
your provider. The APN is | |IPadiess assigmment Baud Rt B T
. L. Femote Metworks = .
used particularly for admini- | {Esticate theck Relasss ComPort: [0 |
Il Irewal
Strative purposes_ b adem Irit. Sting : |
Dial Prefis - |

AN [
Slt PIM AT command : IAT+CF‘IN=
SIMPIN: [

Help | Ok I Lancel

] SIM PIN

If you use an SIM plug-in
card for GPRS (UMTS also),
then enter the PIN for this
card here. If you use a mobi-
le phone, then this PIN must
be entered on the mobile
phone.
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5.1.5 Line Management

Profile Settings  Headquarters

Line M anagernent

IPSec General Settings 4 |_
Advanced IPSec options ) 100

|dentites O

IP Address Assighment
Remate Networks
Certificate Check

Link. Firevaall

In the “ Line Management” you can define the Connection Mode as well as Timeout values
used for automatically disconnecting the link.

If the client is using the communication medium ISDN you can activate channel bundling in this
folder. In order for channel bundling to work requires that your PC be equipped with a communi-
cations device that supports multiple ISDN B-Channels. It is also necessary that the Network
Access System that you are communicating with supports the same number of channels.

The required authentication before VPN connect is assigned by the network of the hotspot
operator.

Parameters:
[J Connection Mode
I Inactivity Timeout
L1 Voice over IP (VolP) setting priorities
LI PPP Multilink
LI Multilink Threshold
L] EAP Authentication

LI HTTP Authentication
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[ | Connection Mode

Y ou can define how the client builds a link viathe profile to the destination. There are

three Modes to select from:

automatic = (default) Means that the Secure Client will automatically ac-
tivate a connection in accordance with your application pro-
gram requirements to the profile setting. A disconnect also
occurs automatically, provided that the Inactivity Timeout
parameter is set to any value other then zero.

manual = Means that you must manually activate a connection. Dis-
connect will be activated by the Inactivity Timeout provided
that this parameter has been set to any value other the zero
(0).

variable = When this mode is selected, the connection must be estab-

lished “manually”. Subsequently, the mode adapts according
to the manner in which the connection was terminated:

— If the connection was terminated as a result of a timeout,
then the following connection will be automatically initiated
as required.

— If the connection was terminated manually, then the follo-
wing connection must also be established manually.

\ Important: When setting the Connection Mode to “Manual” you should also set the In-

@ activity Timeout parameter to any value other than zero (0) in order for an automatic

disconnect to be made. Otherwise you may incur unnecessary communication costs if a
Disconnect is not executed.

[ | Inactivity Timeout

This parameter is for setting the time delay to be used following the last transmission
of data before automatically executing disconnect. Time is expressed in seconds. Possi-
ble settings are from 1 to 65356 seconds. The default value is“100"..

If your communications connection (regardless of link type) receives a Charge/Unit im-
pulse from the network provider, this will be used by the Secure Client Timeout feature
for achieving an optimal disconnect time with regard to the value set in the Inactivity
Timeout. This optimized timeout feature will further help to reduce communication
costs.

Note: In order for the Inactivity Timeout to be activated it is necessary to enter any va-
lue from 1 to 65356. The value “0" (zero) means that no automatic timeout (disconnect)
will be executed. When the Inactivity Timeout is set to "0" (zero) you must manually
execute Disconnect.

Important: The Inactivity Timer only begins counting down after the last data trans-
@ mission and after any communications handshaking has stopped.

B
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[ ] Voice over IP (VoIP) setting priorities

If this Client is used for communication with Voice over IP, then this function should
be activated in order to send and receive the voice data without delay and without di-
stortion.

[ ] PPP Multilink

When using PPP Multilink the Secure Client can bundle up to 8 ISDN B-Channels,
therefore in order to take advantage of this your PC must be equipped with the necessa-
ry number of ISDN BRI (Basic Rate Interface) ports.

In order for Multilink to work requires that your PC be equipped with an ISDN device
that supports multiple ISDN B-Channels. It is also necessary that the Network Access
System (NAS) that you are communicating with support Multilink operation. When
using PPP Multilink additional costs will be incurred for each B-Channel used.

This parameter defines how additional links will be added if requested. There are 3
possible settings:

of f (default setting)
TX (links are added according to the bit rate demanded by the transmitter)
Rx (links are added according to the bit rate demanded by the receiver)
TXRX (links are added according to the bit rate demanded by both transmitter
and receiver.
] Multilink Threshold

This parameter tells the client the bit rate (as a percent of the current bit rate) at which
anew link (B-Channel) is to be added. Possible settings are from 1 to 100. The default
setting is“20". The Threshold setting is common to both transmitter and receiver.

In order for this value to be activated it is necessary to have Tx, Rx or TxRx under PPP
Multilink selected.

Important: In order for PPP Multilink to work it must be supported by the destination’s
Network Access System.+
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[ ] EAP authentication

If the Client must authenticate itself at the Access Point (HotSpot) with EAP (Extensi-
ble Authentication Protocol), then this function must be activated. It means that for this
destination system the EAP configuration in the Monitor menu under “EAP options’
will be used.

Please note that the EAP configuration in the monitor menu is valid for all destination
@\ systems and must be switched active if this link-specific setting will be effective.
EAPisused if an Access Point is used for the wireless LAN that is 802.1x capable, and

it demands a corresponding authentication. This can prevent unauthorized users from
plugging into the LAN viathe hardware interface.

After configuration of the EAP a status display must appear in the graphic field of the
Monitor. If thisis not the case then the EAP configuration must be switched active in
the Monitor menu. Double click on the EAP icon to reset the EAP. Then the EAP isre-
negotiated.

[ | HTTP authentication

This function must be activated for automatic HTTP authentication at the access point
(HotSpot).

For this an additional parameter field “HTTP Logon” must be switched on in the pho-

nebook, where the authentication data can be entered thereafter (see -> Next parameter
field).

The HTTP logon is not switched on in the phonebook for a link with the connection
@ type WLAN! Instead, activation of this function causes the authentication data from the

WLAN settings in the Monitor menu to be used for this destination system.
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5.1.6 IPSec General Settings

Profile Settings  Headquarters

n.0.00

|dentities
IP Address Aszighment

Remote Networks avtornatimode 1

Certificate Check

Lk Freva - asonatomose B

Vontoce =
e B

the policiesto be used for the IPSec connection in the negotiation of phase 1 and 2. Using the
automatic mode, the client accepts the poalicies assigned by the gateway. Should the client use
its own policies as the initiator of the connection, you have to configure them with the policy
editor. The advanced options could be used according to the requirements of the gateway.

@ In this parameter folder you enter the IP address of the gateway. Furthermore you determine

Parameters:
LI Gateway I Exch. mode
LI IKE Policy LI PFS group
I 1PSec Policy

[ Policy lifetimes

L1 Policy editor
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[ | Gateway

Thisisthe IP address of the |PSec gateway. Y ou receive the address from your admini-
strator as an |P number, if the gateway has a permanent official IP address — or as a
string “hostname” that is mapped to a dynamic IP address from the Internet Service
Provider.

IP address: The address is 32 bits long and consists of four numbers separated by pe-
riods.

Name (String): Enter the name which you have received from your administrator. This
isthe DNS Name of this gateway which is stored by the DynDNS service provider.

A second gateway can be entered in the same syntax after a comma.

[ ] IKE Policy

The IKE policy is selected from the list box. All IKE policies that you set up with the
policy editor are listed under IKE policy. The policies appear in the box with the name
that you specified in the configuration.

You will find two pre-configured policies in the policy editor under IKE policy as
“Pre-shared Key” and “RSA Signature”. Contents and name of these policies can be
changed at any time, i.e. new policies can be added. Every policy lists at |east one pro-
posal for authentication and encryption algorithms (see —IKE Policy (editing)). This
means that a policy consists of different proposals. There are functional differences be-
tween these two IKE policies by using a static key or an RSA signature (see —Ex-
amples and Explanations, I1PSec, IKE Modes).

The same policies with their affiliated proposals should be valid for all users. This me-
ans that on the client side, as well as on the server side, the same proposals for the poli-
cies should be available.

Automatic mode: In this case it is not necessary to configure the IKE policy in the “IP-
Sec Configuration”. It will be assigned by the remote site.

Pre-shared Key: This preconfigured policy can be used without PKI support. The same
“Static Key” is used on both sides (see — Pre-shared key, Shared secret in the parame-
ter folder “Identity”).

RSA Signature: This preconfigured policy can only be set with PK| support. Implemen-
tation of the RSA signature as additional strong authentication only makes sense when
using a Smart Card or a soft certificate.
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[ ] IPSec Policy

The IPSec policy is selected from the List box. All IPSec policies that you set up with
the policy editor are listed under |PSec policy. The policies appear in the box with the
name that you specified in the configuration.

Two IPSec policies differ according to the 1PSec security protocol AH (Authentication
Header) or ESP (Encapsulating Security payload. Because the IPSec mode with AH
security is totally unsuitable for flexible remote access, only an |PSec policy with ESP
protocol, “ESP - 3DES - MD5", is preconfigured and comes standard with the software
(see — Examples and Explanations, 1PSec, AH and ESP).

Every policy lists at least one proposal for authentication and encryption algorithms
(see = 1PSec Policy (editing)). This means that a policy consists of different proposals.

The same policies with their affiliated proposals should be valid for all users. This
means that on the client side, as well as on the server side, the same proposals for the
policies should be available.

Automatic mode: In this case it is not necessary to configure the IPSec policy with the
policy editor. It will be assigned by the destination.

ESP - 3DES - MD5 (or other policy name): When selecting the name of the pre-confi-
gured |PSec policy the same policies with their affiliated proposals should be valid for
all users. This means that on the client side, as well as on the server side, the same pro-
posals for the policies should be available.

[ ] Exch. mode

The Exchange Mode determines how the “Internet Key Exchange” should proceed.
Two different modes are available; Main Mode also referred to as Identity Protection
Mode and the Aggressive Mode. These modes are differentiated by the number of mes-
sages and by their encryption.

Main Mode: in Main Mode (standard setting) six messages are sent over the Control
Channel and the last two messages are encrypted. The last two messages contain the
username, the signature or a hash value. Thisiswhy it is also known as Identity Protec-
tion Mode.

Aggressive Mode: in Aggressive Mode only three messages are sent over the Control
Channel and nothing is encrypted.

[ | PES group

With the selection of one of the offered Diffie Hellman groups it is determined whether
acomplete Diffie Hellman, (DH Group), key exchange (PFS, Perfect Forward Secrecy)
should occur in Phase 2 in addition to the SA negotiation. The Standard is “none”.
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Policy lifetimes

The lifetime of the policies defined here are |[EIEETES
applicableto all the policies.

[ ] Duration

000:02:00:00

The number of Kbytes or the size of the
time interval can be adjusted.

000:02:00:00

Policy editor

IPSec Configuration Thismenu itemis
clicked for configuring
=37 IKE Policy policies and, if
: T F'le-sared Key necessary, astatic
E| %1 IP5ec Policy Secure POllcy Database.
“-¥F ESP-3DES -MDS A configuration window
will open displaying the
branch with the policies
and the Secure Policy
Database as well as
buttons for operation in
the right-hand part of the
configuration window.

Use the mouse to select the policy whose values are to be modified. The buttons will
then be active. The (default) values of the policies can be edited, i.e. the parameters
can be set or modified according to the requirements for the link to the defined
destination

Configure

If you want to change any Policy or SPD data and parameters, start by selecting the ap-
propriate name and then click on the “Configure” button. Upon doing so a folder opens
and displays the IPSec parameters.

New Entry

In order to define a new Policy or SPD, select one of the Policies or the SPD and click
on “New Entry”. The new Policy/SPD is entered. All parameters are assigned a default
value except the Name.
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Duplicate

You may want to use an existing Policy or SPD for the basis of a new one, however
with some slight modifications. In order to do so first select the Policy or SPD to be
duplicated and then click on the “Duplicate” button. Upon doing so a parameter folder
will open. You must now enter a new name for this group and then click on “OK”. A
new Policy or SPD is now created with parameters identical to those that were dupli-
cated except for the Name.

Delete

If you want to delete a Policy or SPD from the IPSec configuration tree select the ap-
propriate group and then click on the “Delete” button. Upon executing “Delete” the Po-
licy or SPD will be permanently deleted.

Close
When you click on “Close” the IPSec folder closes and returns to the Monitor.

IKE Policy (edit)

IKE Policy X] 'I_'he parametersin this
field relate to phase 1 of
the Internet Key Exchange

Name : [Pre-shared Koy (IKE) with which the con-
Authentication I Eneryption I Hazh I OH Group I trol channel for the SA ne-
Freshared Koy AEG 1286 GHA  DH-Group 2 (1024 Bif gotiation was established.

You determine the IKE
mode (Exchange Mode),
main mode or aggressive

mode, in the Phonebook

Authentication : IF'leshaled Key j Add under “ IPSec General Set-
Enciyption : IAES 128 Bit j Fee | ti ngs .
Hash: SHA - -

= | -] The IKE policies that you
DH Group : {DH-Group 2 (1024 Bit) =] configure herewill beli-

sted for the policy selecti-
Help | ok I LCancel | on. poticy

Contents and name of these policies can be changed at any time, i.e. new policies can be ad-
ded. Every policy lists at least one proposal for authentication and encryption algorithms.
This means that any policy can consist of several proposals.

The same policies with their affiliated proposals should be valid for all users. This means
that on the client side, as well as on the server side, the same proposals for the policies should
be available.

You can extend the list of proposals or delete a proposal from the proposal list by using the
buttons “ Add” and “ Remove” .
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] Policy Name | IKE Policy

Give this policy a name over which later an SPD can be allocated.

[ | Authentication | IKE Policy

Both sides must have been successfully authenticated in order to establish a control
channel for phase 1 (IKE Security Association).

The authentication mode is limited to the use of pre-shared keys. This means for mutu-
al authentication a static key isused. You define this key in the parameter folder “Iden-
tity”.

[ ] Encryption | IKE Policy

Symmetrical encryption of messages 5 and 6 in the control channel occurs according to
one of the optional encryption algorithms if Main Mode (“ldentity Protection Mode")
is used. Choices are DES, 3DES, Blowfish, AES 128, AES 192, and AES 256.

[ | Hash | IKE Policy

This is mode that determines how the hash value over the ID is formed, or in other
words this determines which hash algorithm is used in the IKE negotiation. Choices
are: MD5 (Message Digest, version 5), SHA (Secure Hash Algorithm), SHA 256, SHA
384 and SHA 512-hit.

[ ] DH Group | IKE Policy

The selection of one of the offered Diffie Hellman groups determines the level of secu-
rity for the key exchange in the control channel. Later a symmetrical key will be gene-
rated according to this selection. The higher the DH group the more secure the key ex-
change will be.
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IPSec Policy (edit)

IPSec Policy xj| The!PSecpolicies (Phase
2 parameters) that you con-
figure here will be listed

for the policy selection.

Wame : |ESP - 3DES - MD5

Protocal

| Tranzfarm | MHaone |
ESP SE S

AES 128 Bit The same policies with
their affiliated proposals
should be valid for all
users. This means that on
the client side, aswell as

Frotocal ; IESF‘ j Add on the server side, the
Tranzformn : IAES 128 Bit j E— | §ame propo&al sfor j[he po-
- licies should be available.
Authentication : I MD5 j
You can extend the list of
| | proposals or delete a pro-
Help e Lancel posal from the Proposal
List by using the buttons
“Add” and “ Remove” .
[ | Policy Name | IPSec Policy

Give this policy a name over which an SPD can later be allocated.

] Protocol | IPSec Policy
The fixed default value is ESP.

[ ] Transformation (ESP) | IPSec Policy
One can specify which encryption algorithms (DES, Triple DES, Blowfish, AES 128,
AES 192, and AES 256) are to be used within the ESP (Encrypted Security Payload).
Multiple IPSec proposals with different security combinations can be defined.

[ ] Transformation (Comp) | IPSec Policy
IPSec compression. The data transmission with 1PSec can also be compressed as in
transfer without IPSec. This enables a maximum threefold increase in throughput. After
selecting the “Comp” (compression) protocol you can select between LZS and deflate
compression.

] Authentication | IPSec Policy

The authentication mode can be specifically set here for the security protocol ESP.
Choices are: MD5, SHA, SHA 256, SHA 384 and SHA 512-bit
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5.1.7 Advanced IPSec Options

Profile Settings  Headquarters

Bazic Settings
Line Management
IPSec General Settings

Advanced |P aplions
|dentities

IP &ddress Azsignment
Remate Mebworks
Certificate Check,

Lirk. Firevaall

@ In thisfiled you can enter further |PSec settings.

Parameters:
[J Use IP compression (LZS)
[ Disable DPD (Dead Peer Detection)

[J Force UDP Encapsulation
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u Use IP compression (LZS)

The data can be compressed in order to increase transmission rates. By enabeling com-
pression the throughput can be increased to up 3 times that the regular transmissions
without compression.

[ | Disable DPD (Dead Peer Detection)

DPD (Dead Peer Detection) and NAT-T (NAT Traversal) are automatically executed in
the background if supported by the destination gateway. The |PSec client uses DPD to
check, in regular intervals, whether the other side is still active. If the other side isin-
active, then an automatic connection-disconnect occurs.

With this function you can disable DPD.

[ | Force UDP Encapsulation (Port 4500)

With UDP encapsulation only port 4500 should be released on the external firewall,
(this is different than the situation with NAT Traversal or UDP 500 with ESP). The
NCP Gateway detects UDP encapsulation automatically.

If UDP encapsulation is used then the port can be freely selected. Standard for |1PSec
with UPD is port 4500, for IPSec without UDP port 500.
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5.1.8 ldentities

Profile Settings  Headquarters

Bazic Settings

HTTF Logon -
L Henogeneri Poggess
IPSec General Settings b= IF Address B
|dentities

IP Address Aszignment

Remate Mebworks

Certificate Check,

Lirk. Firevaall

@ According to the security mode setting IPSec a more detailed parameter setting can take
place.

Parameters:
LI Type | Identity
LIID | Identity
[ Use pre-shared key
[J Use extended authentication (XAUTH)
LI Username | I dentity
[ Password | Identity

[J Use access data from configuration
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u Type | Identity

For IPSec there is a differentiation of incoming and outgoing connections. The value
that the initiator selected as ID for outgoing connection must also be selected by the re-
cipient as the ID for incoming connection.

The following ID Types are available:
— P Address
— Fully Qualified Domain Name
— Fully Qualified Username
(entspricht der E-Mail-Adresse des Benutzers)
— IP Subnet Address
— ASNL1 Distinguished Name
—ASN1 Group Name
— Free String used to identify Groups

[ ] ID | Identity
For 1PSec there is a differentiation of incoming and outgoing connections. The value
that the initiator selected as ID for outgoing connection must also be selected by the re-
cipient as the ID for incoming connection.

According to the selected ID type the character string i.e. the address range (with mi-
nus “-”) must be entered in this field.

[ ] Use pre-shared key
The pre-shared key is a string of the max. length of 255 characters. Any (al pha)nume-
ric characters can be used. If the other side expects a pre-shared key during the IKE
negotiation, then this key must be entered in the field “ Shared secret”.

Please confirm the shared secret in the field below. The same pre-shared (static) key
must be used at both end points of the communication.

| Use extended authentication (XAUTH)
The authentication for “IPSec Tunneling” can be dealt with utilizing extended authenti-
cation (XAUTH protocol, Draft 6). If “XAUTH” isto be used, and supported by the ga-
teway, enable “Use extended authentication (XAUTH)". In addition to pre-shared key,
username and password can be defined:

Username = Username of the IPSec user

Password = Password of the |PSec user
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] Username | Identity

Contact your System Administrator for your “Username”. The name can be up to 256
characters long.

Note: This parameter pertains only to accessing the gateway at the remote site.

] Password | Identity

Contact your System Administrator for your “Password” for XAUTH. The password
can be up to 256 characters long.

Note: This parameter pertains only to accessing the gateway at the remote site.

[ ] Use access data from configuration

Y ou can select one of the following methods for authenticating the VPN tunnel against
the gateway:

Use access data from configuration:
The VPN tunnel will be authenticated based on the User ID and Password entered in
the respective fields above.

Use access data from certificate field “e-mail”:
The VPN tunnel will be authenticated based on the contents of E-Mail field of the se-
lected certificate.

Use access data from certificate field “cn”:
The VPN tunnel will be authenticated based on the contents of “Customer” field of the
selected certificate.

Use access data from certificate field “serial no.”:
The VPN tunnel will be authenticated based on the contents of “Serial No.” field of the
selected certificate.
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5.1.9 IP Address Assignment

Profile Setting:  Headgquarters

Baszic Settings

HTTF Logon

Line Management
IPSec General Settings

Femote Networks - 0.0.0.0
Certificate Check.
Lirk. Firewall 255.256.255.0

In this parameterfield you can determine how to assign IP addresses. Moreover the server,
assigned automatically by the PPP negotiation, can be changed with an alternativ server.
Therefore the network settigs of the operation system must be switched to DNS mode.

Parameters:
[J Use IKE Config Mode
[J Use local IP address
[J Manual 1P address
LI DNS/WINS
LI DNS server
[ WINS server

[0 Domain Name
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u Use IKE Config Mode

IP addresses and DNS servers are assigned via the IKE Config Mode protocol (Draft
2). All WAN interfaces can be used for the NAS dial-in.

DPD (Dead Peer Detection) and NAT-T (NAT Traversal) are automatically executed in
the background for “1PSec Tunneling” if supported by the destination gateway. The | P-
Sec client uses DPD to check, in regular intervals, whether the other side is still active.
If the other side is inactive, then an automatic connection-disconnect occurs. Using
NAT Traversal is automatic with the IPSec client and is always necessary if network
address translation is used on the side of the destination system device.

[ | Use local IP address
In this case the currently configured IP address (DHCP as well) of the PC is used for
the IPSec client.

] Manual IP address
This is the IP address and the subnet mask; these can be freely entered here. In this
case the address entered here is used, regardless of the configuration in the network set-
tings.

[ | DNS/WINS
IKE Config Mode, if configured and available, enables dynamic assignment of client |P
addresses, DNS/ WINS server addresses and domain name.
Activating this function you can define an alternative DNS Server as opposed to using
the one that is automatically assigned during the PPP negotiation to the NAS/ISP.

] DNS server
The IP address of the DNS server entered will be the one used instead of the DNS serv-
er assigned during the PPP negotiation.

[ | WINS server
The IP address of the WINS server entered will be the one used instead of the WINS
Server assigned during the PPP negotiation.

[ ] Domain Name

Thisis the domain name, which otherwise is transferred to the system per DHCP in the
network settings.
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5.1.10Remote Networks

Profile Settingz  Headgquarters

Bazic Settings

HTTF Logon

Line Management
IPSec General Settings
|dentities

IP Address Assignment
Femaote MNebworks
Certificate Check

Link. Fireveall

with via VPN tunnels. If you are using tunneling and you have made no entriesin this folder,
then your communications will always be established only to the tunnel end-point (VPN gate-
way). However if you would like to alternatively communicate with your central site using
tunneling as well as the Internet, then you must define the IP Networks in your company that
you wish to communicate with. Then you can toggle between the Internet and your company’s
VPN gateway. Thisisalso referred to as* Split Tunneling” .

@ In this folder you can precisely define the IP Network(s) to which the Client can communicate

Parameters:
LI Network addresses | Remote Networks
[J Subnet masks

I Apply tunneling security for local networks
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Click on the “New” button to enter

el = the I P address of the network and the
IP rebwork ; Metwork mask : network mask in the window that will
Im - [oooo appear (left).

0] I LCancel

] Network addresses | Remote Networks

In this window enter the address of the IP Network(s) that you want to reach via the
gateway. These addresses are available from your administrator.

Note: Be sure that | P addresses entered in this field are not the same subnet as the gate-

way.

| Subnet masks

In this window enter the address(es) and netmask(s) of IP Network(s) that you want to
reach via the gateway. These addresses are available from your administrator.

Note: Be sure that | P addresses entered in this field are not the same subnet as the gate-

way.

[ | Apply tunneling security for local networks

If you wish to encrypt the local LAN traffic by means of VPN tunneling enable this
function.
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5.1.11 Certificate Check

Profile Setting:  Headgquarters

Baszic Settings

HTTF Logon

Line Management
IPSec General Settings
|dentities

IP Address Assignment
Femote Metworks
Certificate Check.

Link. Fireveall

tries must be present in a certificate from the other side (Secure Server) (see — Display In-

@ You can specify in the “ Certificate Check” parameter field, per destination system, which en-
coming Certificate, General). See also —Further Certificate Checks.

See also:
I Incoming certificate’ s subject
I Incoming certificate’s I ssuer
[ Issuer’ s certificate fingerprint
[J Use SHA1 fingerprint

[ Further certificate checks
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[ | Incoming certificate’s subject

All attributes of the user, to the extent known — even with wildcards -, can be used as
user certificate entries of the other side (server). In this regard compare the entries that
are always listed under users for “Display Incoming Certificates’.

Use the attribute name abbreviations for this. The attribute type abbreviations for certi-
ficate entries have the following meaning:

cn = Common Name / Name

S = Surname / Nachname

g = Givenname / Vorname

t = Title / Titel

o = Organisation / Firma

ou = Organization Unit / Abteilung
c = Country / Land

st = State / Bundesland, Provinz
1 = Location / Stadt, Ort

email = E-mail

Example:

cn=VPNGW*, o=ABC, c=de

The common name of the security server is verified here only until the wildcard “*".
All following positions can be as desired, like 1 - 5 as numbering. The organizational
unit must always be ABC in this case and Germany must be the country.

[ ] Incoming certificate’s Issuer

All attributes of the user, to the extent known — even with wildcards -, can be used as
user certificate entries of the other side (server). In this regard compare the entries that
are always listed under users for “Display Incoming Certificates”.

Use the attribute name abbreviations for this. The attribute type abbreviations for certi-
ficate entries have the following meaning:

cn = Common Name / Name

s = Surname / Nachname

g = Givenname / Vorname

t = Title / Titel

o = Organisation / Firma

ou = Organization Unit / Abteilung
c = Country / Land

st = State / Bundesland, Provinz

1 = Location / Stadt, Ort

email = E-mail
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Example:
cn=ABC GmbH
Only the common name of the issuer is verified here.

| Issuer’s certificate fingerprint

To prevent an unauthorized person that imitates a trusted CA, from using a counter-
feited issuer certificate, the issuer’s fingerprint can also be entered if it is known.

] Use SHAL1 fingerprint

The algorithm for fingerprint generation can be either MD5 (Message Digest version 5)
or SHA1 (Secure Hash Algorithm 1).

Further certificate checks

In addition to the certificate verification according to content a certificate check is
executed on the Secure Client in many respects.

1. Selection of the CA Certificates

The corporate network administrator specifies which issuers of certificates can be
trusted. This is done by copying the CA certificates of his choice into the \ncple\ca-
certs\ Windows directory. The copying over can be automated with diskettes in a soft-
ware distribution, if the issuer certificates are located in the root directory of the first
diskette at the installation. Afterwards issuer certificates can be automatically distribu-
ted viathe Secure Update Server, or if the user has the requisite write authorizations in
the designated directory — they can be set by the user himself (see — Display CA Certi-
ficates.

The formats *.pem and *.crt are supported for issuer certificates. They can be viewed
in the monitor under the menu item “Connection / Certificates / Display CA Certifica-

tes”.

If the issuer certificate of another side is received, then the client determines the issuer,
then searches the issuer certificate, first on Smart Card or in the PKCS#12 file, and
then in the NCPLE\CACERTS\ directory. If the issuer certificate cannot be located,
then the connection cannot be established.

If no issuer certificates are present, then no connection will be permitted.
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2. Check of Certificate Extensions

Certificates can contain extensions. These serve for the linking of additional attributes
with users or public keys, that are required for the administration and operation of the
certification hierarchy and the revocation lists. In principle, certificates can contain any
number of extensions, including those that are privately defined. The certificate exten-
sions are written in the certificate by the issuing certification authority.

Three extensions are significant for the Secure Client and the Secure Server:
— extendedKeyUsage

— subjectKeyldentifier

— authorityKeyldentifier

extendedKeyUsage:

If the extendedKeyUsage extension is present in an incoming user certificate, then the
Secure Client checks whether the defined extended application intent is “SSL Server
Authentication”. If the incoming certificate is not intended for server authentication,
then the connection will be refused. If this extension is not present in the certificate,
then this will be ignored.

Please note that the SSL server authentication is direction dependent. This means that
the initiator of the tunnel establishment checks the incoming certificate of the other
side, if the extendedKeyUsage extension is present, then the intended purpose must
contain “SSL Server Authentication”. This applies as well for callback to the Client via
VPN.

subjectKeyldentifier / authorityKeyldentifier:

A key identifier is an additional ID (hash value) to the CA name on a certificate. The
authoritykeyidentifier (SHA1 hash over the issuer’s public key) on the incoming certi-
ficate must agree with the subjectKeyldentifier (SHA1 hash over the public key of the
owner) on the corresponding CA certificate. If no CA certificate is found then the con-
nection is rejected.

The keyidentifier designates the public key of the certification authority and thus not
only one, but a series of certificates if required. The use of the key identifier allows a
greater flexibility for the determining a certificate path. In addition, the certificates that
possess the authoritykeyidentifier extension do not need to be revoked if the CA issues
anew certificate when the key remains the same.
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3. Checking Revocation Lists

The Secure Server can be provided with the associated CRL (Certificate Revocation
List) for each issuer certificate. It will be copied into the \ncple\crls\ Windows directo-
ry. If a CRL is present, then the Secure Client checks the incoming certificates to see if
they are listed in the CRL. The same applies for an ARL (Authority Revocation List)
that must be copied into the \ncplée\arls\ Windows directory.

If incoming certificates are contained in the CRL or ARL lists, then the connection is
not permitted.

If CRLsor ARLs are not present, then no check takes place in this regard.
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5.1.12Link Firewall

Profile Settings  Headquarters

Bazic Settings

HTTF Logon

Line Management
IPSec General Settings
|dentities

IP Address Aszignment
Remate Mebworks
Certificate Check,

Link. Firevaall

this client. The firewall settings can also be used to protect the RAS connections. The activa-
ted firewall is displayed on the monitor as a symbol (wall with arrow). A firewall’s funda-
mental task is to prevent hazards from the Internet from spreading within the corporate net-
work. Thisis why a firewall is also installed at the junction between corporate network and
the Internet. It checks all incoming and outgoing data packets and decides whether a data
packet will be permitted through or not, on the basis of previously specified configurations.
The implemented technology is Stateful Inspection. Sateful Inspection is a very recent fire-
wall technology and offers the high-est security available today for Internet connections and
thus the corporate network. Security isinsured from two per spectives. On one hand, this func-
tionality prevents unauthorized access to data and resources in the central data network. On
the other hand it monitors the respective status of all existing Internet connections as a con-
trol instance. Additionally, the Stateful Inspection firewall recognizes whether a connection
has opened; “ spawned connections’ — such as is the case with FTP or Netmeeting — whose
packets likewise must be forwarded. The Sateful Inspection connection presents itself asa di-
rect line to the communication partner that may only be used for a data exchange that corre-
sponds to one of the agreed upon rules.

@ The Link Firewall configuration field with extended configuration possibilitiesis included in

Parameters:
L] Enable Stateful Inspection LIIf Microsoft's dialer in use
only communication within
1 Only communication within the tunnel permitted the tunnel is permitted

[ Enable NetBios over IP
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[ ] Enable Stateful Inspection
off: The firewall’ s security mechanisms will not be used.

always: The firewall’s security mechanisms will always be used, this means the PC is
protected from unauthorized accesses even if no connection is established.

when connected: The PC is not vulnerable if a connection exists.

| Only communication within the tunnel permitted

Only communication within the tunnel permitted: This function can also be switched
on with activated firewall to additionally filter IP packets so that only VPN connecti-
ons are possible.

[ | Enable NetBios over IP

This parameter switches off afilter, which prevents NetBios frames from being trans-
mitted over IP links.

The default setting is “Off”, meaning that NetBios frames are filtered will be filtered
out of the data stream.

When this parameter is activated, NetBios frames will be included in the data stream

over IP. This may be desirable when using Microsoft Networking in conjunction with
the Secure Client.

[ | If Microsoft’s dialer in use only communication within the tunnel is permitted

When using the Client Monitor this function prevents communication to the Internet
viathe RAS Dialer.
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6. Establishing a Connection

[ | Establishing a Connection to the destination system

Provided the software is installed properly and the profile parameters are configured
correctly adial-up to the destination system can take place. Part of the configuration is
to define the mode with which this connection is to be established. There are three mo-
des to select from: automatic, manual and variable. Y ou define the connection mode of
the destination system in the Phonebook under “Line Management — Connection
Mode".

Automatic (default):

The Client works on the principle of LAN emulation, whereas with Microsoft RAS,
every connection has to be established manually. This means that the Secure Client will
automatically activate a connection in accordance with your application program requi-
rements to the destination selected in the Phonebook.

Manual:

This means that you must manually activate a Connect. This is done by clicking on
“Connection” in the Monitor and than selecting “Connect”.

Variable:

When this mode is selected, the connection must be established “manually”. Sub-
sequently, the mode adapts according to the manner in which the connection was termi-
nated:

— If the connection was terminated as aresult of atimeout, then the following connecti-
on will be automatically initiated as required.

— On the other hand if the connection was terminated manually, then the following con-
nection must then also be established manually.

| Connect

Independent of the connection mode, the monitor always displays the connection status
as explained in the following example:
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First step isto select a
destination system to connect
to — click the right mouse
button to display the menu.

HCP Secure Entry Chent =) =]
Connection  Configuration  Log  ‘window  Help

Client

4 v Headguarters |

Connect
Dizconnect

Exit

NCP Secure Entry Client [_[C]x]| To then manually establish a
connection click the right

mouse button to display the
menu and then sel ect
“Connect”.

Connection  Configuration  Log  Window  Help

Headquarters

If the use of a (Soft-)
Certificate was configured you
first have to enter the PIN.

ok I LCancel |

; Then alink to the Internet
B F s ARl Service Provider (ISP) is built
Connection  Configuration Log  ‘window Help indicated by ayellow line. The
Headquarters dial-up negotiation is displayed
with a symbol representing a
] globe and the authentication
status with a handshake. Upon
Client FIN doing so the symbols change
according to the current status.

NCP Secure Entiy Client i light blue = Link building stage

Connection  Configuration Log  Window  Help dark blue:Stage passed

Headquarters

MAS Dial-up

Chent PIM &
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HCP Secure Entry Chent

Connection  Configuration  Log  Window  Help

Headquarters

=100 x|

HCP Secure Entry Chent

Connection  Configuration  Log  Window  Help

Test connection 551

MHaAS Authentication

=100 x|

* MCP Secure Entry Chent

Connection  Configuration  Log  Window  Help

Headquarters

Server

Client PN«

* MCP Secure Entry Client | _ O] ]

Connection  Configuration  Log  Window  Help

Headquarters
T A N
WM Dial-up
Server

Chent PIM &

=10 x|

MCP Secure Entry Client

Connection  Configuration  Log  Window  Help

Headquarters

Connech

Client FIM & Server

SECURE ENTRY CLIENT ESTABLISHING A CONNECTION

green = sucessfully negociated
stage.

The sucessfully passed stages
are displayed by minimized
symbols.

Upon a successful
authenticated connection with
the | SP/Network Access Server
(green line and green
handshake symboal) ...

... atunnel is built indicated by
anew yellow bar and the
second dial-up to the VPN
Gateway starts. Here
authentication is necessary as
well. In addition under the use
of Test connection SSL an
encryption (key) is configured.

If the configuration of the
destination system is set to
utilize compression, you can
configure compression as well.

If the last stage of the link built
(here encryption resp.
descryption) is successfully
passed, the traffic light swiches
to green...

... aswell as the tunneling.
Now a connection is
established.

Please note that green traffic
lightsindicates that alink is

built and that communication
costs are beeing incurred!
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u Client Logon

If the Client Logon to the Network Access Server occurs before the Windows Logon to
the remote domain, (“Logon Options” (see —Monitor, Logon Options), the connection
is established in the same way as described under “Connect” (see above).

Toinitiate alink to be built, select the de-
- stination system to connect to and then
Select pour Destination. CIiCk on the OK button.
Destination: I Headquarters j
Outzide Line: Loca] |OgOff:
With a click on this button the link build
is stopped.
Local Lagin | ,TI

Activate Domain Logon: With this option a safe WAN domain logon is possible, even
if the logoff was not executed correctly. The logon takes
some seconds. This function is not necessary if the shut
down of the PC was made correctly and mapped drivers
were disconnected properly.

If the use of a (Soft-) Certificate was con-

— figured — like example destination Test
PN connection SSL — you first have to enter
Cancel | ak. I the PI N

The following stations of the link built in

Headquarters the same procerure as described above
under “Connect”...

Client Server

Digconmect | Local Login |
.. until the connection is established.

Headquarters

ng for Diomain Logon ..

Client Server

Dizconnect Lacal Login |
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®

Passwords and User Names

The password (see — Dial-Up Network, Password) is used for identifying yourself to the re-
mote Network Access System (NAS) when establishing a connection to your Destination, or
aternatively to your Internet Service Provider (ISP) if you are communicating across the In-
ternet. The password ID can include up to 256 characters. Normally the password will be as-
signed to you by your Destination (e.g. your company Headquarters, User Help Desk, Internet
Service Provider, etc.), because it must be supported and accepted by the NAS, for authentica-
tion purposes. Upon entering your password all characters will be displayed as an asterisk (*)
in order to keep them from being overlooked by someone else. Thereforeit is necessary to be
very careful that you enter your password exactly the way in which it was assigned to you
(pay attention to upper case and lower case characters).

Even if you selected “automatically” as connection mode (see —"Establishing a Con-

nection to the destination system”), you have to establish the first connection manually

and enter the password. For every additional automatically established connection the
password is adopted automatically, until you reboot your PC or you select a different

destination system. This means that even though the function “Save Password” (see —
Dial-Up Network) was not activated, automatic connections can still be made where

this cached password is used to authenticate. When (re)booting your PC the once ente-

red password is then deleted (Please notice —Logon Options).

If you do not want to delete the password when (re)booting your PC you have to activa-
te the function “ Save Password” (see —Dial-Up Network). Please notice that for securi-
ty reasons you must be aware that should some unauthorized person use your PC, they
will be able to use your password. Therefore caution should be used when your PC is

unattended.

User ID for NAS Dial-Up

Frofile Settings  Headquarters x|
— Dial-Up Metwork

Basic Settings

Line Management
IPSec General Settings
|dentities

IP Address Assignment
Remate Metworks
Cerificate Check
Fireweall Settings

Usemame :

g

Password :

v Save password

Destination phone number :
R

Dial-up options

 BAS sreipt file
Help | Ok I LCancel |
MAS Password %]
Passmord : ||
oK I Lbbrechen

If the Password has not
been entered or saved it
will be requested in a
seperate window.

The “User Name” of the
Dial-Up Network must
always be entered in the
configuration of the
profile. Without this

User ID adial-up to the
NAS isimpossible (see —
Dial-Up Network)
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User Name and Password for Extended Authentication

5| !f you use Extended

Profile Settings  Headquarters

- ~ Identifes Authentication, User

asic Settings -

Diskp Network Local identiy Name and Password

Line M t B -

IPeo General Settings e (7 s 2| must be entered in the
=" ID: H H

IP Address Assignment Conflguratlon folder of

Femote Metworks ¥ Use pre-shared key

Certificate Check the pI’OfI | e. OtheI’WI se
Firewall Settings %% Shared secret : I o
Confim secret : I the eStabl ishi ng of a

5 u o stbeniicaon PAUTH connection will not be

v Lse extended authentication .
Usetname : [mi successful (see —Profile
Password : I"" Set“ ngS, |dentItIeS, Use
IUse access data from configuration j eXtended authent| Catl on

XAUTH)).
Help | 0K I Lancel | ( ))
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[ ] Disconnection and error

If an error occurs, a connection

HEE e =IEUXE il not be established and the
Connection  Configuration  Log  Window  Help reason is displayed in the
Headquarters monitor (please notice the
passage “ISDN CAPI Error
Codes")
Client
MCP Secure Entry Client | _ O] =]
Connection  Configuration  Log  Window  Help
Headquarters
] Disconnect
NCP Secure Entry Client o= With the function “ Disconnect”

a connection can be manually
terminated. If you want to keep
Headquarters the possibility to disconnect
manually you have to set the
connection mode to “manually”
and deactivate the active
Timeout by setting it to zero
(0) ( =Connection Mode).

Connection  Configuration  Log  Window  Help

If the connection is terminated,
the color of connection line
changes until it disappears and
the lamps of the traffic light
changes from green to red
during the period of offline.
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[ ] Disconnect (the Monitor)

If the connection is still established, with a click on this menu item or on the “Discon-
nect” button, the monitor can be closed as well. Please note that the connection is not
automatically terminated by closing the Monitor. If the link should be established al-
though the monitor is closed and fees may occur , the software asks you explicitelly for
a prompt (see picture)

——— Upon selecting “No” your
CETET | (. 1o will not display any
The connection is still establizhed | I(-ZOH and you .W”lant k.)e noti-

wdill you disconnect it 7 fied that the link is active and

T . , fees may occur! In order to
paon zelecting "MNo" pour desktop will nat display . h .
any icon and pou will not be notified that the link terminate the connection cor-

iz active and fees may occurl rectly you would have to re-
Ih order to terminate the connection cormecty start the M onitor!
you wolld have ta restart the konitorl
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7. Examples and Explanations

This section of the handbook discusses some essential routing concepts. The Secure
Client configuration isillustrated with several different examples.
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7.1 IP Functions

To correctly configure an IP network, you must adhere to the procedure for IP addres-
sing. Below you will find some guidelines and terminology. For additional information
about IP networks the standard literature is recommended.

7.1.1 IP Network Devices

IP addresses are assigned to the component interfaces of an IP network. These compo-
nents are also called hosts or computers. Multiple networked components (e.g. routers)
may also be allocated to various addresses. The term host-address marks the IP address
of the host of an IP process, regardless of the actual physical structure of the compo-
nents or the interfaces.

7.1.2 |IP Address Structure

IP addresses have a length of four octets, 32 bits (4 bytes) and are written in dotted de-
cimal or hexadecimal notation. E.g.:

198.10.6.27 or

C6.0A.06.1B or

0xC6.0x0A.0x06.0x1B

The addresses are divided into a network segment, which identifies the network, and a
local address, the host segment, identifying the host of the network. All hosts within a
unique network share the same host segment. All devices inside a unique network share
the same network segment. Each also has a unique host segment.

There are three classes of Internet addresses each is used according to how many bytes
the IP address uses for network segment and host segment.

Class A, large networks: network numbers 1 - 127

For class A addresses the highest bit is equal to zero, the next seven bits represent the
network segment and the remaining 24 bits represent the host segment.

The network segment needs 1 byte (max. 126 different networks)
The host segment needs 3 bytes (max. 2 to the 24th power = 16.777.216 various hosts).

In this manner a maximum of 127 different networks, each with maximum of
16.777.216 different hosts may be addressed.
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Class B, mid-size networks: network numbers 128 -191

For class B addresses the two highest bits have the values 1 and 0, the following 14 bits
represent the network segment and the remaining 16 bits represent the host segment

The network segment needs 2 Byte (max. 16.384 various networks)
The host segment needs 2 bytes (max. 2 to the 16th power = 65.526 different hosts)

In this manner a maximum of 16.384 different networks, each with maximum of 65.526
different hosts may be addressed.

Class C, small networks: network numbers 192 - 223

For class C addresses the three highest bits have the values 1, 1 and 0, the following 21
bits represent the network segment and the remaining 8 bits represent the host segment.

The network segment needs 3 bytes (max. 2.097.152 various hosts)
The host segment needs 1 byte (max 256 various hosts)

In this manner a maximum of 2.097.152 various networks, each with maximum of. 256
different hosts may be addressed.

e.g.

Network Host
Class A: 122. | 087. 156. 045
Class B: 162. 143. | 085. 132
Class C: 195. 076. 212. | 024

Please note, when assigning the addresses, that each physical host must be able to use
several |P addresses. A workstation can function with one IP address. A router needs
an | P address for each interface however at |east two — one for the connection to the lo-
cal network (LAN IP Address) and one for the connection to the WAN side.
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7.1.3 Subnet Masks

In a wide area network various physically separated nets (LANS) may belong to the
same network (WAN) with the same network number. On the basis of the network
number alone no router can decide if it should create a connection to a physically diffe-
rent network within the WAN or not. Thus the network (WAN) must be subdivided
into smaller segments (LANS) that each receive their own address block. Each address
block of the individual physical networks is designated as a subnet. Through this subdi-
vision of a network into subnets the hierarchy network and computer is extended to a
hierarchy of network, subnet, and computer.

This extended hierarchy makes it easier to locate a computer in the total network
(WAN). An example using the telephone nomenclature can illustrate how this works.
The area code designates in which area the telephone is located. This hierarchy insures
also a certain access security. For example a computer on a subnet will not automat-
ically have access to the resources of another subnet. Or to use a specific case a pro-
duction worker does not have access to the personnel department data provided that the
subnet masks have been selected according to corporate departments.

The subnet mask indicates the location of the subnet field in an IP address. The subnet
mask is a binary 32-bit-number like an IP address. It hasa“1" in every position of the
network segment and an IP address (according to the network class within the first to
the third octet). The next octet shows the position of the subnet field. The digits 1 adja-
cent to the subnet field indicate the subnet bits. All remaining positions with "0" re-
main for the host segment.

Examples

Example 1:

The subnet mask is used for the interpretation of the IP address. Accordingly an ad-
dress 135.96.7.230 with the mask 255.255.255.0 may be interpreted as follows: The
network has the address 135.96.0.0, the subnet has the number 7, the host number 230.
An IP address with 135.96.4 belongs a to a different subnet (4) on the same network.

Binary representation:

135.96.7.230 = 10000111 11000000 | 00000111 | 11100110
135.96.4.190 = 10100000 10010101 | 00000100 | 10111110
255.255.255.0 = 11111111 11111111 | 11111111 | 00000000
Network | Subnet |
255.255.248.0 = 11111111 11111111 | 11111]/000 00000000

If the net mask did not have a standard value of 255.255.255.0 in the example shown
above, but rather an |P address of 255.255.248.0 then the | P addresses would be loca-
ted in the same subnet, and routing would not take place.
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Example 2:

Two IP addresses with 160.149.115.8 and 160.149.117.201 and the subnet mask
255.255.252.0 are located in the same network, but belong to different subnets.

Binary description:

160.149.115.8
160.149.117.201
255.255.252.0

10100000 10010101 | OlllOO|ll 00001000
10100000 10010101 | OlllOl|Ol 11001001
11111111 11111111 | llllll|00 00000000
network | subnet|

The choice of a suitable subnet mask depends on the network class, the quality of the
possible subnets, their quantity and their growth potential. For planning purposes please
refer to the standard tables or to a subnet cal culator.

Subnet tables class C:

Subnet bits | Host bits | netmask | subnets | host
2 6 255.255.255.192 2 62

3 5 255.255.255.224 6 30

4 4 255.255.255.240 14 14

5 3 255.255.255.248 30 6

6 2 255.255.255.252 62 2

(Calculation: 2 to the power of n minus 2 = quantity of subnets/ computers
where n is the quantity of subnets/ host bits)

With the subnet mask 255.255.255.240 a class C network is divided into subnets. This
net mask allows atotal of 14 subnets each with a maximum of 14 computers.

255.255.255.240 11111111 11111111 11111111 ‘ 1111 ‘ 0000
199. 9. 99.130 11000111 00001001 01100011 ‘ 1000 ‘ 0010 Subnet-Nummer 8
199. 9. 99.14¢6 11000111 00001001 01100011 ‘ 1001 ‘ 0010 Subnet-Nummer 9
Netzwerk | Subnet | Host
| Standard masks

Subnet mask for class A:255. 0. 0. O

Subnet mask for class B:255. 255. 0. O

Subnet mask for class C:255. 255. 255. 0
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] Reserved addresses

Some | P addresses may not be assigned to network devices. These include the network
or subnet address and the circular address for networks ref. subnets. Network addresses
consist of network number and the host field filled with binary 0’s (e.g. 200.1.2.0,
162.66.0.0., 10.0.0.0) — also Loop Back, there is no transmission into the network. The
circular address consists of network numbers and the host segment with binary 1's (e.g.
200.1.2.255, 162.66.255.255., 10.255.255.255) — therefore also an “All One
Broadcast”, all components of a network will be addressed.

Example:

198.10.2.255 addressed to all stations in the network 198.10.2.
255.255.255.255 addressed to all stations of all connected nets
0.0.0.0 All Zero Broadcast: invalid address.

Please note that thisis often used for standard settings.

7.1.4 Using IP Addresses:

L1 Each address in your enterprise-wide network should be unique. Make sure that this is
the case when connecting to the Internet or linking new networks.

[ Use alogical, comprehensible addressing scheme, e.g. organized according to admini-
strative units, buildings, departments etc.

LI For connection to the Internet, you will need an official, unique, Internet address.

L1 1f possible, do not assign any addresses in which the network or host segment end in
“0". This might lead to misinterpretations and to undefined errors in the network.

[J Subnet masks will only be evaluated by the Internet protocol, if the network numbers
of all communication partners are the same.

The subnet masks have network segments of different length just as do the address
classes.
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7.2 Security

ments are collected in the parameter field “IPSec General Settings”. This section

E Configuration parameters for 1PSec for implementation in remote access environ-
describes some possibilities of configuration.

7.2.1 IPSec — Overview

IPSec can only be implemented for IP data traffic. The IPSec specification includes not
only Layer 3 tunneling but also includes all necessary security mechanisms like strong
authentication, key exchange and encryption.

The IPSec RFC's (2401-2409) permit the development of a VPN with specified IP
security. IPSec tunneling and security are thoroughly described making a complete
VPN framework available. In principle it is possible to use vendor-independent compo-
nents. For site-to-site VPN’ s the gateways may be supplied by different manufacturers,
for end-to-site gateways the clients may be supplied by another manufacturer.

The establishment of a connection to IPSec traffic is based on the Internet Key Ex-
change Protocol (IKE).

[ ] IPSec — General Functional Description

In every IP host (client or gateway) that supports | PSec there is an IPSec modulei.e. an
IPSec engine. This module examines each packet for certain characteristics in order to
apply the appropriate security negotiation to it.

Testing of the outgoing IP packets from the IP stack occurs relative to a Secure Policy
database (SPD). With this all configured SPDs will be processed. (When using the IP-
Sec Client, the SPDs are only stored at the central site gateway.)

The SPD consists of multiple entries (SPD entries), which in turn contain a filter porti-
on. The filter portion or Selector of an SPD entry consists primarily of |P addresses,
UPD, and TCP ports as well as other |P header-specific entries. If the values of an IP
packet agree with the values from the SPD entry Selector portion, then further determi-
nation as to what should be done with this IP packet is made from the SPD Entries. The
packet can simply be allowed through (permitted), or discarded, or certain security po-
licies of the IPSec process can be imposed on the packet. These security policies are
also described in the SPD entry.

If, in this manner, it is determined that an IP packet is linked with an SPD entry that
triggers an 1PSec process, then it will be examined to see whether a security association
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(SA) exists for this SPD entry. If an SA does not yet exist then first an authentication
and a key exchange will take place before the negotiation of an SA (see below —lPSec
Negotiation Phase 1)

After the SA negotiation, negotiations follow for data packet encryption (ESP) and/or
authentication (AH) of the data packets.

The SA describes which security protocol should be used. ESP (Encapsulating Security
Payload) supports the encryption and authentication of |P packets. AH (Authentication
Header) supports only the authentication of |P packets. The SA also describes the ope-
rating mode in which the security protocol should be used either Tunnel or Transport
mode. In Tunnel mode an IP header is inserted, in Transport mode the original header
is used. Additionally the SA describes which algorithm will be used for authentication,
which encryption method (for ESP) and which key should be used. Of course the other
side should work according to the same SA.

If the SA is negotiated, then each packet will be processed according to the operating
mode and protocol, either Tunnel or Transport, and either ESP or AH respectively. The
IPSec Client uses always the I P protocol in Tunnel mode.
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7.2.2 Firewall Settings

The firewall settings consists mainly of IP addresses, UDP and TCP ports, as well as
other IP header-specific entries. If the values of an IP packet agree with values from
the selector portion, then further determinations from the SPD entries specify how to
proceed with this I P packet.
Following, the entries for configuring the 1PSec Client:

I Command
permit, deny, disabled

L11P Protocol

This is the transport protocol that can be ICMP, TCCP, or UDP. One of these offered
protocols can be selected or (any) can be used.

[ Source IP address

This can be a simple IP address or an address range. The latter is necessary if a shared
SA, behind afirewall, supports multiple output systems for example.

[ Destination I P address

This can be a simple IP address or an address range. The latter is necessary if a shared
SA, behind afirewall, supports multiple output systems for example.

1 Source Port

These can be either individual TCP or UDP port numbers or a range of port numbers.
Y ou determine the port numbers with allocated service by using the Select button [...].

[ Destination Port

These can be either individual TCP or UDP port numbers or a range of port numbers.
Y ou determine the port numbers with allocated service by using the Select button [...].
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7.2.3 SA Negotiation and Policies

In order to initiate the IPSec filter process the SA must first have been negotiated. One
SA negotiation takes place for the phase 1 (IKE policy) and at least two (for incoming
and outgoing connection) for phase 2 (IPSec policy). [For every destination network
(see —Profile Settings, Remote Networks) two SAs are also negotiated.].

[ ] Phase 1 (IKE Policy)

I PSec establishes the control channel in tunnel mode over the IKE protocol to the IP
address of the secure gateway. In Transport mode it is established directly to the IP Ad-
dress of the other side.

Y ou define parameters to determine encryption and authentication type over the IKE
protocol in the IKE Policies. Thus an authentication can be achieved via a pre-shared
key or RSA signature. (These IKE guidelines are referenced in the |PSec editor.)

[ ] Phase 2 (IPSec Policy)

The SA negotiation is concluded over the control channel. From the IPSec engine the
SA is handed-off to the IKE protocol that it transmits over the control channel to the
IPSec engine.
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Control Channel and SA Negotiation

Control Channel
Phase 1

UDP (Port 500) UDP (Port 500)

SA negotiation
Phase 2

WSUP
e o o

WSUP
e o o

NIC1

Description of the Graphic:

The SA must first have been negotiated in order for the IPSec process to start. This SA nego-
tiation takes place once per SPD (which can be created for different ports, addresses, and
protocols). This SA negotiation requires a control channel.

First the client must create a Layer 2 (PPP) link to the provider. With thislink the client isas-
signed a new |P address each time he dials in. The IPSec module in the client receives an IP
frame with the destination address of the corporate network. An SPD entry for this IP frame
will be found but no SA exists at this time. The IPSec module then issues a request to the IKE
module to negotiate an SA. Thus the requested security policies as present in the SPD entry
are handed off to the IKE module. Negotiating an 1PSec-Security Association (IPSec-SA) is
considered a Phase 2 negotiation. However before an 1PSec-SA can be negotiated with the
other side (Secure Server) a kind of control channel from the client to the Secure Server
(VPN) gateway must first exist. This control channel is established via the Phase 1 negotiati-
on whose result is an IKE- Security Association (IKE-SA). Thus the Phase 1 negotiation un-
dertakes the complete authentication of the client relative to the Secure Server and generates
an encrypted control channel. Then the Phase 2 negotiation (IPSec-SA) can immediately take
place over this control channel. The Phase 1 negotiation is a handshake over which the ex-
change of certificatesis possible and it contains key exchange for the control channel.
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] IKE Modes

Essentially two types of IKE policies can be configured. They differ according to the
type of authentication, which can be either over Pre-shared Key or RSA signature.
Each of the two types of Internet Key Exchange can be executed in two different mo-
des. These are; Main Mode also referred to as Identity Protection Mode or Aggressive
Mode. These modes are differentiated by the number of messages and by the encrypti-
on.

In Main Mode (standard setting) six messages are sent over the Control Channel and
the last two messages are encrypted. The last two messages contain the user ID, the si-
gnature, the certificate and, if required, a hash value. This is why it is also known as
Identity Protection Mode.

In Aggressive Mode only three messages are sent over the Control Channel and nothing
is encrypted.

| You determine the IKE mode (Exchange Mode), Main Mode or Aggressive Mode
“Security” parameter fields under “Link Profiles” (for a dynamic SPD) and under “IP-
Sec, Secure Policy Database” (for a static SPD). (See also —Exchange Mode).

IKE Main Mode (Identity Protection Mode)
with Preshared Keys
Initiator Destination

‘ Message #1: Header, Security Association >
< Message #2: Header, Security Association ‘

‘ Message #3: Header, Key Exchange, Nonce >
< Message #4: Header, Key Exchange, Nonce ‘

‘ Message #5: Header, ID, Hash >
< Message #6: Header, ID, Hash ‘

If the pre-shared key method is used in Main Mode then the client on the VPN/Gateway must
be clearly identifiable by his P address. Thisis because the pre-shared key will be introduced
into the symmetric key calculation and encrypted before the transfer of any other information
that could identify the client. However a client dialing in to the provider is not identifiable by
an |P address because he receives a new one with each dial in. This meansthat in Main Mode
only the same pre-shared key can be given out which weakens the authentication.

unencrypted
AL

Diffie-Hellmann Group

symmetric
encryption
and Hash

encrypted
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IKE Aggressive Mode
with Preshared Keys
Initiator Destination

‘ Message #1: Header, SA, Key Exchange, Nonce, ID >
< Message #2: Header, SA, Key Exchange, Nonce, ID, Hash ‘
‘ Message #3: Header, Hash >

One possibility to avoid a general pre-shared key would be to use the Aggressive Mode (see
above graphic), however in this casethe client ID is not encrypted.

Diffie-Hellmann Group

unencrypted

Hash

IKE Main Mode (Identity Protection Mode)
with RSA Signatures
Initiator Destination

‘ Message #1: Header, Security Association >
< Message #2: Header, Security Association ‘

‘ Message #3: Header, Key Exchange, Nonce >
< Message #4: Header, Key Exchange, Nonce ‘
Message #5: Header, ID, Certificate, Signature >

Message #6: Header, ID, Certifikate, Signature ‘

unencrypted
A

Diffie-Hellmann Group

symmetric
encryption
and Hash

encrypted

If RSA signatures have been set (Graphic above and below), then this means that certificates
will be used and thus pre-configuration of all “ secrets” isno longer relevant.

IKE Aggressive Mode
with RSA Signatures
Initiator Destination

Message #1: Header, SA, Key Exchange, Nonce, ID >

< Message #2: Header, SA, Key Exchange, Nonce, ID, Certificate, Signature ‘

Message #3: Header, Certificate, Signature >

unencrypted

Hash  Diffie-Hellmann Group
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7.2.4 IPSec Tunneling

The compatibility with other manufactures relies on the ability to conform to the 1PSec
RFC’s and to some drafts (official or not). The IPSec Client running in IPSec compati-
ble mode supports the following RFC’ s and drafts:

RFC 2104 - Keyed-Hashing for Message Authentication

RFC 2401 - Security Architecture for the Internet Protocol

RFC 2403 - The Use of HMAC-MD5-96 within ESP and AH

RFC 2404 - The Use of HMAC-SHA-1-96 within ESP and AH

RFC 2406 - |P Encapsulating Security Payload (ESP)

RFC 2407 - The Internet IP Security Domain of Interpretation for ISAKMP
RFC 2408 - Internet Security Association and Key Management Protocol (ISAKMP)
RFC 2409 - The Internet Key Exchange (IKE)

DRAFT - draft-beaulieu-ike-xauth-05 (XAUTH)

DRAFT - draft-dukes-ike-mode-cfg-02 (IKECFG)

DRAFT - draft-ietf-ipsec-dpd-01 (DPD)

DRAFT - draft-ietf-ipsec-nat-t-ike-01 (NAT-T)

DRAFT - draft-ietf-ipsec-nat-t-ike-02 (NAT-T)

DRAFT - draft-ietf-ipsec-nat-t-ike-03 (NAT-T)

DRAFT - draft-ietf-ipsec-nat-t-ike-05 (NAT-T)

DRAFT - draft-ietf-ipsec-udp-encaps-06 (UDP-ENCAP)

[ ] Implemented Algorithms for Phase 1 and 2:
Supported authentication methods for phase 1 (IKE policy)
— RSA signature.
— PSK (Pre-shared Key)
Supported symmetric encryption algorithms (phase 1 & 2)
—DES.
- 3DES.
— AES-128, AES-192, AES-256.
Supported asymmetric encryption algorithms (phase 1 & 2)
—DH 1,2,5 ( Diffie-Hellmann )

- RSA
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Supported hash algorithms
—MD5

—SHA-1

Additional phase 2 support

— PFS (Perfect Forward Secrecy)
—IPCOMP (LZS)

— Seamless re-keying

When a profile entry with |PSec tunneling is defined some defaults will be set automa-
tically.

These defaults are:

— IKE phase 1 policies - Automatic Mode

— IKE phase 2 policies - Automatic Mode

— IKE phase 1 mode RSA - Main Mode.

— IKE phase 1 mode PSK - Aggressive Mode.

] These policies and negotiation modi are set automatically but, alternatively they can be
Imf configured manually in the Phonebook. They can therefore be modified if necessary for
other requirements.
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[ ] Default mode proposals

1. With the setting “Assigned by Destination” and the “Preshared Key” field left empty,
the following proposals for the IKE policy will be sent to the destination by default and
acertificate will be used for authentication (refer to —=I|KE Policy, Phase 1 Parameter):

Notation:

EA = Encryption Algorithm (Verschlisselung)
HASH = Hash Algorithm (Hash)

AUTH = Authentication Method (Authentisierung)
GROUP = Diffie-Hellmann Group Number (DH-Gruppe)
LT = Life Type (Dauer)

LS = Life Seconds (Dauer)

KL = Key Length (Schllssellange)

EA HASH AUTH GROUP LT LS KL
AES CBC SHA XAUTH_RSA DHS5 SECONDS 28800 256
AES_CBC MD5 XAUTH_RSA DH5 SECONDS 28800 256
AES_CBC SHA RSA DH5 SECONDS 28800 256
AES_ CBC MD5 RSA DH5 SECONDS 28800 256
AES_CBC SHA XAUTH_RSA DH2 SECONDS 28800 256
AES CBC MD5 XAUTH_RSA DH2 SECONDS 28800 256
AES CBC SHA RSA DH2 SECONDS 28800 256
AES_CBC MD5 RSA DH2 SECONDS 28800 256
AES CBC SHA XAUTH_RSA DHS5 SECONDS 28800 192
AES_CBC MD5 XAUTH_RSA DH5 SECONDS 28800 192
AES_CBC SHA RSA DH5 SECONDS 28800 192
AES CBC MD5 RSA DH5 SECONDS 28800 192
AES_CBC SHA XAUTH_RSA DHS5 SECONDS 28800 128
AES CBC MD5 XAUTH_RSA DHS5 SECONDS 28800 128
AES_ CBC SHA RSA DH5 SECONDS 28800 128
AES_CBC MD5 RSA DH5 SECONDS 28800 128
AES CBC SHA XAUTH_RSA DH2 SECONDS 28800 128
AES_CBC MD5 XAUTH_RSA DH2 SECONDS 28800 128
AES_CBC SHA RSA DH2 SECONDS 28800 128
AES_CBC MD5 RSA DH2 SECONDS 28800 128
DES3 SHA XAUTH_RSA DHS5 SECONDS 28800 O
DES3 MD5 XAUTH_RSA DH5 SECONDS 28800 O
DES3 SHA RSA DH5 SECONDS 28800 O
DES3 MD5 RSA DH5 SECONDS 28800 O
DES3 SHA XAUTH_RSA DH2 SECONDS 28800 O
DES3 MD5 XAUTH_RSA DH2 SECONDS 28800 O
DES3 SHA RSA DH2 SECONDS 28800 O
DES3 MD5 RSA DH2 SECONDS 28800 O

If a specific IKE proposal is entered in the IPSec configuration of profile settings, the
same proposal will automatically be generated with Extended Authentication and sent.
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2. If astring isentered in the “ Preshared Key” field, the following proposalsfor the IKE policy
will be sent to the destination by default and no certificate will be used for authentication.

EA HASH AUTH GROUP LT LS KL
AES CBC SHA XAUTH_PSK DHS5 SECONDS 28800 256
AES_CBC MDS5 XAUTH_PSK DH5 SECONDS 28800 256
AES CBC SHA PSK DH5 SECONDS 28800 256
AES CBC MDS5 PSK DHS5 SECONDS 28800 256
AES _CBC SHA XAUTH_PSK DH2 SECONDS 28800 256
AES CBC MDS5 XAUTH_PSK DH2 SECONDS 28800 256
AES CBC SHA PSK DH2 SECONDS 28800 256
AES_CBC MD5 PSK DH2 SECONDS 28800 256
AES CBC SHA XAUTH_PSK DHS5 SECONDS 28800 192
AES_CBC MD5 XAUTH_PSK DHS5 SECONDS 28800 192
AES CBC SHA PSK DHS5 SECONDS 28800 192
AES CBC MDS5 PSK DH5 SECONDS 28800 192
AES_CBC SHA XAUTH_PSK DHS5 SECONDS 28800 128
AES CBC MD5 XAUTH_ _PSK DH5 SECONDS 28800 128
AES_CBC SHA PSK DH5 SECONDS 28800 128
AES_CBC MD5 PSK DH5 SECONDS 28800 128
AES CBC SHA XAUTH_PSK DH2 SECONDS 28800 128
AES_CBC MDS5 XAUTH_PSK DH2 SECONDS 28800 128
AES CBC SHA PSK DH2 SECONDS 28800 128
AES _CBC MDS5 PSK DH2 SECONDS 28800 128
DES3 SHA XAUTH_PSK DHS5 SECONDS 28800 O

DES3 MD5 XAUTH_PSK DH5 SECONDS 28800 0

DES3 SHA PSK DH5 SECONDS 28800 0

DES3 MD5 PSK DH5 SECONDS 28800 0

DES3 SHA XAUTH_PSK DH2 SECONDS 28800 0

DES3 MD5 XAUTH_PSK DH2 SECONDS 28800 0

DES3 SHA PSK DH2 SECONDS 28800 0

DES3 MD5 PSK DH2 SECONDS 28800 0

The client sends the following IPSEC (phase?) default proposals.

Notation:

PROTO - Protocol (Protokoll)

TRANS - Transform (Transformation (ESP))
LT - Life Type (Dauer)

LS - Life Seconds (Dauer)

KL - Key Length (Schlissellénge)

COMP - IP Compression (Transformation (Comp))
PROTO TRANS AUTH LT LS KL COMP LZS
ESP AES MD5 SECONDS 28800 128 Yes Yes
ESP AES SHA SECONDS 28800 128 Yes Yes
ESP AES MD5 SECONDS 28800 128 No No
ESP AES SHA SECONDS 28800 128 No No
ESP AES MD5 SECONDS 28800 192 Yes Yes
ESP AES SHA SECONDS 28800 192 Yes Yes
ESP AES MD5 SECONDS 28800 192 No No
ESP AES SHA SECONDS 28800 192 No No
ESP AES MD5 SECONDS 28800 256 Yes Yes
ESP AES SHA SECONDS 28800 256 Yes Yes
ESP AES MD5 SECONDS 28800 256 No No
ESP AES SHA SECONDS 28800 256 No No

ESP DES3 MD5 SECONDS 28800 0 Yes Yes
ESP DES3 MD5 SECONDS 28800 0 No No
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7.2.5 Further Configuration

Pre-shared Key or RSA Signature: According to the defaults through the other side, the
automatic setting “Automatic Mode” can be changed as IKE policy to, “Preshared Key”
or “RSA Signature” (certificate). If the other side expects “Pre-shared key”, then the
key must be entered in the field. (The “Preshared Key” must be identical for all clients
in this case.)

IP addresses and DNS server are assigned via the IKE Config Mode protocol (Draft 2)
(currently compatible only against Cisco). All previous WAN interfaces can be used
for the NAS dial-in.

The authentication for IPSec Tunneling is handled via the XAUTH protocol (Draft 6).
If “IPSec Tunneling” is used, then additionally the following parameters must still be
set in the “Identities" configuration field:

Username = User Name of the IPSec user
Password = Password of the IPSec user
User access data

from configuration = optional

DPD (Dead Peer Detection) and NAT-T (NAT Traversal) are automatically executed in
the background for “I1PSec Tunneling” when supported by the destination. The IPSec
client uses DPD to check, in regular intervals, whether the other side is still active. If
the other side is inactive, then an automatic connection-disconnect occurs. Using NAT
Traversal is automatic with the IPSec client and is always necessary if network address
translation is used on the side of the destination system device.

] Basic configurations depending on the IPsec gateway
The configuration possibilities that you must be aware of depending on whether the Ip-
sec gateway supports Extended Authentication (XAUTH) and IKE config mode or not,
are listed below.
Gateway does not support XAUTH
As initiator, the IPSec Client always suggests Extended Authentication as standard.
This property cannot be configured. If the gateway does not support Extended Authen-
tication, then it will not be executed.

Gateway supports IKE config mode

If the gateway supports the IKE config mode, the function “Use IKE Config Mode” in
the paramaeter field “IP Address Assignment” could be activated.

Gateway does not support IKE config mode
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If the gateway does not support the IKE config mode, then two configurations are pos-
sible.

1. The IP address is defined as “Manual 1P address’ (see —Profile Settings, |P Address
Assignment), the IP address must be entered which has been specified by the gateway
or by the administrator.

2. The function “Use local IP address” (see —Profile Settings, |P Address Assignment)
causes the private | P address to be set equal to the public | P address, that the client gets
per each Internet session from the provider, or if under the “LAN” connection type, the
address that the LAN adapter has.

If the “private IP address” has been set and the " Type" is set to “IP address” in the pa-
rameter folder “Identities’, then there is no need to enter an IP address in the field for
the “ID”. This is the only way to ensure that each current public IP address will be
transferred to the gateway automatically for phase 1 identification.
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7.2.6 IPsec ports for connection establishment and data traffic

1. To determine which ports

2.

3.

Please note that the server requires exclusive access to UDP port 500. If NAT Traversal
is used, then access to port 4500 is also required. Without NAT Traversal the | P proto-
col ESP (protocol 1D 50) is used. Port 500, which is used for connection establishment
under Windows systems, is used as standard by the IPsec policies. To change this,
proceed as follows:

are currently being used
by your system, you can
enter the following com-
mand under the Com-
mand Prompt:

netstat

-n

-a

to display current net-

work status.

If the port is used, then
the “System / Services -
Administration”
must be opened in the

Windows

Start

window

menu.

The “IPsec policy agent”
is highlighted in this win-
dow, the service stops
and the “Autostart type”
isset to “Manual”.

If the Autostart

type

change has been execu-
ted, then the command:

netstat

-n

-a

can be executed again. In
this case UDP port 500
should no longer be listed
under the active connecti-

ons

G:xJnetstat —n —a

Active Connections

Local Address
B.8.8.0:135

=
=

-8.8:445
.8.0:1825
.8.08:

[8.B:3372

h Fal IR
QEOSOEEEOEIENMNNEERE®

EODEEEEEEE
=
[
=
[}
M
r

IR EFEEOEE®

1p:1P5908
B:18688

a
.8.8:20111
-16.18%.129:139%
-16.111.12:139
-16.111.12:28111
a.a:

F. Address
a. 8
a. a
a. 5]
2]
a
a. H:
a 5]
2]
a:8
172.16.189 .35:10856
1

zx

"z

s

EEES

zx

BT

s

EEES

zx

i

s

EEES

"z

State
LISTENING
LISTENING
LISTENING
LISTENING
LISTENING
LISTENING
LISTENING
LISTENING
LISTENING
ESTABLISHED

5 \ =10l x|
| action you ||+ = [Bam | F BB 2> m 0w |
Tree I Mame / | Description | Status | Startup Type | Log ©n As |:|

W %DHCP Client Manages network co...  Started Automatic LocalSystem

%D\strihuted File Syst... Manages logical wolu...  Started Automatic LocalSystem

%D\Stnbuted Link Tra... Sends notifications of...  Starked Automatic Lacalsystenn

%D\stributed Link Tra... Stores information so... Manual Localsystem

%D\Stributed Transac... Coordinates transacti,., Started Automatic LocalSystem

DNS Client Resolves and caches ... Started Automatic LocalSystem

%Event Log Logs event messages... Starked Automatic LacalSystenn

Fax Service Helps you send and ... Manual LocalSystem

%Fila Replication Maintains file synchro... Manual LocalSystem

Gateway Service fo... Provides accesstofil...  Starked Automatic Lacalsystenn

%Indexing Service Manual Localsystem

%Internet Connectio..,  Provides netwark add. .. Manual Localsystem

%Inters\te Messaging
gent
%Kerbems Key Distri...
%Litense Logaing Ser...
%Log\cal Disk Manager
%Lug\cal Disk Manage. ..
Messenger
%ncp\ke

4 NepMamd

Starked

Starbed
Logical Disk Manager ...  Started
Administrative servic,..
Sends and receives m...  Starked
Provides MCP IPSEC L.,  Started
Starked

Disabled
Manual
Disabled
Autamatic
Autamatic
Manual
Autamatic
Autamatic
Aubomatic

LocalSystem

LocalSystem
LocalSystem
Lacalsystenn
Localystem
LocalSystem
LocalSystem
LocalSystem

198

© NCP engineering GmbH



SECURE ENTRY CLIENT EXAMPLES AND EXPLANATIONS

7.3 Certificate Checks

In addition to the certificate verification according to content a certificate check is
executed on the Secure Client in many respects.

7.3.1 Selection of the CA Certificates

The corporate network administrator specifies which issuers of certificates can be
trusted. This is done by copying the CA certificates of his choice into the \ncple\ca-
certs\ Windows directory. The copying over can be automated with diskettes in a soft-
ware distribution, if the issuer certificates are located in the root directory of the first
diskette at the installation. Afterwards issuer certificates can be automatically distribu-
ted via the Secure Update Server (see — Update Server Manual), or if the user has the
requisite write authorizations in the designated directory — they can be set by the user
himself (see — Display CA Certificates.

The formats *.pem and *.crt are supported for issuer certificates. They can be vie-
wed in the monitor under the menu item “Connection — Certificates — Display CA
Certificates”.

If the issuer certificate of another side is received, then the NCP Secure Client determi-
nes the issuer, then searches the issuer certificate, first on Smart Card or PK CS#12, and
then in the NCPLE\CACERTS\ directory. If the issuer certificate cannot be found, then
the connection cannot be established. If no issuer certificates are present, then no con-
nection will be permitted.

7.3.2 Check of Certificate Extensions

Certificates can experience extensions. These serve for the linking of additional attribu-
tes with users or public keys, that are required for the administration and operation of
the certification hierarchy and the revocation lists. In principle, certificates can contain
any number of extensions, including those that are privately defined. The certificate ex-
tensions are written in the certificate by the issuing certificate authority.
Three extensions are significant for the Secure Client and the Secure Server:

[ extendedK eyUsage

[ subjectK eyl dentifier

[ authorityK eyl dentifier

© NCP engineering GmbH 199



SECURE ENTRY CLIENT EXAMPLES AND EXPLANATIONS

[ ] extendedKeyUsage

If the extendedKeyUsage extension is present in an incoming user certificate, then the
Secure Client checks whether the defined extended application intent is “SSL Server
Authentication”. If the incoming certificate is not intended for server authentication,
then the connection will be refused. If this extension is not present in the certificate,
then this will be ignored.

Please note that the SSL server authentication is direction-dependent. This means that
the initiator of the tunnel establishment checks the incoming certificate of the other
side, if the extendedKeyUsage extension is present, then the intended purpose must
contain “SSL Server Authentication”. This applies as well for callback to the Client via
VPN.

Exception: For a server call-back to the client after a direct dial-up, without VPN but
with PKI, the server checks the client certificate for the extendedK eyUsage extension.
If thisis present, then the intended purpose “SSL Server Authentication” must be con-
tained otherwise the connection will be rejected. If this extension is not present in the
certificate, then thiswill be ignored.

| subjectKeyldentifier / authorityKeyldentifier

A key identifier is an additional 1D (hash value) to the CA name on a certificate. The
authoritykeyidentifier (SHA1 hash over the issuer’s public key) on the incoming certi-
ficate must agree with the subjectKeyldentifier (SHA1 hash over the public key of the
owner) on the corresponding CA certificate. If no CA certificate is found then the con-
nection is rejected.

The keyidentifier designates the public key of the certification authority and thus not
only one, but a series of certificates if required. The use of the key identifier allows a
greater flexibility for the determining a certificate path.

In addition, the certificates that possess the authoritykeyidentifier extension do not
need to be revoked if the CA issues a new certificate when the key remains the same.

7.8.3 Checking Revocation Lists

The Secure Server can be provided with the associated CRL (Certificate Revocation
List) for each issuer certificate. It will be copied into the \ncple\crls\ Windows directo-
ry. If a CRL is present, then the Secure Client checks the incoming certificates to see if
they are listed in the CRL. The same applies for an ARL (Authority Revocation List)
that must be copied into the \ncple\arls\ Windows directory.

If incoming certificates are contained in the CRL or ARL lists, then the connection is
not permitted. If CRLs or ARLSs are not present, then no check takes place in this re-
gard.
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7.4 Stateful Inspection Technology
for the Firewall- Settings

The Stateful Inspection firewall technology can be used for all network adapters as
well as for RAS connections. It is activated on the client in the telephone book under
“Firewall settings” (see —Configuration parameters, Firewall settings). It is then active
on the gateway if the “Protect LAN adapter” function has been switched on in the Serv-
er Manager under “Routing interfaces — General”.

The fundamental task of a firewall is to prevent hazards from other networks or exter-
nal networks (Internet), from spreading in your own network. Thisiswhy afirewall is
also installed at the junction between corporate network and the Internet, for instance.
It checks all incoming and outgoing data packets and decides whether a data packet
will be allowed through, or not, based on previously specified configurations.

Stateful Inspection is the Firewall technology that currently offers the highest possible
security for Internet connections, and thus for the corporate network. Security is assu-
red in two aspects. On one hand this functionality prevents unauthorized access to data
and resources in the central data network. On the other hand, it monitors the status of
all existing Internet connections as control instance. Furthermore the Stateful Inspecti-
on firewall recognizes whether a connection has opened “spawned connections” —as is
the case for instance with FTP or Netmeeting — whose packets likewise must be forwar-
ded. The Stateful Inspection Internet connection appears as a direct line to the commu-
nication partner, which may only be used for a data transfer according to the agreed
upon rules. Alternative designations for Stateful Inspection are: Stateful Packet Filter,
Dynamic Packet Filter, Smart Filtering, and Adaptive Screening.

Stateful Inspection conceptually unifies the protective possibilities of packet filter and
application level gateways; this means it integrates the functions of both security
processes as a hybrid and works on the network layer as well as on the user layer. With
“condition-dependent packet filtering” not only are the Internet and transport layer ta-
ken into consideration, but the dependencies from the state of a connection are also ta-
ken into consideration. All current and initiated connections are stored with address
and allocated port in a dynamic connection table. The Stateful Inspection filter decides
which packets belong to which connection based on a specified raster (information).
States can be: connection establishment, transfer, or connection disconnect, and they
apply for TCP as well as for UDP connections. An example using a Telnet session: The
state “Connection establishment” is defined in that user authentication has yet taken
place. If the user has logged in with user name and password, then this connection is
set to the “normal connection” state. Because the respective state of a connection is
constantly monitored, access to the internal corporate network remains denied to un-
authorized parties.

The advantage relative to static packet filters is that the decision whether a Gateway or
Client will forward a packet or not, is not based on source address, destination address
or ports. The security management also checks the state of the connection to a partner.
Only those packets are forwarded that belong to an active connection. Data packets that
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cannot be assigned to an established connection are rejected and recorded in the log
file. New connections can only be opened according to the configured rules.

In the simplest firewall function, only the incoming and outgoing connections are test-
ed and monitored relative to the protocol (TCF/IP, UDP/IP, ICMP, IPX/SPX), the ap-
propriate ports, and the participating computers. Connections are permitted or blocked
depending on a specified system of rules. Further tests (such as content or transferred
data) do not take place.

The Stateful Inspection filters are a further development of the dynamic packet filter
and offer a more complex logic. The firewall checks whether a connection allowed on
the port filter can also be established for the defined purpose.

The following additional information about a connection is also managed:

— Connection identification number

— State of the connection (such as establishment, data transfer, disconnect)
— Source address of the first packet

— Destination address of the first packet

— Interface through which the first packet came

— Interface through which the first packet was sent

Based on this information the filter can decide which subsequent packets belong to
which connection. Thus a Stateful Inspection system can also eliminate the UDP prob-
lem. This involves the relative ease with which UDP packets can be forged, such as is
the case with UDP-based DNS service. Because Stateful Inspection filters can note the
current status and context information of a communication relationship, it is necessary
that source and destination address as well as source and destination port, and also the
DNS header in the query packet be included when saving the status and context infor-
mation. The system executes an interpretation on the application layer.

Example: An incoming connection to port 21 of a computer is an FTP connection for a
pure port filter. An additional test does not take place. On the other hand, the Stateful
Inspection filter additionally checks whether the data transferred via this connection
belong to an established FTP connection. If not, then the connection will be disconnec-
ted immediately. In addition, a Stateful Inspection filter is able to adapt rules depen-
ding on necessary communication processes. If, for example, an outgoing FTP connec-
tion is allowed, then the firewall also automatically enables the establishment of the as-
sociated reverse channel. The corresponding information (ports) is read out of the con-
trol connection.

One advantageous aspect of Stateful Inspection filters is the capability to check the
data on all protocol layers (this means from the network layer to the application layer).
Thus for example an FTP-GET can be allowed, however an FTP-PUT can be prohibi-
ted. A positive effect of the increased intelligence relative to conventional packet fil-
tersis the option of assembling individual packets during a communication relations-
hip, and thus bring extended possibilities for user authentication to the application.
Stateful Inspection filters are not immune to certain attacks that take place on the lower
protocol layers as a consequence of the undependable separation of the network seg-
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ments. Thus for instance, fragmented packets (usually from outside to inside) will be
allowed through without further testing.
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For your notes —
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Abbreviations and Technical Terms

3DES TripleDES. Standard of Encryption with 112 Bits.

AES Abbreviation for Advanced Encryption Standard.
It is a European development of Belgian encryp-
tion experts Joan Daemen and Vincent Rijmen
(“Rijndael algorithm”), and supercedes DES (Data
Encryption Standard). This is an encryption algo-
rithm that has key lengths of up to 256 bits. Thus
N to the 256th power is the measuring unit for the
number of possible keys that can be generated with
this algorithm. In spite of increasing processor
speeds it is expected that the AES algorithm will
offer acceptable security for the next 30 years.
AES will soon find wide distribution in VPN and
SSL encryptions.

AH Authentication Header RFC 2402

Analog Interface This is an interface for connecting analog devices
(e.g. modems, facsimile group 3 machines, analog
telephones etc.). The current international standard
connector for analog devicesis RJ11.

Asymmetric Encryption (Public Key Process) In an asymmetric encryption
each participant has two keys: a secret private key
and a public key. Both keys stand in a mathemati-
cally defined relationship to each other (2 Key Ser-
vice). The participant’s private key is strictly se-
cret; the public key is available to anyone. Key
management is straightforward even with large
numbers of participants. For example: Two keys
per participant generate a total of 2000 keys to en-
able secure communication for 1000 participants
in all sender-recipient combinations. RSA is the
best-known asymmetric encryption process. The
disadvantage of the asymmetric encryption process
isthat it is calculation-intensive and thus compara-
tively slow.

Basic Connection A type of ISDN connection with So-interface. (“S”
(So/ BRI = Basic Rate Interface) stands for subscriber interface: user interface). It
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consists of a D-Channel (bandwidth: 16 kBits/s)
for controlling and two B-Channels (bandwidth:
64 kBits/s each) for data transmission.

Basic Rate Interface (BRI) An ISDN subscriber service that uses 2 B-Chan-
nels (64 Kbps) and 1 D-Channel (16 Kbps) to
transmit data, audio, voice and video signals over
a digital dial-up circuit. BRI's are available from
your local PTT.

BCP Bridge Control Protocol

BITS Bump In The Stack - A type of PSec implementation.
BITW Bump In The Wire - A type of 1PSec implementation.
Blowfish Encryption Standard with 128/448 Bit

Browser (Web Browser) This is the user interface to the Internet. With its

HTTP (Hypertext Transfer Protocol) capability it can
handle different formats (for example HTML, GIF,
CAD) that are required for a multi-media (sound and
graphics) representation of the information.

CA (Certification Authority) Also Trust Center (for example D-trust, a combined
undertaking of Debis and the Federal Printing
Office). With PKI Manager Software a CA issues
digital, signed confirmations (certificates) and
stores them on a Smartcard (Chipcard). A CA can
be a private service provider or a public institution.
These certifying authorities do not need govern-
ment permission and the private service provider or
public institution is liable for the correctness of the
certificates.

CAPI Common Application Program Interface. This inter-
face is designated as a common ISDN API in
ISDN and corresponds to the PCI interface (Pro-
grammable Communication Interface). The inter-
face direct access to ISDN and the lower protocol
layers (Layers 1-3). Higher-level protocols (applica-
tions) like telex and file transfer can be used regard-
less of the hardware platform implemented. There
are two versions of CAPI, 1.1 and 2.0. The ISDN
applications are programmed accordingly either
for CAPI 1.1 or CAPI 2.0, or for the specific CAPI
requirements. A hybrid CAPI allows implementati-
on of application software for CAPI 1.1 as well as
for CAPI 2.0 (see Hybrid CAPI).
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CCP

Certificates

CHAP

CLI

COSO

Cryptography

CTAPI
CUG
DES

DHCP

Directory Service

Compression Control Protocol

Certificates are issued by a CA (Certification
Authority) with a PKI Manager (software) and
stored on a Smartcard. This Smartcard contains di-
gital signatures in addition to the Certificates. The-
se digital signatures are equivalent to a digital per-
sonal identity card.

Challenge Authentication Protocol

Caling Line lIdentification (Caller ID - Euro-
ISDN)

Charge One Side Only. The low level callback is
negotiated via D-Channel and uses call waiting via
D-Channel. This method is very popular, because
as opposed to PPP no local charge is assessed to
the caller when dialing-up or connecting to the re-
mote destination. The caller initiates the request
for a connection on the ISDN D-Channel. The re-
ceiver establishes the connection and is charged.

Applications are encryption, electronic signature,
authentication, and Hash Value Calculation. These
are mathematical processes that are used with a
key.

Interface to Smartcard Readers
Closed User Group (Euro-1SDN)
Data Encryption Standard

Communicating with DHCP (Dynamic Host Con-
trol Protocol) means that an IP Address is automat-
ically assigned to you for every session.

Remote Accesses like Email addresses, telephone
numbers etc. are stored in directories of various
databases. Two problems are associated with this
directory multiplicity, they are (1) large volumes
of the same data must be captured many times (2)
individual entries are not linked to each other. The
maintenance required is enormous and inconsisten-
cies cannot be ruled out. A standardized procedure
is required that will facilitate the capture and
maintenance of all information in a central directo-
ry. NCP Security Management supports the stand-
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ardized protocols RADIUS (Remote Authorization
dial-In User Service), and LDAP (Lightweight Di-
rectory Access Protocol). The latter insures access
to centralized directory services.

DMZ Demilitarized Zone - an area between the Firewall
and the enterprise network with Web Servers,
Email Servers and VPN Servers.

DNS The Domain Name Server (DNS) makes the IP
address available for an Internet session after
dial-in with user name and password. It provides
additional Internet routing in that it retranslates the
given desired destination names into IP addresses
and creates the connection to this address.

DNS Server A computer with a database containing all relevant
host computers (domain name addresses) and their
corresponding IP addresses. When queried, the
DNS Server responds by returning the IP address
corresponding to the domain name address.

D-Channel Protocol The D-Channel insures that terminals can commu-
nicate with the network. Among other things it
monitors connection setup and breakdown. It in-
cludes Layers 2 and 3. HDLC is implemented on
Layer 2 in ISDN for the logical data transfer. The
actual D-Channel protocol resides on Layer 3. Cur-
rently DSS1 is available throughout Europe as D-
Channel protocol.

DSA Directory System Agent
DSS1 Abbreviation for the European standard Digital

Subscriber System No.1. This is the European
ISDN protocol for D-Channel.

DUA Directory User Agent
ECP Encryption Control Protocol
EDI This is an abbreviation for Electronic Data In-

terchange, which is a set of standards for controlling
the transmission of business documents (e.g. purcha
se orders and invoices) between computers.

ESP Encapsulating Security Payload RFC 2406
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Euro-ISDN The International Telecommunications Union
(ITU) standard for European ISDN, refers to the
D-Channel Protocol DSS1 as well as various ser-
vice features (e.g. Time & Charges, Completion of
Calls to Busy Subscriber, Call Forwarding, Call
Waiting, etc.). In Euro-ISDN the individual termi-
nals are addressed with the D-Channel protocol
DSS1 with the multiple subscriber number (MSN).

Firewall A division between public network and private
network. It is a protection mechanism that regula-
tes the station access. A firewall computer seals
off a network from unauthorized access, particular-
ly from the WAN side. For example, authorization
of incoming and outgoing connections is regul ated
by filtering out certain network participants and
network services and by determining access rights.
From the WAN perspective it is usually web ser-
vers, Email servers, and VPN servers that are loca-
ted behind the firewall in the DMZ.

FTP File Transfer Protocol. Based on TCP and TEL-
NET (Port 21).

FTP Server A fileserver that supports the File Transfer Proto-
col enabling users to download or upload files
through the Internet or any other TCP/IP Network.

GPRS Standard for fast handy communication

GRE Generic Router Encapsulation. CISO specific
tunneling protocaol.

GSM Global System Mobile. Standard for cellular com-
munications

Hash Value see Signature

HBCI Standard for Smartcard Readers (Online Banking)

HTTP Hypertext Transfer Protocol. (Port 80)

Hybrid Encryption High performance and high security: Hybrid en-

cryption combines the advantages of symmetric
and asymmetric processes. While communication
content is secured with fast symmetric algorithms,
participant authentication and key exchange occur
on the basis of asymmetric processes. Actual docu-
ment data encryption is determined by a random
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number (session key) that is generated for each in-
dividual communication connection. This one-time
key is encrypted with the recipient’s public key
and the message is added. Then the recipient re-
constructs the session key with his private key and

decrypts the message.
IETF Internet Engineering Task Force.
IKE Internet Key Exchange, which is part of IPsec for

secure key management, separate security associa-
tion negotiation, and key management protocol
RFC 2409.

Internet The Internet is a worldwide open computer net-
work. It isopen to all. Every company and each in-
dividual can connect to the Internet and can com-
municate with all other connected users regardless
of the computer platform or the respective network
topology. A general shared network protocol is ne-
cessary to insure that data exchange between the
different computers and networks is possible (see
TCP/IP).

Intranet A network within a company or organization em-
ploying applications associated with the Internet,
such as Web pages, Web browsers, FTP Sites, E
Mail, etc. However these are only accessible to
those within the company or organization.

IP Address Each computer in the Internet has an | P address (In-
ternet Protocol Address) that clearly identifiesit for
aslong asit is part of the Internet. An IP address is
32 hits long and consists of four numbers separa-
ted from each other by a dot. There are 8 bhits
available for each number thus it can take on 256
values. However the total number of possible IP
addresses remains limited. The internet user thus
does not receive a one-time non-modifiable num-
ber assigned to him, rather for every one of his
sessions he gets the IP address that has not yet
been assigned. The IP addresses are assigned for
the duration of a time slice. This assignment of
address is usually an automatic PPP negotiation
over DHCP. Special programs can translate the
IP address into a name. These programs run on a
Domain Server.
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IP Network Address Translation |P Network Address translation is already setup
when the workstation software isinstalled and it is
activated as default when a new destination system
is created! When IP network address translation is
used all transmitted frames are sent with the nego-
tiated (PPP) IP address. The workstation software
translates this official IP address into the system’s
own Internet address, or in the case of a worksta-
tion, into its own user defined IP address. In gene-
ral it is possible with NAT to work inaLAN with
unofficial IP addresses that are not valid in the In-
ternet and, in spite of that fact, access the Internet
from the LAN. To make this possible the unoffi-
cial IP addresses are translated into official IP ad-
dresses by the software. This saves official Internet
addresses, that are not available in unlimited num-
bers on the one hand, and on the other hand NAT es-
tablishes a certain protection (Firewall) for the LAN.

IPCP Internet Protocol Control Protocol

| Psec IETF Standards: RFC’s 2401-2412 (12/98)

I PX Internet Packet Exchange, Netware protocol from
Novell

IPXCP Internetwork Packet Exchange Control Protocol

ISDN Integrated Services Digital Network. A digital net-

work that integrates all narrow band communication
services (for example telephone, telex, fax, teletext,
videotext) consisting of channels with a transfer
speed 64.000 bit/s. A basic connection in the so-
called narrow band ISDN has three transmission
channels: channel B1 64,000 bits/ s, B2 64,000
bits/s, D-Channel 16,000 bits/s. The total transmi-
ssion rate is 144,000 bits/s. By the end of the mil-
lennium this network should be uniformly extended
throughout Europe. The specifications for 1SDN
are worked out by ITU and CEPT.

ISDN Adapter The products of the NCP Arrow family are ISDN
adapters. They make it possible to connect existing
non-1SDN capable terminals to the ISDN network.
The adapter handles the software and the hardware
adaptation of the terminal interface to the ISDN in-
terface (So). An ISDN adapter with Upo terminal
interface enables the conversion of ISDN two wire
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interface Upo (range 3.5 km) on bus-capable ISDN
4 wire interface So (range 150 m) with ISDN TK
equipment in accordance with Telekom Guideli-

nes.
| SP Internet Service Provider
| SO/OSI Reference M odel The ISO standardized model that describes com-

munication in 7 layers (7. Application Layer, 6.
Presentation Layer, 5. Session Layer, 4. Transport
Layer, 3. Network Layer, 2. Data Link Layer, 1.
Physical Layer). Data transmitted in a network are
processed consecutively 7 -1 as above. The order
isreversed on the receiver side.

L2F Tunnel / VPN protocol Layer 2 Forwarding

L2TP Tunnel / VPN protocol Layer 2 Tunneling Protocol

L 2Sec NCP designation, functional description in RFC
2716

LCP Link Control Protocol

LDAP Lightweight Directory Access Protocol (see Direc-

tory Service)

MAC Address This stands for Medium Access Control Layer Ad-
dress. It is a physical address in the network.

MIB Management Information Base

MD5 Message Digit 5. Used to generate a hash value.

Name Exact Internet name, it is supposed to make it ea-

sier for the users to work on the Internet. The na-
mes are entered in the Internet browser and are
then translated into IP addresses by the Domain
Server.

NAS Network Access System

NetBios Network Basic Input Output System an interface
that offers datagram and stream-oriented commu-
nication.

OCSP Abbreviation for Online Certificate Status Proto-
col. It is a protocol used for online verification of
certificates.
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PAP PAP Password Authentication Protocol. Security
mechanism inside the PP for authenticating the
other side. PAP defines a method according to
which the establishment of a connection whereby
the rights of the sender are checked based on a
user name and password. In this process the pass-
word is sent over the line in clear text. The reci-
pient compares the parameters with his own data
and if in agreement releases the connection.

PBX An abbreviation for Private Branch Exchange,
which is an automatic telephone switching system
that enables users within a company to place calls
to each other without having to go through the
public telephone network. Users of course can also
make calls and receive calls from the public tele-
phone network.

PC/SC Interface to Smartcard readers

PEM An older form of Soft Certificates (without private
key).

Personal Firewall Client software security mechanisms combine

tunneling processes and personal Firewalling, IP
Network Address Translation (IP-NAT), as well as
universal filter mechanisms. IP Nat is of central
importance then it ensures that only outgoing
connections from the computer to the Internet are
possible. Incoming data packets are checked on the
basis of refined filtering for precisely defined
characteristics and are discarded if there is no
agreement. This means that the Internet port of the
respective computer is completely camouflaged
and the establishment of undesired connections is

impossible.
PIN Personal Identification Number
PKCS Abbreviation for Public Key Cryptography System,

an encryption system with public key.

PK CS#10 A method defining how a certificate is transferred
from the PKI manager to the CA (Certification
Authority). Usually via Http - encrypted with SSL
as Https.

PKCS#11 Basis for Smartcard standards
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PKCS#12 Soft certificate. A standard that describes the data
structure syntax.
PKCS#15 Smartcard pointer description. Indicates where

what will be found on the Smartcard

PKI Thisisused for Key Management. Transaction-based
security requires a clear partner authentication by
means of certificates that have been issued by a trust-
worthy PKI. Particularly for E-commerce PKI offers
the framework for confidentiality (secrecy), Integrity
(counterfeit security), authenticity (identity security)
and indisputability.

PoP Point of Presence

POP3 Protocol, used for downloading Emails. Counter-
part to SMTP (Port 10).

PPP Point-to-Point Protocol. Transmission protocol in
connection oriented networks.

PPP negotiation In a PPP negotiation the IP address is assigned
automatically after the logon at the provider.

PRI Primary Rate Interface. (ISDN interface, primary mul-
tiplex S2m with 30 B-Channels and 2 D-Channels.

Radius Remote Authorization Dial-In User Service, see
Directory Service

RA Registration Authority. For the most part the regi-
stering location is the site that accepts the certifi-
cate application. The RA is also the site where the
loss or deterioration of a valid certificate is repor-
ted. It is also the site that issues revocation lists
for certificates that have become invalid.

RAS Remote Access services. Company Specific (Mi-
crosoft) dial in help for Remote Access Routing
Information Protocol, also routing mode.

Revocation list The revocation list includes client certificates that
have been revoked or blacklisted. When a user for
example notifies the CA that their Smartcard has
been stolen, the certificate will be revoked by the
CA and entered in the Revocation List. Certificates
that expire will not be listed in a revocation list.
Revocation Lists are regularly updated.
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RIP Routing Information Protocol, also Routing Mode

RFC Request for Comment. Blueprint for a standard or
a pre-standard that is in discussion and will be
kept in the list of RFC’'s aslong as it proves itself
in practice. Earlier forms of RFC’s are drafts.

Routing Tables Routers require information about the best routes
from the source to the destination for route selection
in the network. With the routing table's help these
segments are calculated. With static routing the
tables have been firmly defined. In dynamic routing
the router receives information about the network
through router information protocols (for example
RIP, NLSP, OSPF) that is collected and continuously
updated in self-learning router tables.

RSA The first procedure that fulfilled the demands for
public key cryptographics. Invented 1977 by Ron
Rivest, Adi Shamier and Leonard Adlemann.

SHA Secure Hash Algorithm, see also Signature

Signature A digital signature requires the generation of a ma-
thematical link between document and the secret
personal signature key of the participant. The
document sender generates a checksum or so-cal-
led Hash Value, this hein turn codifies with his se-
cret key and thus creates a digital signature additi-
on to the original document. The document reci-
pient can check the signature with the sender’s
public key by constructing on his side the Hash va-
lue from the message and comparing it to the en-
crypted signature. Because the sender’s signature
is directly bound into the document every later
modification would be noticed. Also interception
or eavesdropping of the signature through data in-
terception isto no avail. The digital signature can-
not be emulated or copied because it uses the se-
cret key. It is impossible to determine the secret
key from the signature.

Smartcard If you use the functionality of the Smartcard after
CHAP Authentication (User ID and Password)
then the Strong Authentication with the stored cer-
tificates on the Smartcard and the Gateway will be
executed. Among other things the user certificate,
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the root certificate, and the secret private key, are
stored on the Smartcard. The Smartcard can only
be used with avalid PIN.

SMTP Simple Mail Transport Protocol. Internet standard
to distribute Email. Based on TCP (Port 25). It is
text oriented.

SNA Systems Network Architecture. Hierarchically
oriented network for the control of terminals and
for application access support in IBM host systems.

SNMP Simple Network Management Protocol. Network
management protocol based on UDP/IP.

Sour ce Routing The possibility to optimize route selection between
bridges in Token-Ring networks. With SNA, route
information hanging on the datablock is also trans-
mitted. In this manner the confirmation route is
also clearly manifest.

SPD Security Policy Database

SSL Secure Socket Layer. According to the SSL proto-
col Dynamic Key Exchange can be used. SSL, de-
veloped by Netscape, in the meantime has be-come
the standard protocol for Dynamic Key Exchange

SSLCP Secure Socket Layer Control Protocol
STARCOS Operating system for Smartcards
Symmetric Encryption Sender and recipient use the same key for sym-

metric encryption and decryption. Symmetric al-
gorithms are very fast and very secure - only if the
key transfer between the sender and the recipient
is not endangered. If an unauthorized person is in
possession of the key then this person can decrypt
all messages. In other words using the key he will
appear as the message sender. If for larger groups
of participants symmetric encryption is to be used
so that each participant can only read messages ad-
dressed to him, then an individual key is required
for each sender-recipient pair. This results in a so-
mewhat cumbersome key management. For examp-
le, for 1000 participants 499,500 different keys are
necessary (!) to support all possible relationships.
Currently the best-known symmetric encryption is
the DES algorithm.
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TCP/IP An abbreviation for Transfer Control Protocol / In-
ternet Protocol, which is a network protocol used
by computers to communicate with each other.
TCP/IP can be used in most any LAN or WAN, re-
gardless of the underlying topology (Token Ring,
Ethernet, X.25, ISDN, Frame Relay etc.). TCP/IP
also includes various Internet standards: FTP: File
Transfer Protocol (for File Transfer) / SMTP:
Simple Mail Transport Protocol (for E Mail) /
TELNET: Teletype Network (for Terminal Emula-
tion) / RLOGIN: Remote Login (for remote con-
trol purposes)

TECOS Operating system for Smartcards (V. 1.2, 2.0)
Token Ring Ring structure network topology from IBM.
UDP User Data Protocol. This builds directly on the

underlying Internet protocol. It was defined to
also provide application processes with the direct
possibility to send datagrams. UDP delivers over
and above the capabilities of TCP/IP simply a port
number and checksum of the data. Due to the lack
of overhead such as receipts and security mecha-
nismsit is particularly fast and efficient.

UMTS Universal Mobile Telecommunications Service. Fu-
ture Standard for fast mobile phone communication.

VPN Virtual Private Network. A VPN can be implement-
ed as a virtual network over all IP carrier networks
- that means the Internet as well. Two specificati-
ons have crystallized for the realization of a VPN:
L2F (Layer 2 Tunneling) and L2TP (Layer 2 Tun-
neling Protocol) both processes serve to establish a
tunnel that can be considered a “virtual leased
line”. In addition to IP frames also IPX data, SNA
data, and NetBios data are transparently transmitted
over such a logical connection. At the end of the
tunnel the data packets must be interpreted and
transformed into a DataStream on the basis of the
protocol used.

WAN Abbreviation for Wide Area Network, which is a
communications network that connects networks
that are separated geographically. (normally LAN
= Local Area Network). WANs are normally pro-
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vided by PTTs or Carriers and generally speaking
offer high speed connection (64 Kbps - 2 Mbps or
higher).

WAP Wireless Application Protocol. Developed by No-
kia, Ericsson and Motorola.

WINS An abbreviation for Windows Internet Naming
Service, which is a Windows NT Server method
for linking a computer’s host name to its address.
Thiswas the original Microsoft derivative of DNS,
and is also referred to as INS = Internet Naming
Service.

X.25 An ITU (International Telecommunications Union)
recommendation that specifies the connection bet-
ween an end device (e.g. PC or terminal) and a
packet switched network. X.25 and is based on
three definitions. (1) the physical connection bet-
ween the end device and the network, (2) the trans-
mission access protocol, and (3) the implementati-
on of virtual circuits between network users. Toge-
ther, these definitions specify a synchronous, full
duplex end device (terminal) to network connecti-
on.

X.509 v3 A Standard of Certification
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1. Mobile Computing via “GPRS/UMTS”

If you are using a multi-function card* for UMTS/GPRS/WLAN, then with the NCP
Client software**, special features of the mobile computing can be used depending on
the card characteristics.

Due to the direct support of the multi-function card for UMTS/GPRS/WLAN through
the Secure Client, installation of management software from the card implemented, is
not necessary.

The NCP Secure Client combines all communication and technical security mecha-
nisms for economic data communication on the basis of the end-to-end principle of
security. The Client Monitor has visual displays of all connection states, field strength,
the selected network, and the provider. Also the integrated dynamic Personal Firewall
is optimized for remote access and protects the mobile teleworkstation (even at system
start) against any attacks and guarantees maximum security, also during the automatic
hotspot login. The VPN connection is established via the integrated NCP Dialer inde-
pendent of the Microsoft data communications network.

* Currently supported multi-function cards:
T-Mobile Multimedia NetCard

V odafone Mobile Connect Card

KPN Mobile Connect Card

** Alternative versions of the NCP Client Software:

Enterprise Client from version 8.10 SP1
Entry Client from Version 8.21
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1.1

1.2

Installation

5 nee

[INCP Secure Client 8.10 Setup

Driver Installation

First install the appropriate
software version and then
install the PCMCIA card
driver on your notebook.

The driver for the Qualcomm 3G CDMA PCMCIA card is on the included CD in the

directory

Software\Modems\Language Independent)\

Start “OptionFusion.exe” with a double click and confirm the query that is displayed

with “OK”.

'.!.%- Option Fusion Driver Package 1.0.0.10 Setup

Cormplete the installation

Windows needs to reebot in order to complete the driver installation,
after the reboot, insert your card and let windows complete the card
installation. Please note that this can take some time,

After completing the
installation end setup by
clicking on “Finish”.

Then the computer will re-
boot.

After the reboot insert the
card in aPCMCIA slot.

Appendix: Mobile Computing via GPRS/ UMTS
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Please note the following if using the Windows XP operating system

If Windows XP is used with Service Pack 2 and security packages, then a connection
@ cannot be established viathe card.

The software will display an error message when attempting to establish a connection
(see Fig. to the left).

In this case a new driver must be installed. The file OptionCardinstaller.exe is
available from NCP for this purpose.

A newer driver is on the driver CD for the newer Multimedia NetCard from T-Mobile,
which only supports UMTS/GPRS.
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2. Configuring a Destination System (Profiles)

Create a new destination system (profile) in the NCP Client software. Follow the in-
structions provided in the Client Software Manual.

2.1 Configuring with a Wizard

Click on “New entry” and
follow the wizard’s
instructions. Afterwards you
can complete the configuration
in the telephone book.

Fhonebook

0181011

A connection to the corporate
network is provided below as
an example.

An NCP Gateway is used as the
destination system for this test
Destination Wizard x| connection.

Basic Settings
Define type of connection mp
(s

Destination Wizard

Click on “ Next”
Enter a name for this

o destination system
Enter the name of the connection (pI’OfI I e) .

Destination Wizard

Link type (Dial up configuration) CI I Ck on “ NeXt"
Selectthe media type of the connection

150N

kodem

LAN (over [P} Select GPRS/UMTS as

<DEL (FPPoE) .

LDSL (VM - PP over CAP! connection type.

TS

GPR B
LAM with HTTF login
PPTP

_ oo [ dow | cnon |
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Destination Wizard ’_ The Card “ FUSl On UM TS GPRS
Link type (Dial up configuration) WLA N = 3G mOdem" W| I I be

Selectthe mediatype of the connection d .
isplayed accordingly. Select
this card.
GPRs/UMTS ]

Agere Systermns AC'S7 Modem

Fusi PR m

Fusion UMTS GPRS - 3G Modem

A ISDN FAK (G3)
| AWM ISDM Custom Config

Destination Wizard x| Do not make any changes to the

Link type (Dial up configuration) modem initialization string. Do

Selectthe mediatype of the connection

not switch pulse dialing on.

GPRS /UMTS -]

Fusion UMTS GPRE WLAM - 3G Modem ]

ATEFCccHATENYT AD2ECTS0=0<cr> ATX1 <or>
[

Click on “ Next”

Destination Wizard

Connection information for the internet service provider
Account infarmation for the intermet service provider p

Y ou only need to enter a (any)
user name for the Internet
Service Provider (ISP) unless
you have received special
passwords from the provider.
Billing (and the identification)
is executed viathe SIM card.

For atest connection to an NCP
Gateway enter as telephone
number:

*QOo#

Click on “ Next”
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VPN gateway parameters
Towhich P server should the connection be established?

E2 163,165 36

Destination Wizard

Certificate usage :
Should a cerificate be used for authentication?

Destination Wizard

Connection information for VPN gateway
Account infarmation for the YPN connection,

nCpuser2ip

SECURE ENTERPRISE/ENTRY CLIENT

Read the description of the
gateway parameters.

If you want to setup a test
connection to the NCP
Gateway then enter as tunnel
endpoint:
62.153.165.36

as tunnel secret:

secret

Compression is not necessary.

Click on “ Next”

Y ou do not need a certificate
for atest connection to the
NCP Gateway.

Click on “ Next”

Enter the following as access
data for the NCP VPN Gateway:

VPN User ID:
ncpuserl2tp

Click on “Save VPN Password”
and enter the following as VPN
password:

ncpuserl2tp

Click on “ Next”

Appendix: Mobile Computing via GPRS/ UMTS
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Destination Wizard ’_ DO nOt Change the Statl Cc key

Static key (Preshared K setting for the test connection.
i

Click on “ Next”

Destination Wizard ’_ |t IS not necessary tO Set the

Iég:zclt:gr?dw\:m”able different firewall features mp L : nk FI ra,val I for the teﬁ con-
nection.

Click on “ Next”

Phonsbook This concludes the
configuration with the

g assistant.

0191011

Now click on “Configuration”
and complete the configuration
in the telephone book.
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2.2 Configuration in the Phonebook

Phonebook  L2Sec Test x|| For the test connection select
“Mod m »
Destnafion D the parameter “Modem” and
Dial-Up Network . . .
Carm Port [come 2 || make the following entries:
Line Management Elsur (i I 57600 j
Callback —
Incoming Call Belease Com Port: IOn j
S
AES;KM Madarm - [Fusion UMTS GPRS WILAN-3 7]
WP Tunneling . -
\/PM 1P Metworks Maodem |nit. String : IAT&F(CI’)ATE[IVT A&D28C1S0=0<
IPSec Options Dial Prefix: IATDT
HA Support -
DONS /WINS AP [t-cgacont-1.p" Mintemet a1 ce
Certificate Check
Link Firewall SIM PIN AT command : IAT+CF’\N=
SIMPIN [
Help | oK I LCancel

APN

The APN (Access Point Name) is required for the
GPRS and UMTS dial-in. You get the APN from
your provider. The APN is used primarily for
administrative purposes.

The AT command

at+cgdconf=1,"ip",

is standard for the transferring the APN to the SIM
card, however it can vary depending on the provider.

The APN

“internet.t-dl.de”

varies depending on the SIM card and only applies
for the SIM D1 card from T-Mobile.

SIM PIN AT command

When using a GPRS/UMTS card the specific AT
command must be entered. This command
AT+CPIN=

is standard and causes the SIM PIN to be correctly
detected.

SIM PIN

If you are using a SIM card for GPRS or UMTS
then enter the PIN for this card here. If you are
using a mobile phone, then this PIN must be entered
on the mobile phone.
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Phonebook L25ec Test ’_ Sel eCt the parafneter f|6|d

ot L
L25ec |
IPSec

EE—-
e ]

YPMNIP MNetworks
IPSec Options
HA Support
DME {WINS
Certificate Check
Link Firewall

Security Mode
Do not use security mode for the test connection!
Select “Do not use” and then click on “OK”.

Save the telephone book setting and then open the Monitor.
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3. The Monitor

| St theonior

Copnnection  Configuration Log  Window Help

The Monitor of the
VPN/PKI client (Enterprise
|L2Sec Test = Client) must look like the
adjacent illustration. The
Entry Client Monitor is
essentially the same.

Destination : Dutside Line :

Thefield strength of the

—
£ wireless network must be
_ UMTS  GPRS displayed between the
T R R ——— graphic field and the toolbar.
Excelent
Connect Disconnect "cp

Statistics:
Tirme online: 00:00:00 Timeout (sec): 0
Data (Tx) in Byte: O Direction: -
Data (Rx) in Byte: O Link Type: GPRS/UMTS
Speed (KByte/s): 0,000 Encryption:

If the field strength is not displayed, then an error

@ message will appear which refers to a modem error. In
this case proceed as described under “1.1 Driver
installation”.

- After the Monitor starts the
NCP VERIEEE Rl g will automatically

Connection  Configuration  Log  Window Help search for awireless

L?Sec Test network and displaysit with
the corresponding field
strength, once a wireless
network has been found
(T-Mobile D" in the fig. to
the left).

Client

: UMTS  GPRS
S ———— If the network is displayed,

Excelent T-Mobile D ]

then another network search
can be triggered by clicking
on the[...] button.
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Nevooria 5| After searching for an

alternative network the
Flease select a network from the list. window for network
selection will be displayed.
The desired network can be
selected from alist.

MNetwark :

[v] Alwanes rescan netwaorks

If anew network search is

oK | Cancel not desired every time the
Monitor is called up, then
this function (which is
active by default) must be
switched off via the Check
button.

The connection set-up can
= |I:I| ><| . .
be executed precisely in the

same manner as for a
L25ec Test stationary network (see
“Connection setup” in the
Client Software Manual),

Connection  Configuration  Log  Window  Help

A5 Dial-up alternatively the connection
Client "‘ can be setup with the modes
I — | “‘ 2utomatic” , “manual” or
Signal : 4 UMTS CPRS “alternati ng" .

=l ) el el vl o Sl el sl sl

T-Mobile D [.]

The connection typeis
displayed in green
(“UMTS’ to the left).

[0 x| Once the connection is
= set-up, then you can work in

the same manner you work
in your local corporate
network.

Connection  Configuration  Log  Window  Help

This also appliesif the card

e '- automatically changes from
the connection medium
Signal : UMTS to GPRS due to low

=l ) el el vl o Sl el sl sl

field strength. In this case
the connection remains
intact.

If the field strength
increases again, then the
card automatic switches
back.
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« MNCP ¥PN{PKI Client ‘

Log ‘“Window Help
LZ2Sec Test

Connection Configuration

NCP ¥PN/PKI Client

Connection Configuration Log  MWindow Help

LZ2Sec Test

=10l %]

T-Mobile D L]

SECURE ENTERPRISE/ENTRY CLIENT

Y ou can aso change the
connection medium
manually. Click on the
desired medium with the
mouse, in the Fig. to the
left, “Activate GPRS”.

However if you change the
medium manually the
connection will be
disconnected.

Then the connection will be
reestablished automatically,
if thisiswhat has been
configured for the
connection setup in the
phonebook.

Appendix: Mobile Computing via GPRS/ UMTS
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4. Domain Login via NCP Gina

The Client software startsin
background in the boot

' : phase and captures the call
AL *Crtl-Alt-Delete’.

Welcome to Windows

& Press CriAlt-Delete to begn, The integrated Personal
Firewall provided by the
ww | NCP softwareis already
active at thistime, so that
the PC is already protected.

Requiring this key combination at startup helps keep your
computer secure. For more information, dick Help.

The destination system that
has been configured for the
connection medium

EE—— | ey
selected during the boot

Q phase.

(The function “Activate
domain login” is only
required if there was
previously an incorrect
logoff! The search for
available alternative
networks takes a few
seconds and is usually only
significant abroad.)

NCP Secure Client

The SIM PIN must then
only be entered if it has not
yet been entered in the
configuration of the
destination system (profile)
in the “Modem” parameter
field in the telephone book
or if the saved PIN does not
agree with SIM you are
using.

NCP Secure Client

Appendix: Mobile Computing via GPRS/ UMTS A 17



Communication medium

GFRS

T-Mobile D

Metworks :

UMTS

-

[T-Mokile D

Enter PIN x|
Flease enterthe PIN of vour cetificate!

[=\'B I“m

Cancel

NCP Secure Client

L25ec Test

e

Pre

Client

A{lyls] for Damain Lo gon ...

SECURE ENTERPRISE/ENTRY CLIENT

NCP Secure Client

Then the signals of the card
will be displayed, after the
network search the wireless
network found is shown
with the respective field
strength.

If search for alternative
networks has been
activated, then a different
network as well as a
different connection
medium can be selected
manually.

Then click on “OK” in order
to continues with domain
login.

(Use “Local login” to exit
the domain login dialog.)

If use of the certificate has
been configured for this
connection, then at this
point its PIN must be
entered.

Then click on “OK”.

This establishes the
connection and a tunnel into
the central corporate
network is setup.

Further procedure depends
on the configuration in the
Monitor menu under
“Configuration / Logon
options”.

Appendix: Mobile Computing via GPRS/ UMTS
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1. The user enters the
request login data as in the

Log On 1o Windows

\Wiv xp standard Windows login

¥y, ﬂ!egsdlca?g's (see “ Standard Windows

login” in the Fig. below)
Uscr name: |demc01 |
Passware: | ressssnes |
Log on ko |AC ;v__’__|

2. The Client software

shut Down. . transfers the requested login
data into this screen (the
MSOGINA) automatically,
so that the user does need to
enter anything else for the
Windows login. For this
“Use saved login data” must
be activated in the logon
options, and the data must
be entered in the fields.

4.1 Logon Options

The logon options are selected via the “ Configuration” Monitor menu.

Please note the descriptions in your handbook of the client about possible settingsin
this windows.

In this window you can
decide wether via “the
connection dialog before
Windows logon” on a
remote domain the
connection from the client
to the gateway should be
established. For connection
setup to the gateway it may
be necessary to enter the
PIN for the certificate, as
well as for the SIM card,
and the (non-saved)
password for network
dial-in prior to entering the
password for the Windows
login.

Logon Options
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7] If the connection setup takes place prior to the Windows logon, then the login to the re-

mote domains will be encrypted.

If you use the logon option with callback, then “Negotiate PPP callback” must be
executed (see —‘ Callback”).

The computer must be rebooted after every change of logon options made in the Moni-
tor.

This function can only be activated with administrator rights!
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5. Log Files

If a multi-function card for UMTS/GPRS is installed, then a log file is written in the
log directory of the Secure Client, with the following columns:

1st Column: Time

2nd Column: Current field strength

3rd Column: Average field strength of the last minute

4th Column: Average field strength of the last 5 minutes

5th Column: Average field strength of the last 10 minutes

6th Column: Current network type (UMTS or GPRS)

7th Column: Current network

An entry is created every 10 seconds; however the entries are only written to the file
every 5 minutes.

A log fileis created with the name “mfc<DATE>.log” for each day.
Thelog files for the last 7 days are saved.
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For your notes —
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1. Services and Applications of the Secure Client

The services ncpsec.exe, ncprwsnt.exe, and rwrsu.exe can be called from the Windows
system service overview (accessed via the Windows start menu under “ Control Panel —
Administrative Tools — Services’, the NCP services are highlighted in the Fig. below).

=10 x|
| action  view |J4-->| m | = |@|J>l|l » |
Tree I Mame # | Description | Status | Startup Tvpe | Log On As |ﬂ
W 8 Messenger Zends and receives messages transmitted ... Started Autamatic Lacal3ystem
Stark:
%Net Logon Supports pass-thro Stop a. Manual Local3ystem
%NetMeeting Remota,.. Allows authorized £ BEe e, Marual LocalSystem
%Network Connections  Manages objects in oo o -, Started Manual LocalSystem
%Network DDE Provides network bl oo o f.. Manual Localaystem
%Network DDE DSDM Manages shareddy, ——————F .., Manual LocalSystem
%NT LM Security Sup.., Provides security b All Tasks F hiL., Manual Local3ystem
Performance Logs ... Configures perform Bl Manual Local3ystem
%Plug and Play Manages deviceine——|at,,.  Started Automatic LocalSystem
%Print Spaaler Loads files tamemc Properties Started Autamatic Localdystem
%Protected Skorage Provides protected T d... Started Automatic LocalSystem
%QDS RSYP Pravides network, smeremrorerreeerear i, IManual Localsystem
%Remote Access Aut...  Creates a connection ko a remote netwark., Manual LocalSystemn
%Remote &ccess Con,,, Creates a nebwork connection, Manual LocalSystem
Remote Procedure ... Provides the endpoint mapper and okher ... Started Automatic Localaystem |
s Started Automatic :
%Security Accounts ... Stores security information For local user a... Started Automatic Local3ystem j

You can view the properties of these services from this Windows screen, or you can
start or stop the services.

#ixi| All services of the Secure Client

are started automatically from the
installation directory after the

General I Log Dnl Hecover_l,ll Dependenciesl

Service name: ncprwsht software isinstalled.
Dizplay name: |EM
Description: IF‘rovides MCP PPPVPM and DIALIMNG services

Path to executable:
E:A\T emp\0B0328epClincpletnecprwsnt. exe

Startup tupe: Automatic ﬂ

Service statuz:  Started

Sitart | Stop | Bauze Besume I

‘f'ou can specify the start parameters that apply when vou start the service
from here.

Start parameters: I

(0.4 I Cancel Aol
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In addition to the services there are also applications in the installation directory:

ncptrcw.exe

@ Tracer = =] E3
£ Go & 0

Tue Jan 10 09:24:22 2006:Mcp Secure Client Systermlnit -

Fw/SGEA installation path - C:AWIMNT wncple

Rw5GA phonebook - C:AWIMMT Ynoplebncpphone. ofg

Fw/SGA Demersion - 0

Tue Jan 10 09:24:26 2006:NCPIK Einiialized successfully

Adapterpit:Index/] MediaT ype(0].Mtul1300) Dhep(0),Passthni 0], pédr000. 000,000,000, MacAdr( PHLP: MepleDir - C:AAMNT

02.00.5a 6384 ca)

Riwsgabdapter:version_infalvertst-Secure Client Professional Version 8.05)

Riwsgaddapter:version_info[softver-1)

AdapterCanfiglnuspdnnt-3]

AdapterConfigliwsp_o_isdnd]

| AdapterConfig] rwsp o_asyn )

CardReadConfiglT ype-2)

TueJan 10 03 24: 27 2008 Ras\win:pa
C&Pl:Reading config from CAFL

it_ini]

CaPl:Reading config success(2]

Adapterlnit:Index[200) MediaT upe(0].Mbul1500).0hep(0).Passthu(1)Ipbdi172.016.015.247.) MacAd00.04.76.23.05. 21.]

Creating PASSTHRU Adapter

+++ Pthiu receive thread starting - (01814F34)1

Pthruddapter:Init PASSTHRU Adapter TCPIP -» 3Com EtherLink PCI

Pthiuddapter: Systami ame - \DEVICE \{6E 86301 C-1E33-4241-A07E-BC2C29CE2320 =l

Clear Trace Yindow |

ncpmon.exe insrnt5.exe

starts the Client Monitor; can be started by

double clicking on the traffic light icon in 2000/XP
the toolbar or via“Windows — Programs —
Secure Client Monitor”. Monitor operation  uninst.exe

and menu prompts are described in detail in
the manual for the respective Secure Client.

Trace-Monitor; can also
be started via “Windows
— Programs — Secure
Client Tracer”. Thisis
an autonomous
application program for
qualified system
technicians. For example
it can used to create
traces for
troubleshooting
purposes. The tracer is
not intended for the
normal user!

installation program for Windows

The Secure Client can be deinstalled

ncpikedx.exe

IKE protocol for Windows 95/98
ncpike.exe

IKE protocol for Windows 2000/XP
Ibtrace.exe

tracer on driver level for virtual
NCP adapter

inst95.exe

installation program for Windows 95/98

with this program by bypassing the
Windows software administration.

3monapl.exe

Field strength display for UMTS/GPRS
when using a multi-function card.

ncpauth.exe

is used for http authentication
ncprwsnt.exe

Responsible for data communication

frame processing via NCP PPP and
VPN, as well asthe dial services.
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r'wsr su.exe NCP Update Client

. mwzrsu - MCP Update Client
Update Client; corresponds to the program ncprsu.exe on I
the Management Server, see —below h this help message

-1 show version information
Windows 95/38/ME:

-start: stark program
rwsrsu h I p .exe -ztop : stop program
Windows NT/2000/F
i i -install: register az service
Help program for rwsrsu.exe; start it with: emove : deredister as service
start with “net start nwsrsu”
rwsrsu -h stop with "net stop nasrzu’

ncprndll.exe

I's used by the Update Client and calls a DLL that stops or restarts the Client when the-
reis an update.

ncpbudgt.exe
Budget Manager, see —below
ncpmsg.exe

Corresponds to the Budget Manager and if configured in the Client Monitor, it opens
the message window with the appropriate warning for the user.

rwscmd.exe
Command line interface, see —below
ncppopup.exe

Program for entering license data and viewing the software version information; it can
be started via “Windows — Programs — Secure Client Popup”.

ncpsec.exe

PK1 module of the Client software; this program is only necessary when using digital
certificates. The configuration of smart card readers and soft certificates is described in
detail in the respective Secure Client manual, in the “Monitor” section.

ncpepsec.exe

Module for endpoint security between the Secure Client and VPN Gateway; the poli-
cies for endpoint security are configured on the Secure Enterprise Management system
with the plug-in “Endpoint Policy Enforcement”. Consequently Endpoint Policy En-
forcement is only possible if NCP Secure Enterprise Management is implemented. The
security policies of all endpoints of the components implemented can only be uniform-
ly allocated to all endpoints with this central management tool. While the Endpoint
Security Policies are output from the Enterprise Management system, download of the
security policies (which the Management Server prescribes) must be activated on the

Appendix: Secure Client Services A 29



SECURE ENTERPRISE/ENTRY CLIENT SERVICES

VPN Gateway. This is done on the Secure Server Manager in the configuration branch
“Client Policy Enforcement”. If endpoint security is activated then the current policies
are compared and downloaded via the program ncpepsec.exe.

The following services and applications are described in more detail below:

rwsr su.exe
ncpbudgt.exe
rwscmd.exe

ncprwsnt.exe

1.1 Overview of the ports of the NCP Secure Client

for Win2000/XP:

ncpmon.exe 10544

ncpsec.exe 10522, 10542

ncprwsnt.exe 1701, 500, 10523, 10530, 10550, 10600, 10610
rwsrsu.exe dynamic port after 12501 (Management Server)
for 98/ME:

ncpmon.exe 10544

ncpbudgt.exe 10522, 10542

ncpikedx.exe 1701, 500, 10523, 10530, 10550, 10600, 10610
r wsrsu.exe dynamic port after 12501 (Management Server)

additinal ports:

PKI 10523
PPPOE 10550
IPHIp 10560
WSUP (Driver) 10600
DNS Client 10610
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1.2 Registry Entries for the NCP Secure Client

The registry entries can be found under two directory paths with the registry editor:
Software\Ncp Engineering GmbH\NCP RWS/GA\6.0

and

Software\Ncp Engineering GmbH\NCP Secure Client
(see fig. below)

& Registry Editor I [m] 5
Reqistry Edit  ¥iew Favorites Help
-] HKEY_CURRENT_LISER. | | name Type | Data
=0 HKEY_LOCAL_MACHINE (Default) REG_SZ (valuz not set)
-0 HARDWARE IconMonitor REG_S5Z Secure Client Monitor
G- sam IconPopup REG_SZ Secure Client Popup
-~ SECLRITY [aB]1conTracer REG_SZ Secure Clisnt Tracer
B soFTwaRE [aB] reanininst REG_SZ Uninstal
InstaIIDir REG_SZ E:Templ060328epChncple
InstaIIDirDos REG_SZ ETempl060328~1\ncple
LanguageNr REG_DWORD 000000002 (2}
MonVer REG_DWORD 000000001 (1)
Oel‘n'v'ersion REG_DWORD 000000000 {0}
EI {:l MNCP engineering GrmbH PI’QBU"d REG_SZ 55
H l [&-{Z1 MCP Erterprise Manager PrgFDlder REG_SZ MCP Secure Client
- {:I MNCP Gina PrgServicePack REG_5Z2 u]
-2 NCP Management Console [E8]PrgType REG_DWORD 0%00000000 {03
l B0 NCP RAWS[GA [ab]prgyersion REG_SZ 8.30
L ProductName REG_SZ MCP Secure Enterprise Client
{:I MCP Secure Server Manager | Ehi]UninstKey REG_S7 MCP RWS/GA
l B-{_1 MNCF Trap Monitor Rk | _pl
My Computer'l,HKEV LOCAL_MACHIMEVSOFTWAREYMCP engineering GrbHYNCP Secure Client 4
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Key: Software\Ncp Engineering GmbH\NCP RWS/GA\6.0

SeCICsi DWORD
Secure Client Connection state Information

Key: Software\Ncp Engineering GmbH\NCP Secure Client

InstallDir STRING
Installation directory

ProductName STRING
Name of the product e.g: NCP Secure Client

OemVersion DWORD
0=Ncp,
2=T-Online,
4=Dlink,
5=LanCom,
6=Bintec

DisableRws DWORD
1=Client isinactiv,
O=Client is activ

PrgFolder STRING
Name des start menu
PrgVersion STRING
Version as string
z.B. 8.01
[conM onitor STRING

Menu name of the monitor

I conPopup STRING
Menue name of the popup

IconTracer STRING
Menue name of the tracer

MonVer DWORD
UninstK ey STRING

Name for deinstalltion key in the registry
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2. rwsrsu.exe — Update Client

The service rwsrsu.exe is used for communication between Secure Client and Enterpri-
se Management (formerly Update Server) and functions as Update Client. Use
rwsrsu.exe to trigger an automatic update of soft certificates, configurations, and soft-
ware.

2.1 Functional Description

The Secure Client and Enterprise Management (formerly Update Server) are compared
for each encrypted VPN connection of a Secure Client to the NCP Secure Server. (This
Update Service cannot be used for pure dial-in connections!)

If an Enterprise Management Server (Update Server) is installed and the appropriate
configuration is executed, then the NCP Secure Server (VPN Gateway) sends the | P ad-
dress of the Management Server (Update Server) to the Client, after authenticating the
Client. If the Update Client has been configured accordingly (see the registry entries
below) then an extended log output is generated in which the |P address of the Manage-
ment Server can be located under the entry, PRIDLS (Primary Download Server). If the
NCP Secure Enterprise Management Server is installed behind an external VPN gate-
way, then its IP address must be saved in the Phonebook of the Secure Client (under
“DNS/WINS — Management Server”).

Then the Client’s rwsru service contacts the Management Server (Update Server) to
execute a version compare. This is done after each restart of the Secure Client for the
first VPN connection to the central gateway (at least).

As soon as the rwsrsu service detects that a newer version is ready for the Secure Cli-
ent, then depending on the configuration a new software program, an updated configu-
ration (Phonebook), a PKCS#12 file (soft certificate), as well as CA certificates, are
transmitted to the Secure Client.

In this process a Phonebook or a certificate is updated depending on the VPN user |1D
that is used on the Client. Here you can specify whether each user will receive an indi-
vidual directory for stored configurations, or whether a general directory will be refer-
enced for all VPN users for this purpose. The latter option however is only availablein
conjunction with certificates.
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2.2 Configuration

The Management Server, as well as the Update Client (NCP Secure Client) can be set
especially for communication to each other.

If configurations are executed then the service, i.e. the program must first be stopped
and then restarted so that the changes become effective.

for Management Servers with:
net stop ncprsu
net start ncprsu

for the Update Client under Windows NT/XP/2000 with:
net stop rwsrsu
net start rwsrsu

for the Update Client under Windows 98/ME in the directory installdir\ncple\ with:
rwsrsu /stop
rwsrsu /start
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2.2.1 Configuration of the Update Client (rwsrsu)

] Configuration compare via the Management Server

The rwsrsu (Remote Software Update) service that is always active on the Secure Cli-
ent isfirst set by the Management Server. The Update Client receives the Update inter-
val for this and the block size for the compare. These data are transmitted from the con-
figuration of the Management Server to the Client when it (the Client) logs on.

Update Interval (Checkinterval):

As delivered the setting for the update interval is one day. Use the update interval to
specify a time period in seconds, after which the Secure Client or the RWSRSU will
contact the Management Server, in order to check whether updated files are present.

Block Size (BlockSize):

The block size designates the maximum size (in bytes) of the data packets that will be
transmitted. The block size should not exceed 64-kByte.

] Additional Configuration Settings in the Registry

Additional settings for the Update Client can be made in the file ncpmon.ini under the
header RWSRSU:

Registry Entry M eaning

RsuPort Port for TCP connection to the Management Server
Standard is 1250
The port must agree with the RsuPort in the file
NCPRSU.CONF on the Management Server.

RsuLogL evel If this entry exists, then extended log outputs are generated
in the file installdinRWSRSU.LOG.
Permitted values are O - 9.

RsuL ogFileSize aximum size of the log file in bytes
Standard is 200,000 bytes
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RsUA utoAnswer This setting can also be changed with:
...\installdir\rwscmd/rwsautoanswer
If this entry is present then you can determine how the Up-
date Client will handle the update when a software update is
ready to be provided:
0 = off (standard)
The question as to whether an update should be executed is
displayed for the user. The user selects yes or no.
1= yes
All updates are executed automatically, without asking the
user.
2=no
The update will not be executed.
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2.2.2 Automating the Initial Logon

For a rollout the initial logon (initialization logon) of the Client on the Management
Server can be automated via batch files. User inputs that he gets from the information
in the PIN letter, for example, can be transferred to a tool via appropriate parameters
and batches, instead of interactively. Use the program rwscmd.exe (starting with Secu-
re Client v. 7.21) for this automatic init user procedure, with the following commands:

rwscmd /setinituser <name> [<auth codes>]

Writes the specified VPN user ID and the authentication code into the re-
gistry; the Update Client reads it from the registry.

rwscmd /rsuautoanswer <off | yes | no>
Notes the desired mode in the registry
off = Ask user whether a software update should be executed
yes = always execute software update
no = do not execute a software update

rwscmd /select [Destination Name]

Selects the specified Phonebook destination

In addition please note: After a successful init logon the Update Client checks whether
the file rsuinit.bat is present in the installation directory. If this is the case, then it is
automatically executed after the disconnect. Note that the complete path information
(e.g. when calling RWSCMD) is strictly required as the standard path is not the instal-
lation directory.

Example

A batch file for the initial logon with the “Multiple user” must be started manually and
can look like the following:

STARTINIT.BAT

c:\installdir\rwscmd /setinituser <name> [<auth codes>]
c:\installdir\rwscmd /rsuautoanswer yes
c:\installdir\rwscmd /connect [Destination Name]
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The RSUINIT.BAT, which must bear precisely this name in order to be called automat-
ically, can look like this:

RSUINIT.BAT
c:\linstalldir\rwscmd /rsuautoanswer off
c:\installdir\rwscmd /select [Destination Name]

c:\installdir\rwscmd /connect
del c:\installdir\rsuinit.bat

In order to execute an automated, non-interactive InitLogon, the following parameters
must be written in ncp.ini with rvscmd.exe:
Name M eaning

Rsulnteractive = 0 —automatic InitLogon.
In this case the following 2 values are read.

RsuL ogonUserld the VPN user ID to be used

RsuL ogonPw Authentication Code (only necessary for LDAP Auth.)
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2.2.3 Configuration on the Management Server (ncprsu.exe)

The Update Clients obtain the information relative to the | P address of the Management
Server within the PPP negotiation when establishing the connection to the VPN Gate-
way. If the Management Server isinstalled behind an external VPN gateway then its |P
address must be saved in the Phonebook of the Secure Client (under “DNS/WINS —
Management Server”).

The computer with the Management Server must be reachable from the NCP Secure
Server (VPN Gateway) per TCP/IP in the network.

If the Management Server is installed on the same computer as the Secure Server (VPN
Gateway), then ensure that the IP address of the Management Server is not identical to
the address of the tunnel endpoint that the clients use to set-up the tunnel. Otherwise
the rwsrsu service would attempt to set-up a connection to the Management Server out-
side of the tunnel, a function that in most cases has already been suppressed by the
Firewall.

The subsequent configuration of the Management Server is executed by editing confi-
guration data in the main menu of the Management Console under “Management Serv-
er / Settings”.
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2.2.4 Management Server / Settings

In the Management Console open “Settings” under the main menu option, “Manage-

ment Server”.
etiogs______ The parameters are
ordered according to
Group | Mame | Walle :l
General DeletePkes1 28feDownl... 0 grOU pS.
General LogT raceLifetime 2
General DistributionCode
Clients Checklnterval 100 The values can be
pollroomee changed by double
Authent clicking on the
Authentin | g0 n |Elients .
Authent!n approprl ate parametel‘s.
Authentis Parameter : ICheckIntervaI
Authenti
Authentin | Walue 1008 h
| »
oK LCancel | _l
LCloze |

Please restart the Management Server after editing the parameter values so that the new

configuration will be effective.

[General]

RsuPort =12501
(Standard = 12501) Must agree with the setting on the Upda-
te Client (see above —registry entry).

MgmPort = 12502
(Standard = 12502, sollte nicht veréndert werden) manage-
ment port through which the Client Manager sets the Phone-
books.

MgmSSL Port = 12504

(Standard = 12504, should not be changed) management port
through which the Client Manager sets the Phonebooks via
SSL.
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ReplPort = 12505

(Standard = 12505, should not be changed) management port
through which the Management Server creates a backup.

ReplDBPort = 12506

(Standard = 12506, should not be changed) management port
through which the Client Manager replicates the database.

M axSessions =50
Number of Client sessions that the Management Server will
process concurrently. A maximum of 200 Client sessions are
possible.

Primaryl PAddr =127.0.0.1

NCP Secure Management Server - Configuration x|
Services Operation Mode | 1 | "l

Management Server operation mode

" Primary Server
' Backup Server

IP-Adresze Primary Server : I'I 27.0.01

IP-Adresse Failzafe Primary Server : |12?.D.D.1

Shared Secret : Ixxxxxx

Hirwweiz - Die Betrisbzart kann nur umgeschalten werden, wenn zuvar alle
Dienste gestoppt wurden,

+ Backup Server im Mormal Betrish

" Backup Server alz Failzafe Primary Server
[rwr bei dasfall des Primary Servers)

Apply ak LCancel

If the Management Server is used as Backup Server, then the
I P address of the primary server is specified here. This confi-
guration is made in the Windows start menu prior to starting
the Management Server, under “NCP Management Server —
Configuration” (see fig. above).
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Server Type =0
x
Services Operation Made | 1 | 'l

tlanagement Server operation mode

" Primamy Server
¥ Backup Server

|P-Adresze Primary Server : |1 27001

|P-Adresse Failzafe Primary Server : |'| 27001

Shared Secret : Ixxxxxx

Hirmaeiz : Die Betriebzart kann nur umgezchalten werden, wenn zuvor alle
Dienste gestoppt wurden,

% Backup Server im Mormal Betrieb

{~ Backup Server alz Failsafe Primary Server
[rur bei Awsfall des Primarg Servers)

Apply 0K LCancel

0 = Management Server is used as primary Server
2 = Management Server is used as backup Server

This configuration (under Windows) is made prior to star-
ting the Management Server in the Windows start menu un-
der “NCP Management Server — Configuration” (see fig.
above).

ReplSecr et If the Management Server is used as Backup Server then the
“Shared Secret” is entered for the Primary Server. This con-
figuration (under Windows) is made prior to starting the Ma-
nagement Server in the Windows start menu under “NCP
Management Server — Configuration” (see Fig. above).

DeletePK CS12 =0

After Download
Standard = 0; after a download the soft certificate is deleted
from the database.

1 = the certificate is not deleted.
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LogTraceLifetime =2
Number of days until the log entries are deleted.
LogL evel =9

(possible values = 0 - 9) With the value the depth of the ana-
lysislevel is determined for the log file.

LogFile = ncprsu
The file name of the log file: ncprsu.log
L ogPath = .Jlog

The directory underneath the installation directory where the
log file is located: <Installationdirectory>\log\ncprsu.log

L ogFileSize = 2000000
This parameter entry is optional!

If the value of the log file entered here in bytes (standard =
2000000) is reached, then the current log file is renamed to
<name>. old, a previous <name>.old is deleted.

UseDefaultPhonebook =0

This switch for the Phonebook selection can be used to spe-
cify whether the Management Server will make a uniform
Phonebook available to all users, or whether it will make an
individual phonebook available to each user.

UseDefaultPhonebook = 0
each user gets hisindividual phonebook

UseDefaultPhonebook = 1
each user gets the same phonebook

InitUser | d = inituser

This is where you enter the user ID for initial logon on the
Management Server. This “initial” user ID for the rollout is
the same for all Clients. Consequently the parameter “Allow
multiple users” must be activated on the Secure Server for
this user ID. If the Client dials in with this ID then the Ma-
nagement Server will send the request for entry of personal
VPN user ID and password/ authentication code back to the
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Client. Only after entry of the personal access data can the
user receive a personalized Phonebook or soft certificate.

(If a Client logs on with this InitUserID, and if LDAP au-
thentication is not configured, then the Client will only be
asked for his VPN user ID. In this process the system
checks whether a directory exists on the Update Server for
this entered VPN user ID. If thisis not the case then the lo-
gon will be rejected; the user will get another chance to enter
a VPN user |ID. Compare parameter “Chek-
kUserDirAfterInitLogon”)

CheckUser Dir =1
AfterlnitL ogon
This parameter entry is optional! (Standard = 1)

1 = For the first logon (InitLogon) without authentication
code, with VPN user ID the system checks whether a direc-
tory exists for this new user. If this is not the case, e.g. for
misspelled VPN user ID, the logon fails and the user is again
requested to enter his VPN user ID.

0 = The logon is executed in such a manner that the system
searches for a Phonebook or soft certificate for this user. If
nothing is found then the following appears in the log win-
dow of the user Monitor: Configuration at current level.

[Clients]

ChecklInterval = 86400

The update interval is specified in seconds and as delivered
the parameter is set to one day (86400 seconds). The update
interval describes a time period in seconds, after which the
Secure Client or the RWSRSU will contact the Management
Server, in order to check whether updated files are present.

BlockSize = 20000

The block size designates the maximum size (in bytes) of the
data packets that will be transmitted. The block size should
not exceed 64 kByte (=65536). The Update Client compares
its value with the block size for each connection with the
Management Server.
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[Authentication]

The complete configuration section under [Authentication] is used for rollout, if an
LDAP Server isalso available.

UselL dapAuthentication =1

0 = LDAP authentication is not used
1 = LDAP authentication is used

If LDAP authentication is used, then the following parame-
ter values must be used accordingly. These values must
agree with those that have been configured with the Server
Manager on the Secure Server (VPN Gateway) (see the Serv-
er Manual —LDAP Server)

L dapHost =127.0.0.1

IP address of the LDAP host in the corporate network. (Cor-
responds to the parameter “LDAP Host” in the server manu-
a.)

LdapPort = 389

The port number of the LDAP Server. Only change this va-
lue if the LDAP Server definitively runs under a different
port number than the standard number specified here (389).
(Corresponds to the parameter “Port | LDAP Host” in the
server manual.)

LdapAdminDN = CN=XXX,0=XXX,C=XXX
This Distinguished Name (DN) indicates where the configu-
ration for the administrator is located on the LDAP Server.
(Corresponds to the parameter “Administrator DN” in the
server manual.)

L dapPassword = XXX
The administrator password that enables access to the LDAP
Server. (Corresponds to the parameter “Administrator | Pass-
word” in the server manual.)

LdapBaseDN = CN=XXX,0=XXX,C=XX

LDAP search path; the user-specific configurations of the
link profiles for the Clients can be found on the LDAP Serv-
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er below this search path. These Clients access the Manage-
ment Server via the associated VPN Gateway (see above).
The username is searched as Common Name (cn) under the
LdapBaseDN.

LdapAuthAttribute = ncpUserAuthenticationCode

If the user ID is found, then the value entered in this attribu-
teis allocated to this user ID as authentication code.

[ClientAuthentication]

AuthCodeMinLen =6

The minimum length of the authentication code. (Standard =
6)

AuthCodeValidDays =14

Thisis used to specify the validity period of the authenticati-
on code in days after it has been generated.

AuthCodeMaxErrCnt =10

This number determines how often the authentication code
can be entered incorrectly. If the entered error number is re-
ached, then the client can no longer dial in. It is only possi-
ble to cancel the disable via the Management Console.

AuthCodeDisableRest = 0; With configuration downloads the authentication code
isreset. 1 = ... not reset.
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[CONNMAN]
In this section the parameters are set for automatic update of the foreign phonebook for
T-Online.
URL = http://www.t-update.de/securevpn/phb.zip
Phonebook file URL of the Connection Manager. (Check
this entry in the configuration file.)
Interval = 800000
Time interval in which a new foreign Phonebook should be
downloaded from T-Online. The time starts running after a
Client requests a T-Online Phonebook for the first time.
ProxyHost = XXX XXX XXX XXX
| P address of the HTTP Proxy Server, if necessary.
ProxyPort = 80; Port of the Proxy Server.
ProxyAuthName = User ID for the Proxy Server
ProxyAuthPwd = Password for the Proxy Server
[CMP]
CmpPort = 829; CMP Listen Port.
0 = CMP Server disabled
CmpPollTime = 15; CMP polling interval in seconds
LogL evel =0

CMP Log Level. (possible values = 0 - 9) The value determi-
nes the depth of the analysis level for the log file.
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[RADIUS]

Enabled =1
The integrated RADIUS Server of the Management System
is activated with 1, and deactivated with 0.

AuthPort =1812
Authentication Port (Standard = 1812, should not be chan-
ged)

AccPort =1813
Accounting Port (Standard = 1813, should not be changed)

L ogL evel =0
RADIUS Log Level. (Possible values = 0 - 9) The value de-
termines the depth of the analysislevel for the log file.

[Log]

The value determines the depth of the analysis level for the log file. (Possible values =

0-9)

L ogL evel =0

SessL ogL evel =0

MgmL ogL evel =0

ReplL ogL evel =0

Packagel ogL evel =0

L ogPath =./log

The path is specified with the directory for the log files.
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Number of days until the log entries are deleted:

LogL ifetimeSecurity =90
LogLifetimeConfig =90
LogL ifetimelL ogins =90
LogLifetimeAdmin
Logins =90
LogL ifetimeSystem =30
LogL ifetimeTasks =90
LogLifetimeTrace =2
LogL ifetimeAccounting = 90
LogL ifetimeSyslog =90
LogLifetimeRadius =90
[Syslog]
Hosts =127.0.0.1; Syslog Server Hostname
Port = 514; Syslog Destination Port (Standard = 514)
Facility = 20000; Facility Base
LogTrace = 0; Facility Base + 1
LogConfig = 0; Facility Base + 2
L ogSecurity = 0; Facility Base + 3
LogL ogins = 0; Facility Base + 4
LogAdminLogins = 0; Facility Base + 5
L ogSystem = 0; Facility Base + 6
L ogRadius = 0; Facility Base + 7
ListenPort =0;

Standard = 514

0 = Listening disabled

[Console]

Console
Console

0; aus
1; an
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2.2.5 Update of the Update Client

A new Update Client is installed like a software package on the Management Server
computer, by starting UpdRWSRSU2xx.exe.

The new Update Client files are stored in the database of the Management Server in the
directory rwsrsu\v200\* independent of the version number.

It is not necessary to restart the Management Server thereafter.
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3. ncpbudgt.exe — Budget-Manager
(Connection Management/Statistics)

After installation of the Client Software the so-called Budget Manager runs automat-
ically for connection management and statistics when the monitor starts.

The Budget Manager is responsible for monitoring Client software connections in ac-
cordance with precisely defined criteria.

These criteria are specified in the Monitor menu under “Configuration / Connection
Management”. (See the manual for the Secure Client, Monitor, and Connection Mana-
gement)

Activating Connection Management in the monitor menu is only practical if the con-
nections are not routed to a corporate network gateway, or if charges are incurred for
connection time or frequency of the connections. Otherwise charge management can be
administered centrally.

If the Budget Manager is not used then it can be removed from the registry (see Fig.
below). In this regard, note that it is automatically re-installed for an update or for a
new installation. Thereafter it must be deleted again with regedit.

& Registry Editor =] 2
Reqistry Edit View Favarites Help
-1 ModuleUsage ;I Hame | Tupe | Daka
-2 M5-DOS Emulation (DeFauIt) REfE_5Z {walue not set)
{0 MetCache A\-‘MWIanCIient REG_5Z E:\Pragram Files\avmwlanstick)wlz
E}g lel' _ pEudget REG 5 "EsfTempl0a0325epClincplelncpb
[]"{:I ;DII'CIET'I: [3B]HcpMonitor  Modify "E:\Templ060325epChincpleincpm
eliability : "
23 Run NcpPopup Delete E:Temploe0s2eepClincpleincpm
(23 RunOnce Synchronize Rename mabsync.exe flogon
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{:l SharedDLLs
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-7 shellserviceObjectDel.
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F-23 Syncmar

-{Z3 Telephony
-2 Uninstall

-0 URL

{27 webCheck

E]--{:I Welcome _ILI
1 © = |

4]

|I'\'1y ComputertHKEY _|LOCAL_MACHIME!SOFT'WARE Microsof b Windows) CurrentersioniRun

[

Key: Software\Microsoft\Windows\CurrentVersion\Run\NCPBudget
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4. rwscmd.exe — Command Line Interface

@\ Attention! The following description only applies for Windows systems.

4.1 Transferring Commands to the NCP Secure Client

With rwscmd.exe the NCP Secure Client (Entry/Enterprise/GovNet Client) has a com-
mand line interface that can be used for other applications. The prerequisite to use the
rwscmd.exe program is Client software of at least version 7.0 (Enterprise Client) or 8.0
(Entry Client).

At installation the command line interpreter is copied into the ncple directory under
Windows. It is called from this directory (e.g.):
C:\Windows\ncple>rwscmd /<Kommando>

musHD

mwacmd Aoonnect

mwzcmd foonnect [Destination Mame]
mwzcmd fdizconnect

mwzemd Alock

mwscmd Aunlock

mwzomd Astart

myzcmd fstop

mwzcmd Aeelect [Destination Mame]
mwscmd Aeetinituser Initl serld [Password)]
mwecmd Arsuautoanswer off fvesdno
myzcmd fginaoh

mwzcmd Aginaot

mwscmd Aginainstall . . .
B—— ,;ginauninst If the syntax is not observed, or if acommand is
mwzcmd Aogonhotzpat [Timeout] specified incorrectly, or incompletely, then a
window will be displayed that lists the possible

commands:

connect

connect [Destination Name]
disconnect

lock

unlock

start

stop

select [Destination Name]
setinituser InitUserId [Password]
rsuautoanswer off/yes/no
ginaon

ginaoff

ginainstall

ginaunins

logonhotspot [Timeout]
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4.2 Prerequisite for Program Use

L] The services ncprwsnt, ncpsec, and rwsrsu, must be started. These services start as a
standard function after installation of the Client Software — they are located in the di-
rectory
C:\Windows\ncple>

LI It is only necessary to start the Monitor if passwords or PIN entries are required, since
rwscmd.exe does not start a PIN dialog..

[ In addition write authorizations must exist to the registry key:
KEY_LOCAL_MACHINE\
Software\NCP engineering GmbH\NCP Enterprise Monitor

4.3 Description of the Commands

rwscmd /connect
Required Windows authorization: User rights
Description: Connection setup with the last destination entry set in the Monitor.

connect [Destination Name]

e.g.: rwscmd /connect “LAN via Router (IP)”
Required Windows authorization: User rights

Description: Connection setup with the transferred destination entry.

Apostrophes are set instead of the square brackets. They are necessary because thisis a

transfer with spaces.

rwscmd /disconnect
Required Windows authorization: User rights
Description: Disconnects the current connection.

rwscmd /lock
Required Windows authorization: User rights
Description: Locks the Client, connection setup is no longer possible
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rwscmd /unlock
Required Windows authorization: User rights
Description: Unlocks the Client, resets the lock that was set with Lock

rwscmd /start
Required Windows authorization: Administrator rights
Description: Starts all services, popup and monitor of the NCP Secure Client

If called again the message “ Secure Client is already open” is displayed.

rwscmd /stop
Required Windows authorization: Administrator rights
Description: Stops all services, popup and Monitor of the NCP Secure Client

Also note that if the command rwscmd /stop has been executed then the command
rwscmd /start must be executed thereafter, so that the services and the monitor can be
restarted. In this case a reboot is not sufficient, as the popup and the monitor are not
started.

rwscmd /select “Destination Name”
Required Windows authorization: User rights
Description: In the Secure Client the system goes to the desired destination.

Apostrophes are set instead of the square brackets. They are necessary because thisis a

transfer with spaces.

rwscmd /setinituser UserId “Passwort”

Required Windows authorization: Administrator rights

Description: If you do not want a window to be displayed for the initial connection,
then the user ID, and optionally the password, can be transferred for the initial logon
for the initprocess.

Apostrophes are set instead of the square brackets. They are necessary because thisis a

transfer with spaces.

rwscmd /rsuautoanswer off/yes/no
Required Windows authorization: Administrator rights
Description: This is where you set how the system will respond to queries for a soft-

ware update.

yes Client software automatically gets an update without query.

no Automatic software update is rejected and not executed.

of f With the off setting the system asks (in a message window) whether the

software should be updated.
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rwscmd /ginainstall

Required Windows authorization: Administrator rights description: Installs the NCP
Gina, if this has not yet occurred in the software installation (see the section “Installati-
on” in the Client manual).

rwscmd /ginaunins

Required Windows authorization: Administrator rights

Description: Deinstalls the NCP Gina. If an external Gina calls the NCP Gina, then
deinstallation is not possible with this command. In this case it must be removed from
the registry manually, or the Ginas must be deinstalled again in the reverse sequence
(see the section “Logon options” in the Client manual.

rwscmd /ginaon

Required Windows authorization: Administrator rights

Description: Switches the NCP Gina dialogs for logon to the VPN Gateway so that they
arevisible if the NCP Gina has been installed.

rwscmd /ginaoff

Required Windows authorization: Administrator rights

Description: Switches the NCP Gina dialogs invisible and thus skips the VPN Gateway
logon with the NCP Gina.

rwscmd /logonhotspot [Timeout]

If a hotspot logon will be executed via an external dialer, then the firewall can be relea-
sed for ports 80 (HTTP) and 443 (HTTPS) with this command. This generates a dyna-
mic rule that allows data traffic for this hotspot logon, until the transferred timeout (in
seconds) has elapsed.

Because the firewall can thus be released via the command line, the parameter “Allow

hotspot logon for external dialers” has been added under “Options” in the firewall set-

tings. The command can only be executed via rwscmd if this parameter is active. (See —
Configuration parameters / Phonebook, Firewall settings).
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5. ncprwsnt.exe

Responsible for data communication frame processing via NCP PPP and VPN, as well
asthe dial services.

Applications which need system rights can be started with this service automatically af-
ter a connect or a disconnect. For that purpose two batch files in the installation direc-
tory have to be edited:

connect.bat

This batch file includes the executable programs or batch files which should be execu-
ted after a connect.

disconnect.bat

This batch file includes the executable programs or batch files which should be execu-
ted after a disconnect.

Note the parameter "Deny the start of the (dis)connect.bat". It is located in the monitor
menu “Call Control Manager / Ext. Applications” under the item "Configuration”.

This function should always be activated, exceptionally the execution with of one of
the batch files administrator rights is absolutely necessary.

64

Applications (batch files) which require only user rights can be started via this monitor
menu “ Configuration / Call Control Manager / Ext. Applications” by entering their na-
mes (see — Client Monitor / Call Control Manager).
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